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Source: Cost of a Data Breach Report 2024,” Ponemon Institute - 2024
Source: “2023 Cost of Insider Risks: Global,” Ponemon Institute - October 2023
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File from sensitive corporate Google Workspace location uploaded to Google Drive associated with

an unapproved!non corporate account
Nednesday, 22 Novem at 14:30:32 GMT+01:00

Jc e
Juan Christianos DESKTOP-ABC1234

Labels

Windows | Department | Automated | All | bot | 761 | Country | UK

File from corporate Google Workspace uploaded to
unsanctioned web app

Policy group: My test DLP policies
#dlp #exfiltration #usb #block

Data lineage

¥ ¢&p File downloaded )/11/2023 at 10:20:30 GMT+01:(

D File

Q4 Product Roadmap (NDA).png
More details v

L Web app (source)
Google Drive
More details v

Associated account
juan.christianos@nextdip.com

~ & File uploaded (blocked) 20/11/2023 at 10:22:57 GMT+01:(

D File

urrent)
cute_cat.png
More details v

Web app (destination)
L Google Drive
More details ~

Associated account
j.m.christianos@gmail.com

[C]1 Add to case v

&5 Block upload ( succeeded )

@ Display message - config

Header
Upload blocked

Body

According to the company’s acceptable use policy,

uploading sensitive tiles to non-corporate Web apps is prohibited.
Please visit the corporate policy on how to handle sensitive data below

] Screenshot

Gow

(@ Al event details

key key
value_value.val value_value.val

key key
value_value.val value_value.val

[ Export
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BiE TTP ANs8E

BEEERTREERERE
PR TTP )

)% f& MITRE IT TTPs

< Policies

Sensitive file uploaded to unsanctloned cloud storage service

1d optionally blocks the ug

Requirements

agent version > 8.4.0 Policy template  Sensitive file uploaded v.6.7.1
~ Policy configuration
~ Website parameters

Upload destination Tab titles
Prohibit listed Web app URL Prohibit

Unsanctioned cloud storage @ Select assets or

define custom values N

» Advanced parameters

> File parameters

» Machine learning parameters

MITRE
ENGENUITY.

> Content inspection parameters (Windows and macOS only)

~ Detection and incident configuration

~ Detection configuration

Score Description {.data}
50 File {activity} to "{hostname}“{first_visit} from {browser}: {filenames}
with size {file_size} containing {content_pattern_name}.
Custom tags

Exfiltration CloudStorage

- - - ~ MITRE - Tactic and technique
Research For more information, please visit MITRE's website (5
- - - Part ner Tactic Technique (optional) Sub-technique (optional)
~
Exfiltration - TAOO10 v Exfiltration Over Web Service - T1567 v | select a sub-technique v [m]
. /

+ Add mapping

Exfiltration to Code Repository - 0.001
Exfiltration to Cloud Storage - 0.002
Exfiltration to Text Storage Sites - 0.003
Exfiltration Over Webhook - 0.004




FortiAl ( ALEEEBNE ) IREMBEIANE
SO B IR S 2 S AT RS

FO rtIAl 24/7 é%{lﬁj’;; < Insider risk & DLP sequence ' open ) | FortiAI:AI-bas.edASsistance

oe () Resolve incident =21 Assignii Isaac Kennedy

al Create an summary of this case
- RPETHERE FortiAl Q
The user, Joy James, logged in outside of expected
8 working hours, which could be an attempt to avoid
a&b A - detection (T1078). Additionally, the user connected 1o
H b % Sequence o Entities an unexpected Wi-Fi network, "Huckletree Guest”,

instead of the expected "jaxa” network, which could be
another evasion tactic (T1562.006). The creation of a

“ase created by

n 4f14/23,5:25 PM

. ! . B XTND
@ Insider risk & DLP sequence @ Last detection 4/14/23, 5:33 PM & min

Defense Evasion (TADDOS)

@ . 1 . r compressed file containing sensitive source code files is
Initial A f 1l il Manager Liz Brown P! ining d |
i—E > Ml = = N YAy Anmi "ta opessR D.e.ense Evasion — Co ecll.on — FH maton L also indicative of evasion (T1027).
° = N \ KY2 Q= > )¢ TAD TADOOS ADON( Department Engineering
A E L -":E' =]8)}7 / IEA T /s i
Office London - UK Collection (TADDDZ)
[:I Tx Low 1% Medium 1x Medium ® 1xHigh Joy James DE Joy James downloaded two files containing source code

P 1 T R 2% Low 2% Low Develope Labels | Leaver |7 & +5 more from git.acmecorp.com, namely "price_estimator.py” and
I E “trading_algorithm.py” {T1530, T1213.003). This action
l“m I falls under the collection tactic as the user is gathering

information that could be used for malicious purposes.

ENG E N UITY™ RERELES TTP B oo
n y % An attempt was made to upload a compressed file

containing the previously downloaded source code files

1R

Timestamp Description Policy to Dropbox using a personal account (T1567.002). This
b E o action was blocked, indicating an attempt at data
E /_..I_T oo > 4/14/23, 5:33 PM €] File upload blocked to "www.dropbox.com” with personal account “joy.james@gmail.com” from Sensitive file uploaded to personal file share website exfiltration
Google Chrome: Archive.zip with size 1.4KB containing uninspected content
Conclusion
p\ 3 414/23, 5:29 PM @ Finder creating compressed file at /Users/joy.james/Downloads/Archive.zip, containing 2 files Compressed file created The saquence of evants suggests that the user, Joy

/\ ﬁ L'I: 5E \H ‘ i i i i i James, attempted to exfiltrate sensitive data from the
including trading_algorithm.py, price_estimator,| 4 P L
O E}‘j ﬁ TE{ Eﬁ %1 %ﬁ}g I e g-aigorinm.py. pt ‘ o company. The user employed evasion tactics, such as
logging in outside of normal working hours and

ey - o > 4/14/23, 5:29 PM & Lew This node connected to Wi-Fi network called "Huckletree Guest”. However, based on the Wi-Fi Connection made to unauthorized Wi-Fi network connecting to an unefpected Wi{Fi network. They
% Abs Ab /, landscape and historical connections, the node is expected to connect to the network called “jaxa® collected sensitive source code files and attempted to
H H 1 ]' exfiltrate this data by uploading it to a personal Dropbox
bl/ ~ 7_", b I account. This sequence of events aligns with several
{é} > 4/14/23, 5:29 PM @ Low File downloaded from git.acmecorp.com using Google Chrome: /Users/joy.james/Downloads/ Sensitive file downloaded from company domain tactics in the MITRE ATTRCK Framewaork, including
sl I'j' ~ W*SI_ N E\ 1_ \/,—.\ ,_‘_ \1; *D EEE trading_algorithm.py of size 27B containing Source code with at least 1 match Defense Evasion, Collection, and Exfiltration,
i /I \I l— TI* J i lL . . . . o . . D Copy @ Provide feedback
* 4014/23, 5:29 PM @ Low  File downloaded from git.acmecorp,.com using Google Chrome; /Usersfjoy.james/Downloads/ Sensitive file downloaded from company domain
//‘A f i‘ﬁ price_estimator.py of size 278 containing Source code with at least 1 match
B, {EPHERIl R \ - | v
» 4/14/23, 5:25PM %  Low  User Joy James logged in outside expected working hours at Tue April 4 17:25:50 GMT 2023 Login outside office hours
aAER ) ;
— © Fortinet Inc. All Rights Reserved. 23
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m = L EVEE - R EMENZE LE
5 2 IR B M R R TR IR AT

_
€ 3 ©@ (% demo-eurevealnextdip.com/#cases/Bb12143e-56bd-497b-6364-92cadedBedo zavx e 9|0 :
FortiDLP « (Cases eXTND X
08 Dashboard View conversation history -
[=1

@ Chris Tyresll han 1 minute ago
Q Investigate © Legal Hold - Tyrrell Investigation Open & Edit v & wetyrrell & a cr-ns ';;re_l Report on the MITRE ATTACK indicators in this case

&mlmjm e MTND  less than 1 minute ago

@ Case summary & Edit Case Summary

@ Watchlists
Chris Tyrrell, the Director of Sales Engineering at

e Cases Case Summary ' ) : JazzDemoCloud, engaged in multiple suspicious

activities involving sensitive data. These activities

Reveal detected a series of suspicious activities involving an employee named Chris Tyrrell, who helds the position of Director Nicolas V. Jackson ncluded unauthorized browser usage, downloading
7 Detection reports of Sales Engineering. The activities suggest potential data exfiltration and misuse of sensitive information, including the LT e e and renaming sensitive files, attempting to upload

handiing of files containing US Social Security Numbers [SSN) and the use of unauthorized browsers and private browsing these files to personal cloud storage, and ultimately
@ Policies maodes. @ Tyrrell-demo-winl0=64 writing sensitive data to a USB device. Reveal detected

MWindows | 1 and blocked several of these actions, but some
88 SaaS apps Event Details aFtlvlties we.re successfully :exm.: uted, posing .
= = significant risks to the organization's data security,

The sequence of events began with Chris Tyrrell renaming a sensitive file from employeeData. pdf to @ ﬂ"das""‘:"u SV

R Users personal_medical_records.pdf, which contained 55N information. Shortly after, the same file was compressedintoa zipfile = Event Details
+ TA0O009 (Collection)

O MNodes

o T1213 (Data from Information
Repositories): Chris Tyrrell downloaded a

]

14 Events =2 Pinned fielg

&

Admin settings . :
file named EmployeeData.x1sx containing

Timastamp Entitios. Labiols Description Pinned fields . )
US Secial Security Numbers from Google

Nicolas V. Jackson D Driva usinn Gannla Chromes.

10/07/2024, 09:53:14 AM e e & Loavers + 4

09/27/2024, 12:39:15 PM Chris Tyrrell & Loave

» Tyrrell-demo-winl0=64 aWS

08/26/2024, 08:26:14 PM

! ?:rrri:u.]:yg;:.:‘lo -winl0x64 % Loave, ~ 7
Chris Tyrrell ris Tyrrell | |
” 22028047521 OO T e O oo AWS Azure Blob Google MinlO Wasabi

< Collapse

Forensics Storage

© Fortinet Inc. All Rights Reserved. 26
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Finance document blocked

This email was blocked due to the classification Finance - Project Alfa
with at least 1 match in one of the files.

Classification:
Finance - Project Alfa with at least 1 match

Description of label "Finance - Project Alfa with at least 1 match”
Is information to be distributed internally at Customer X.

If this information becomes known to unauthorized people this could
have significant negative consequences for Customer X. The recipient is
not allowed to share/forward information without the consent of the
owner.

@ Link to Information security policy

@ ustiication for this email

[] 1 acknowledge

EiB Outlook &%

Finance document blocked

This upload was blocked due to the classification Finance - Project Alfa

with at least 1 match in one of the files.

File(s) blocked:
Financial Microsoft AIP.pdf

Website:
wetransfer.com

Description of label “Finance - Project Alfa with at least 1 match"
Information to be distributed internally at Customer X. Information
could have significant negative consequences for Customer X, other
organizations or individuals if it becomes known to unauthorized
persons. The recipient is not allowed to share/forward information
without the consent of the owner.

@ Link to Information security policy

[J 1 acknowledge

=18 Browser &£

Financial
document.docx

As

Financial
MicrosoftAlP.pdf

Financial
MicrosoftAlP.xIsx

© Fortinet Inc. All Rights Reserved.
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Screenshot - Financial information

It is not permitted to store so-called screenshots of financial
information or other classified information,

If the work still requires such steps, it must be temporary and deleted
immediately.

@ Link to Information security policy

S& nér du framgang i den nya digitala varlden

BB EE

58 HEEL  BOARZEZEE

Clipboard Event - Financial keyword

The system has detected a clipboard event where financial keywords
were detected. Be aware that this can lead to data leakage that
potentially can damage the company's reputation.

From applicaiton:
WINWORD.EXE

. Link to Information security policy

1 1 acknowledge

[ ok |

18 Share 7 Comments

Find ~
Replace \!J @ @
Dictate | Editor | Reuse

Select > Files

Editing Voice | Editor |ReuseFiles|

x
i

W,

‘The conditions of this agreement are set forth below:
L. The Purpose of the Projecta.

11 The purpose of the project s to contribute to the provision of legal advice services to those
who have litle or 0o access to Legal representation. by delivering appropriate, effective and

specific target

12 To strengthen the capacity of the NGO to implement the project, the Donor undertakes to

provide support to the NGO through technical support.

2. Amount & Time Periods

page 1 013 1193words [5 English (United Kingdom)

EIBR GRS

© Fortinet Inc. All Rights Reserved.
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INE

Jdlinl

=14 : SaaS fE RV O] B4k

Timestamp User Device Severity
05/01/2024, 21:54 @ Joy Jones
05/01/2024, 21:54 @ Joy Jones Info
05/01/2024, 21:43 @ Joy Jones @ Low
05/01/2024, 21:35 & Joy Jones @
05/01/2024, 21:33 @ Joy Jones @
05/01/2024, 21:29 @ Info
05/01/2024, 21:28 @ Info

SEEE SaaS g

cEERRTED(

1

Description

& Downloads vacation-plan.csv from Acme Corp | OneDrive
—b:l Login outside of usual working hours

& Uploaded vacation-plan.csv to Acme Corp | OneDrive

G Renamed sales-contacts.csv to vacation-plan.csv

@ Downloaded sales-contacts.csv from Salesforce

-b:l Login outside of usual working hours

= Connected to HOME_SWEET_JONES
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& Share a

M @ ChatGPT

@ ChatGPT
Process and analyze the following file and tell me insights you see

across the data.

©) s st ot st fron Bo1E & TiEUelz
%) GenAl FIEH s Al
TR
- BET/FRENITAR
BEREEHURRERIEF,

@ Free Ai Image Gener...

33 Explore GPTs

Today

Data Analysis Insights Reque  +++

Al Website Visited

Whilst the use of generative Al models can represent a significant
advantage in increasing workflows and productivity, such tools must be

used with caution,

Previous 7 Days

FortiNext DLP Benefits

Previous 30 Days
Please do not enter information that would be considered
commercially sensitive into Al Platforms as the security of this data

FortiNextDLP Compliance and F
can not be ensured.

DLP Tools Grammar Assessmen
It is also against our corporate information security policy.

Importance of Data Protection
For background around the dangers of Al Chat, please take a moment

to the read the article at the link below.
SEETIFEEEN

@ The Risks of ChatGPT

Fortinet Security Expertise Serv

\
!

Security Services Overview

M&A Proposals  Prototype Designs

Patient Data Customer Billing
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Actions Applications Browsers

3K 5K 4 07087011, 0519 Fie eramen (enama) i horired i at O dinarshherminit ator Do srects | Detign Boatatackrg
@ Wunaurorizecaccess
Users L] Users n Users 2

By O &

Tinasta~g Created by Do wwar Tay

o @

Nodes n Hoder n Nodes 2 CIRWI0N. 0% Fie eramed fewTed ST orged e X O Wsershomingt sonbot sme i Iewans FIataIckrg
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Friday, 7 May 2021 at 05:19:58 GMT+01:00

e | %&-‘- May 20 May 22 May 24 May 26
"‘ |:| *E E% TU .T_El:la‘ 7S @ Application on https://wetransfer.com/ accessed local file Safariplans.pdf aop7tocase covtoevent 7

Columns +  Mtems/page 50 v

| :q: v Details User Node.

Node  Filename Size MIME type Danica Bertha X345621 (&
e X345621 Salanplans pdf 120 application/pdf . e

Tab URL
https://wetransfer.com/

Browser Private session
Google Chrome
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