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— CEH(EC-Council Certified Ethical Hacker) °

— CPENT(EC-Council Certified Penetration Tester) °
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Management System (ISMS)
Auditor/Lead Auditor

[SO 22301 Business
Continuity Management
System (BCMS) Auditor/Lead
Auditor

[SO/IEC 27701:2019 Privacy
Information Management
System Lead Auditor
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Security Certification Roadmap

Security

Expert

mmunication and
Network Security

IAM

Certification Roadmap

Security and Risk Management

Security Assessment Softw
and Testing Security

Security Operations

Intermediate

Cimp

Cloud/SysOps

*nix

1CSloT

ITIL Master

ITIL Fdn

GRC

Forensics

CRISC

APMG 200004 C)ISU\M CIS IA

TV

Incident Handling

Penetration Testing

-
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OSEE

Exploitation

481 certifications listed | July 2024
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Security Certification
Roadmap

Level 1

EC-Council o
CEH

[on\

PenTest+

Cotes | et e

CERTIFIED
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Security Certification
Roadmap
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The Path to a Secure Future™
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eLearnSecurity
- eJPT

Exam Objectives
Assessment Methodologies (25%)

The eJPT evaluates an individual’s skills across )
* Locate endpoints on a network

various domains and objectives, certifying their

mastery and understanding. Identify open ports and services on a target

Identify operating system of a target

Extract company information from public sources

Gather email addresses from public sources

Gather technical information from public sources

Identify vulnerabilities in services

Evaluate information and criticality or impact of vulnerabilities

Host and Networking Auditing (25%)
Compile information from files on target
Enumerate network information from files on target
Enumerate system information on target
Gather user account information on target
Transfer files to and from target
Gather hash/password information from target

Host and Network Penetration Testing (35%)
 |dentify and modify exploits
« Conduct exploitation with metasploit
» Demonstrate pivoting by adding a route and by port forwarding
» Conduct brute-force password attacks and hash cracking

Web Application Penetration Testing (15%)
« |dentify vulnerabilities in web applications
» Locate hidden file and directories
» Conduct brute-force login attack
» Conduct web application reconnaissance

https://security.ine.com/certifications/ejpt-certification/
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The SecOps Group

Exam Syllabus

The exam will cover the following topics:

® c OSINT Techniq
@ Network Mapping And Target Identification
@) Brute-Force Attacks

4 Vulnerabilify Identification And Exploitati Using €
P 9
Hacking Tools

@ Application Server Flaws
@ Insecure Protocols

9 *Nix Vulnerabilities

9 Insecure File Permissions

@ Security Misconfigurations Leading To Privilege Escalation Attacks

@ Windows Active Directory Attacks (On-Premise)
@ OS Credential Dumping And Replay

@ Kerberoasting; Golden And Silver Tickets

9 Password Attacks And Password Cracking

@ Administrative Shares Exploitati

@ Persistence Techniques

9 Lateral Movements

¥ Common Security Weaknesses Affecting Cloud Services

https://secops.group/product/certified-network-pentester/
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TCM Security
- PNPT

How to Prepare for the PNPT Exam

In addition to the lifetime voucher and exam attempt, students who enroll in the PNPT certification will receive 12 months of access to over
45 hours of training materials including the following courses:

N
(s Y

v

Practical Ethical OSINT Windows Linux Privilege External Pentest
Hacking Fundamentals Privilege Escalation for Playbook
Escalation for Beginners
Beginners

https://certifications.tcm-sec.com/pnpt/
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CyberWarFare Labs
- CRTA

The courses contents are divided across 5 sections listed below

Introduction to Red Teaming Red Team Lab setup

What is Red Teaming? @ Virtual Environment Setup & Configuration
@ Red Team Attack Lifecycle (Phases) @ Setting up Attacker Machine
@ Red Team Infrastructure (Nomenclature) @ External Red Team Lab Setup
@ Enterprise Environment Overview @ Network Pivoting Setup

@ Technologies Exploitation in Red Teaming (Web, Network, Cloud) ® Internal Red Team Lab Setup (Active Directory Setup)

* U,
é& ~

External Offensive Operations Internal Offensive Operations
) | ff

@ External Infrastructure Overview @ Internal Infrastructure Overview
@ Enumerating & Mapping External exposed assets @ Enumerating & Mapping Internal assets
@ Externally exposed service ¢
& Exploitation (Web &

& Post-Exploitatio

CRTA

Practical Case Study (Hands-on Lab)
(& e
@ Accessing the Lab
N W ket
WARFARE @ Lab Architecture
vapping the Lab with MITRE ATT&CK Framework
@ External Red Teaming
@ Internal Red Teaming
@ Utilizing LOLBAS for stealth persistence & Data Exfiltration

@ Preparing for Examination

https://cyberwarfare.live/product/red-team-analyst-crta/
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Altered Securi
- CRTP

_ \ Alfered SeCur“‘y RED TEAM LABS BOOTCAMPS CERTIFICATIONS TRAININGS BLOG RESOURCES TESTIMONIALS ABOUT US CONTACT -\E/ CART

CERTIFIED

PROFESSIONAL

Certified Red Team Professional (CRTP)

The Certified Red Team Professional is a completely hands-on certification. To be

CERTIFIED
Windows infrastructure labs containing multiple Windows domains and forests. The RED TEAM
PROFESSIONAL

certified, a student must solve practical and redlistic challenges in our fully patched
certification challenges a student to compromise Active Directory by abusing features
and functionalities without relying on patchable exploits. Students will have 24 hours for

the hands-on certification exam.

A certification holder has the skills to understand and assess security of an Active

Directory environment.

https://www.alteredsecurity.com/post/certified-red-team-professional-crtp
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OffSec Proving Grounds Labs

Proving Grounds Practice Proving Grounds Play

$199 USD/Year Free, 3hr/day
or $19 USD/Month

https://www.offsec.com/labs/individual/

. Cymetrics



Virtual Hacking Labs

VHL PENETRATION TESTING COURSE & LABS

GETTING READY!

Purchase an access plan and get access within
24 hours. Download the courseware and a
preconfigured pentesting machine.

ENTER THE LABS!

Study the courseware carefully and get ready
to enter the labs to hack your way into 50+ lab
machines.

11 50 VULNERABLE HOSTS * FULL COURSE 5, CERTIFICATE

11224 Beginner, Advanced & Advanced+ level % Online courseware + 500 page eBook ' For those who compromised 20

0101 custom hosts P machines

o) RESET PANEL ~ PROGRESS TRACKING QUICK ACCESS

- To revert lab machines to their original | ﬂ? For courseware and labs . Within 24 hours after purchase
state I

= = ENTERPRISE ACCESS BEGINNER FRIENDLY FULL ACCESS

=& purchase VHL course vouchers in bulk Q’ Hints available for Beginner and Starting from $99

== Advanced Lab Machines

ENROLL NOW

EARN A CERTIFICATE!

Write your report and earn the 2 available
VHL Certificates of Completion. (Basic &
Advanced+)

WHO IS THE COURSE FOR?
* Penetration Testers

* Network Administrators

#* Security Professionals

+* Software engineers

+ Web Developers

+* Security Consultants

* Starters in IT (security)

https://www.virtualhackinglabs.com/

. Cymetrics



Virtual Hacking Labs

@mml‘l
CERTIFICATE
OF COMPLETION
YOUR NAME v . @
T Penetration
p—— Testing Track

> 20 Lab Machines
(Beginner or Advanced)

Qmm“
CERTIFICATE
OF COMPLETION
YOUR NAME AT
- ——— ey w

Penetration
e Testing Track

CERNINCATE OF COMPMLETION

ADVANCED+

> 10 Lab Machines
(Advanced +)

https://www.virtualhackinglabs.com/

@mmw
CERTIFICATE
OF COMPLETION
YOUR NAME ,/; .
v
Penetration
Testing Track

CLRTIICATE OF COMPLITION /4

ADVANCED+ 2

> 10 Lab Machines
& 2 Network Labs

. Cymetrics



Hack The Box - Pro Labs

.

Ly

4

P.0.0.

.0.0. focuses on enumeration, lateral movement,
and privilege escalation within smallm
environments configured with the latest
and greatest operating systems and technologies.
The goal is to compromise the perimeter host,
escalate privileges and ultimately compromise
the domain.

Beginner 2

Difficulty Machines
CPE: 10

VIEW LEARNING OUTCOMES

Hades is designed to put your skills in m
enumeration & exploitation, lateral
movement, and privilege escalation to the test
within a small enterprise network. The goal is to
gain a foothold on the internal network, escalate
privileges and ultimately compromise the domain
while collecting several flags along the way.

3

Difficulty Machines
CPE: 10

VIEW LEARNING OUTCOMES

https://www.hackthebox.com/hacker/pro-labs

RPG is designed to put your skills in m

, lateral movement, and privilege
escalation to the test within a small enterprise

network. The goal is to gain a foothold on the
internal network , leverage active users and
ultimately compromise the domain while
collecting several flags along the way.

4
Difficulty Machines

CPE: 10

VIEW LEARNING OUTCOMES

. Cymetrics




Hack The Box - Certifications

"6"/7
IS
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https://academy.hackthebox.com/preview/certifications . Cymetrics



Hack The Box - Certifications
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ryHackMe - Red Teaming Training

NG PATH

Red Teaming

This learning path will teach you

Q | Log In Join For FREE

how to execute adversary attack emulations as a Red Team Operator.

Modules Hands-on labs Difficulty level

g6 [ 36

Enroll in path »

Learn the skills needed to become a Red Team Operator.

¢ Usediverse techniques for initial access
« Enumerate and persist on targets

« Evade security solutions

* Exploit Active Directory

Introduction

The aim of this pathway is to show you how to emulate a potential adversary attack in complex environments. Going
beyond penetration testing, you will learn to conduct successful Red Team engagements and challenge the defence
capability of your clients.

After completing this pathway, you will have the advanced skills needed to pursue new career opportunities in
offensive security.

SECTION 1

Red Team Fundamentals

n Red Team Fundamentals

@ Red Team Engagements

https://tryhackme.com/path/outline/redteaming

. Cymetrics



ered Security Red Labs Platform

: °

LOGIC APPS PWNER STORAGE ACCOUNT PWNER SPECIALIST SKILL LEVEL ATTACK PHASE - PRIVILEGE ESCALATION AND LATERAL
MOVEMENT

35 Labs

25 Labs 41 Labs

25 Labs

a 9

ATTACK PHASE - INITIAL ACCESS ATTACK PHASE - DISCOVERY AND RECON AZURE AD (ENTRA 1D) PWNER

29 Labs
25 Labs
25 Labs

o *

ASSOCIATE SKILL LEVEL ATTACK PHASE - INFORMATION DISCLOSURE AND LEGEND SKILL LEVEL
ENUMERATION

42 Labs 23 Labs

60 Labs

https://redlabs.enterprisesecurity.io/
. Cymetrics




Altered Security Red Labs Platform

STORAGE LOGIC APPS
ACCOUNT

DISCOVERY INFO DISCLOSURE LATERAL MOVEMENT
and and and
RECON ENUMERATION PRIV ESC

10 DAYS
STREAK

.

50 DAYS

STREAK ’

25 DAYS 100 DAYS

STREAK ‘

STREAK

' Cymetrics



Altered Security
Red Labs Platform

Azure Penetration Testing

Azure Red Teaming

$ Altered Security

Home

£ Lab Options

Lab Prerequisites
Access the Course Video
Lab Manual

FAQs

Completion Certificate

® Bootcamps

@® RedTeam Labs

Active Directory
Lab (CRTP)

ken860014@gmail.com

Welcome to Introduction to Azure Penetration Testing!

A free hands-on class!

Lab Manual

Please note that the below walkthrough assumes that you have seen the video session of the class and have completed the
Outlook account creation as detailed in the 'Lab Prerequisites’ section!

We just know the name of the target organization - RetailCorp. Let us check if the target
organization is using Entra ID! We can use the following URL to get some details! Note that here we
are assuming that Retailcorp is using the domain name that is automatically assigned in Azure based
on the tenant name. In addition, there is no need to know a valid username to use the below URL:

https://login.microsoftonline.com/getuserrealm.srf?login=USERNAME@retailcorp.onmicrosoft.comexml=1

ave any style information associated with it. The document tree is shown below

https://azure.enterprisesecurity.io/

. Cymetrics



Mossé Cyber Security
Institute - MRT

CERTIFICATE

LEVEL
MCSI Red Team Learner Level 1
MCSI Novice Red Teamer Level 2
MCSI Red Team Practitioner Level 3
MCSI Senior Red Team Practitioner Level 4
MCSI Certified Principal Red Team Level 5
Practitioner
MCSI Certified Expert Red Team Practitioner Level 6

CURRICULUM COMPLETION
REQUIREMENT

0%

20%

50%

70%

80%

95%

SCENARIOS COMPLETION
REQUIREMENT

0%

0%

25%

50%

75%

100%

https://www.mosse-institute.com/certifications/mrt-certified-red-teamer.html

. Cymetrics



Mossé Cyber Security Institute - MRT

€89-4add-8121-adf

Exercises + Red Teaming -+ Exercise f2b4t

Write A TCP Reverse-Shell As A Windows Executable /5 Taaks Completed

Exercise
Write a progrom that establishes a reverse shell via TCP.
You must write your own custom reverse-shell program, not use netcat or meterpreter.

Learning Objective(s)

Reverse shells are the most common type of malware used by cyber adversaries. Some statistics reports that 7

% of all malware are reverse shells. By achieving this exercise, you will learn

how to write t t common, and arguably the most important type of offensive security tool for Red Teaming operations and penetration testing engagements

Perform reverse connections over TCP
Your program can execute commands on the target machine
Your program can upload files from your machine to the target machine, natively, without relying on external utilities

Your program can download files from the target machine onto your machine, natively, without relying on external utilities

O 0 o0 o 0o

Produce a professional submission that implements all the relevant guidelines provided by MCSI

Guidelines
MCSI's objective is to prepare you for the field. Read our recommended guidelines for this exercise. The guidelines are there to help you produce high-quality work
References

1. Wikipedia (n.d.). Reverse connection 2z

Cotegory

Red Teaming
Difficulty
Novice

Point

1point

CPE
1 credit

Estimated Effort

1to 6 hours (%)

Subrmission

Video & File Upload

Video Guidelines

Guidelines

Programming Langueges

C, Golang or PowerShell

' Cymetrics



Mossé Cyber Security Institute - MRT

Exercises + Red Teoming

Write A TCP Reverse-Sh

Exercise
Write a progrom that establi:
You must write your own cust

Learning Objective(s)
Reverse shells are the most ¢

how to write the most comm

Perform reverse ¢«

Your program can

Your program can

Your program can

O 0 o0 o 0o

Produce a profess

Guidelines
MCSI's objective is to prepare

References

Exercises + Red Teaming + Exercise 5948a052f-1020-430a-9d28-5aa18a9ccdbd
Write Malware That Disables Windows Defender, Bitlocker, Error Reporting And The Local Firewall O/%Tasks Completed
Exercise

Using Powershell, write malware that disables Windows Defender, Bitlocker, Error Reporting and the local firewall

Learning Objective(s)

Windows by del

mes with

fi

g traffic to pa

security defenses, Typically these defenses will be

isabled during an attack. In addition, attackers commonly disable error reporting with the inte

of hiding malicious act bie the firewall to aliow further incomr

a s unimpeded. By completing this exer

t se, you will have a firm understanding of the mony techniques
attackers employ to achieve this.

Disables Windows Defender
Disables Windows Error Reporting
Disables BitLocker

Disables the local firewall

0O 00 0 0

Validation: Test your malware against a VM, verifying that each of the cbove systems have been disabled

D Produce a professional submission that implements all the relevant guidelines provided by MCSI

Guidelines

MCS|I's objective is to prepare you for the field. Read our recommended guidelines for this exercise. The guidelines are there to help you produce high-quality work
References

1. Microsoft (n.d.). Windows Defender Antivirus in Windows 10 and Windows Server 2016 =

2. Microsoft (n.d.). Bitlocker &

3. Microsoft (n.d.). About WER (Windows Error Reporting) =

Category

Red Teaming
Difficulty

Advanced Beginner
Points

2 points

CPEs

2 credits

Estimoted Effort
6 to 12 hours ()

Submission

Video & File Upload

Video Guidelines

Guidelines

Programming Languoge

PowerShell

1. Wikipedia (n.d.). Reverse connection 2z

' Cymetrics



Mossé Cyber S

Exercises Red Teaming Exercit
Write Malware That Disables
Exercises Red Teaming
Write A TCP Reverse-Sh
Exercise

Using Powershell, write malware tha

Learning Objective(s)

Windows by default comes with vari

Exercise

of hiding malicious activity, and disc

Write a progrom that establi:
attackers employ to achieve this.

You must write your own cust

Learning Objective(s)

Reverse shells are the most ¢

Disables Windows Defen

H Disables Windows Error |
how to write the most comm

Disables BitLocker

Perform reverse ¢ Disables the local firewal

0O 00 0 0

Your program can Validation: Test your mal

Your program can O Produce a professional si

Your program can Guidelines

MCS|I's objective is to prepare you for

O 0 o0 o 0o

Produce a profess
References

1. Microsoft (n.d.). Windows Defen

Guidelines =
2. Microsoft (n.d.). Bitlocker @

ecurity Institute - MRT

Exercises Red Teaming Exercise f2ed170d-6f41-49 2b3-7e1e08088a3e
Write A Port Redirection Tool 0/3 Tasks Completed
Background

Adversaries use Port Redirection to move or pivot into network zones that are not connected to the Internet. The technigue consist of copt

ing the network packets that an adversary wants
to send to a isolated machine, forward the packets to that machine, retrieve the network response, and forward that back to the adversary.

Using Port Redirection, adversaries and Red Teoms can compromise machines that are located deep inside a target's network and completely isolated from the Internet.
Exercise

Using C/C++ or Go, write a Port Redirection tool

You can use FPipe.exe as an example of what you need to build

Learning Objective(s)

Completing this exercise will teach you an attack tradecraft to attack and compromise machines located inside restricted networks. This skill is a must-have if you want to deliver more
advanced Red Team Operations.

D Implement a feature in your malware to forward network traffic from the operator's machine to a target machine that does not have Internet access via a compromise
machine that is connected to the Internet

O Demonstrate that you can RDP into restricted machines vic compromised machines by forwording network packets

O Produce a professional submission that implements all the relevant guidelines provided by MCSI

Guidelines

MCSI's objective is to prepare you for the field. Read our recommended guidelines for this exercise. The guidelines are there to help you produce high-quality work
References

1. Wikipedia (n.d.). Port Forwarding @

2. Rej Chandel (n.d.). Comprehensive Guide to Port Redirection using Rinetd @

3. McAfee (n.d.). FPipe @

Cotegory
Red Teaming

Difficulty
Competent
Points

5 points

CPEs

5 credits
Estimated Effort
1to3days &)

Submission

Video & File Upload

Video Guidelines

Guidelines

Progromming Longuoges

C, C++ or Golang

MCSt's objective is to prepare 3. Microsoft (n.d.). About WER (Windows

References

Error Reporting) &

1. Wikipedia (n.d.). Reverse connection 2z

. Cymetrics



HackTricks

HackTricks Hacktricks Training Twitter Linkedin Sponsor Q @ Translations
HackTricks HackTricks
WELCOME! .
9 Run HackTricks Locally
HackTricks Reading time: 6 minutes Corporate Sponsors
. STM Cyber
HackTricks Values & FAQ
RootedCON
About the author Intigriti
Trickest
' GENERIC METHODOLOGIES & HACKENPROOF
RESOURCES Pentest-Tools.com
SerpApi
Pentesting Methodology
8kSec Acaqemy =In-
External Recon Methodology ] Depth Mobile Security
Courses
Pentesting Network ) WebSec
. - License & Disclaimer
Pentesting Wifi ]
Github Stats
Phishing Methodology ]
Basic Forensic Methodology ]
Eytho_n tSandbox Escape & ! Hacktricks logos & motion design by @ppiernacho.
yscrip

https://book.hacktricks.wiki/en/index.html

. Cymetrics






HackTricks Training

<= g |
POWERED BY HACKTRICKS 3 y

GRTA GRTE AzRTA AzRTE
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FREE Wi-Fi

A i
| - The Wi-Fi password is the first 10 diaits of th
—




WiFiChallenge Lab

Recon MGT

v v
16. What is the email address 17. What is the EAP method s

v
15. What is the domain of the

250 250 250

SAE

v v
13. What is the flag on the wi 14. What is the flag on the wi

200 200

PSK

v v v
09. What is the IP of the web 10. what is the flag after logi 11. Is there client isolation in

v
08. What is the wifi-mobile A

150 150 150 150

v
12. What is the wifi-offices pa3

150

https://lab.wifichallenge.com/
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WiFiChallenge
Academy

= =D
WiFiChallenge Courses  WiFiChallenge Lab  Exam  Sign In

CWP: Certified W\i\fiChaIIenge Professional

NeSlmm

Let the adventure begin!

Transform your Wi-Fi security knowledge with WiFiChallenge Academy. This

* " Presentation Certified WiFiChallenge Prof.. :

= course covers Wi-Fi network theory and advanced techniques for managing
W H F H C r\ o~ | I and attacking Wi-Fi networks. Learn about OPN, OWE, WEP, PSK, MGT, and
I I 'S e n g e SAE, conducting security audits and offensive reconnaissance.
£ er pirl halienge meesswn\a' =) Upon completing the course and the practical exam, you will receive the
\\_% )/ Certified WiFiChallenge Professional (CWP) certification, validating your

© advanced expertise in Wi-Fi security and positioning you for intermediate
roles in cybersecurity. Enroll today and advance your career in Wi-Fi security.

https://academy.wifichallenge.com/

. Cymetrics




Web Security Academy (PortSwigger)

Learning materials and labs

Latest

Web cache Web LLM attacks API testing
deception

NoSQL injection

Featured

SQL injection Cross-site scripting Cross-site request
(XSS) forgery (CSRF)

XXE injection

https://portswigger.net/web-security
' Cymetrics



Web Security Academy
(PortSwigger)

$

Burp Suite
Certified

PRACTITIONER

What is a Burp Suite Certified Practitioner?

The Burp Suite Certified Practitioner (BSCP) is an official certification for web security professionals, from the makers of Burp Suite. Becoming
a Burp Suite Certified Practitioner demonstrates a deep knowledge of web security vulnerabilities, the correct mindset to exploit them, and of
course, the Burp Suite skills needed to carry this out.

Why become a Burp Suite Certified Practitioner?

Successfully passing the Burp Suite Certified Practitioner exam indicates a high-level proficiency in web security testing. It is aimed at
penetration testers, and the organizations that employ them.

Prove your proficiency Upskill your team
- Demonstrate a deep knowledge of the latest « Prove the proficiency of your testing team to potential
vulnerability classes and how to exploit them. clients.
« Showcase your skills with Burp Suite Professional. « Easily identify the best new talent to join your team.
« Prove your hacking ability to employers and the « Develop your team's expertise with knowledge of the
community. latest vulnerability classes and how to exploit them.

e

New to web security? Start your journey here -

https://portswigger.net/web-security/certification
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brtified Practitioner?

is an official certification for web security professionals, from the makers of Burp Suite. Becoming

P R O tes a deep knowledge of web security vulnerabilities, the correct mindset to exploit them, and of
this out.

Burp Suite

ite Certified Practitioner?

I Practitioner exam indicates a high-level proficiency in web security testing. It is aimed at

Burp Suite

Certified
PRACTITIONER

Upskill your team

« Prove the proficiency of your testing team to potential
clients.
Professional. « Easily identify the best new talent to join your team.
brs and the « Develop your team's expertise with knowledge of the
latest vulnerability classes and how to exploit them.

New to web security? Start your journey here -

portswigger.net/web-security/certification
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We are Hiring!!!

« Senior Security Engineer (RedTeam, Pentest)

» Security Engineering Intern

* Associate Software Backend Engineer

* Project Manager

* Product Manager
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