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2025 Q1
AsSUS 11 6 40 24 13 7 1 102
D-link 4 4 1 0 1 25 5 40
DrayTek 2 14 6 2 4 43 3 74
QNAP 23 37 19 21 58 7 170
Synology 11 6 14 19 5 17 8 80
Zyxel 6 3 2 11 26 11 7 66
a2 mBRaast 39 56 100 75 70 161 31 532
Cisco 301 428 400 208 149 108 14 1608
Fortinet 17 21 60 40 /6 35 40 289
Netgear 13 431 87 42 35 21 2 631
TP-Link 14 13 6 28 17 15 7 100
5] S om WA 4R & 345 893 553 318 277 179 63 2628
* BLREIR KREIELS NVD » CVE Details ~ B ASHZ KR Number of CVEs by year
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compllance and testing: TMRA, PT, VT, etc. AFA (SBOM)  security software components : AWL/RADAR

R ?30
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PVM

PT /T / FT Issue Response

TMRA/TARA Threat Mitigation Test AWL / RADAR
CRAFTS \ Requirement Test
Security Defense

Security Tools AWL / RADAR

' VT: Vulnerability Test ~ AWL: Application Whitelisting TARA: Threat Analysis & Risk Assessment
Assessment ' PT: Penetration Test RADAR: Ransomware Resist Data Backup andTMRA: Threat Modeling and Risk Assessment

' FT: Fuzz Testing Recovery PVM: Proactive Vulnerability Management
' SCA: SW code Analysis  AFA (SBOM): Automatic FW/SW Analysis
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ASUS Product Security Advisory

We take every care to ensure that ASUS products are secure in order to protect the privacy of our valued customers. We constantly strive to
improve our safeguards for security and personal information in accordance with all applicable laws and regulations, and we welcome all reports
from our customers about product-related security or privacy issues. Any information you supply to ASUS will only be used to help resolve the

security vulnerabilities or issues you have reported. This process may include contacting you for further relevant information.

Hall of fame

We would like to thank the following people have made responsible disclosures to us. They were very first reporters to notified qualifying
vulnerabilities which consented to be fixed by ASUSTek Computer Inc. Thank you and congratulations for demonstrating your technical skill, security

knowledge, and responsible behavior.

—2825%

March 2025:
1. Thomas 'TKYN' Keefer

February 2025:
1. Marcin 'lcewall' Noga
2. leeya_bug
3. Mounir Elgharabawy
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2018 v
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NETWORKS

Zyxel really appreciates your finding and attempt in making the internet a safer place.

Security Advisories

Report Vulnerability Hall of Fame PSIRT Policy

2025

CVEID

CVE-2024-11253

CVE-2024-12009

CVE-2024-12010

CVE-2024-12010

CVE-2024-12398

2024

2023

2022

ONEKEY
Digitec Galaxus AG Martin Wrona
HackerHood Alessandro Sgreccia

Contributor

Erik de Jong

Dawid Kulikowski
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1.Establish Security
Requiremeants

2 Create Quality
Gates/ Bug Bars

3.8ecurity & Privacy
Risk Assassmant

Q9 Q@ )
MMM Requirement

BAELZ AZHRREE: D-Link B9 -F

2013 188 TRUSTe 733

1.Establish Design
Requirements
2.Analyze Attack
Surface

3. Treat Modeling

Core Security
Training

The Security

. Training

2014 B AREISO 27001 [ O\ 01/ Development oo
16 = . [E4F 7882 E oty LifECYClE 1Use Toos

2016 E A BSIMM V7 - [REEiEiBEZ (SDLC) Gl Finsons
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2020 Hligad =g IEC62443-4-1

2021 H1Sa¥5& BS 10012 ( GDPR)

2023 T a4diEE—HISEN303645 758
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Verification EIII

1.Dynamic
Analysis

2.FUzz Testing
3.Attack Surface

Execute Incident . wLw
Response Plan ACt'?ltlES
Response ()7

Release ()6
1.Incident Response Plan

2 Final Security Review
3.Release Archive
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