BB {5 FE S 22 == Fr 4R & - 6 CMIMCE #3218 B

Taiwan’s Defense Supply Chain Security Upgrade
from CMMC Compliance to Self-Reliant Defense
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- Long Journey of CMMC

FY20 NDAA,
Section 1648 SolarWinds breaches and the U.S. federal
Safeguarding Covered Requires DoD to government cyber-espionage incidents
EXECUTIVE ORDER 13556 Defense Information and LEELD D ﬁ!gr SOLARWINDS @
AL S 2V Cyber Incident Reporting TRl e -
CONTROLLED UNCLASSIFIED enhance wondly SUPPLYCHAIN @ @
INFORMATION DFARS 252.204~7012 cybersecurity = ATTACK
November 2010 October 2016 December 2019  February 2020 December 2020
G = ==
June 2015 May 2016 September 2018 January - September 2020 December 2020
E Security Controls CMMC Model 1.0 FY21 NDAA, Section 1738
© LEVEL 5 Assistance for manufacturers
ADVANCED i
NH FAR 5220421 NATIONAL CYBER CUI, critical programs In DIB Suppfy Chain
ot FCI STRATEGY FY21 NDAA, Section 1742
SP800-1T1 - - of the United States of America Cyber Secun'ty pracﬁces and
g Basic Safeguarding of LEVEL 3 capabilities in DoD

Covered Contractor e GOOD
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Protecting Controlled Unclassified Information Systems

Information in Nonfederal Information

Systems and Organizations
LEVEL 1

BASIC
FCI only

Donald Trump Administration
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- Long Journey of CMMC

NATIONAL
QNG e 28 CYBERSECURITY CMMC phase 1 rollout
wis [P STRATEGY begins, only requiring
Eer NISTSP 80072 e self-assessment and
M attestation for all new
Triennial third party assessments ~ NATIONAL /7 -
(P T Tl coorsecony < 0] @ @) contracts. CMMC phase 3 begins,
NIST SP 800-11 ment for select programs IS;\T;I;CEESELTATION ) Defense . . requiring Level 2 C3PAO
REAN 4 gldustrial Base 48 CFR final rule certification for the
VL Ay st [ ‘ s}'rba‘:g‘;c""ty expected to early renewal or extension of
= 2024 mid-2025 existing contracts
November 2021 March 2023 March 2024 January - December 2025 January - December 2027
January - December 2022 December 2023 January - December 2024 January - December 2026 January 2028
Rule making underway 32 CFR CMMC 2.0 Review public CMMC phase 2 rollout CMMC phase 4
while DIB contractors DFARS rules comments on 32 CFR  begins, requiring third rollout concludes,
prepare for CMMC 2.0 released for public and 48 CFR party (certification) with requirements
requirements comment, along proposed rules assessment requirements Included in all
with supporting introduced at Level 2 DoD solicitations
documentation 32 CFR final rule has and contracts

been effective on
December 16, 2024

Joseph Biden Administration Donald Trump Administration
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Security Controls

Information that is not
marked as public or FAR 52.204.21
for public release FCI
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Federal Contract Information
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safeguarding in the DoD CUI program

Controlled Unclassified
Information
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Title 32 CFR - National Defense, Part 170 (¥tF;5R=4F - fiE32 : BIfFE) 517080 :

MiS1# ) =BIP5ES (DoD ) Tli&EiE (EiFSIREEIRAIBEMIZHMATEY ( DFARS ) BEMIEKIES - HlIE
CMMCHEZE N ¥ 2 FRIE 1T BARE ( CMMC Program ) ; BR#2KRCMMCHE\1TEtE ( finalrule) B
122024108158 AS R E=EBEFS AR ( Federal Register ) Mi ERIF12H16 HFEARY -

Title 48 CFR - Federal Acquisition Regulation System, Parts 204, 212, 217 and 252 {&
5] (HtIBERZNR - fRBE48 : KiFBIREFRBIFS R E) 55 204.75 6D

M%) SEIRAAEL ( DoD ) FHEF 1B Ol CMMCET SR ELRRE Tk IR - MABFHIRIBIA (R ) 1R
FFEILFRFIEEE ( CMMC Acquisition Rule) ; LB 55 - BINR2024F8H15H AT WA MR
ERESE  EELKRESHRER - ZEBFRRECMMCEIZEEDNNMTH - BIRLRAIERL®
BRY6OKRA - RISIZHRMEMAS (2025 ) FHFE_F -
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Level 1 Basic safeguarding Bt 1% FAR 52.204-21 15 SPRS 139,201 63%
£ cul B3¥ 34 | DFARS 252.204-7012 110 SPRS 4,000 2%
Level 2 Broad protection C3PAO « NIST SP 800-171 R2 eMASS 76,598 35%
=4 . cul , . DFARS 252.204-7012
Lovel 3 Higher-level protection | DIBCAC | 3£ | - NIST SP 800-171 R2 134 | eMASS 1,487 1%
eve rom APT (Advance - NIST SP 800-172
Persistent Threat)

w SPRS ( Supplier Performance Risk System ) {5 " BB EEZR 4 1 ; eMASS ( Enterprise Mission Assurance
Support Service ) B "X I FEFRIERIER K, -

FREB—RSN - BRE_RFE=M - AESHBKAMER - RAARIABBHARMAIRL " ASTHRPEEFETE (PoA&Ms) 4

WH180H ZASER N E ( HEIRHY - 288 32 CFR CMMC sTE&4ARRAISE 170.21 1% ) -

F_RB=MR - ERBE T NLCIPAOEDIBCACH LS IRmREE - R=FMHAN - BFHAEBITREE ( Annual Affirmation )
SRAFERLEEER 24 - BRERGTHRIER @ RBiEiFiRPRY -
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ﬁ BE ER' Eﬁ 1TJ U EIJ BERRE  BES=EIMAENENR LM (DoDCIO) Y8 - https://dodcio.defense.gov/emmc/About/
kR #HiE | &t
& PEER 2025 E£_F F—HRKE_ BB A FRERIFEG
H¥X (BREERH) L1 and L2 self-assessments as condition of awards
— ML ENR . B __RC3PAORI LS A IRE R FIEH
%—BE ER 20265 £—F L2 C3PAO assessments as condition of awards
- FE_RCIPAOFEIE R ERIEICRIFSH
— —— L2 C3PAO assessments for all option period for previously awarded contracts
F—=PEE= 20275 £—F s — 0B 4
- FE—ZRDIBCACLES &R IZEH
L3 DIBCAC assessments as condition of awards
- s BRASNEARS HEREKRIZ
&5 P P ER 20284 EB—= FRrEERASH19BFSCMMCHEE SR EKRIEHE

All contracts and options will have the applicable CMMC requirements

{2 Title 48 CFR ( CMMC Acquisition Rule ) Sx#2RAIEMN® - i =—FUEFEERINTT ; EPE—[SEREGEREREX
FEBBEHTENEEER - FEMMREER - BPIRRECIPAOKDIBCACHE - WG4 REMMREZKEIRM
HEBECMMCEZ ZERA - MBRBERE  RRUVEREFEIZLARBEIA -

HENDE - DRERNTT - BFRMETFEEE (DoD ) ARE (128 ) EBITERE#EN ; AEHREAETSE— -
“HRBASHENE c REVEMS (KBIIBMATRANG 65%) - TRBEILFEEIICHE -
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CMMC:RRERL A FE i ( Estimated Costs )

Level 1 - B34 $4,000%= 7T ( &@ A
Level 2 - 55¥ $48, 827::;.;1?,!;7 7-75;\
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BERIRR : EEF A S ( Federal Register ) CMMC Program Final Rules & Regulations
https.//www.federalregister.gov/documents/2024/10/15/2024-22905/cybersecurity-maturity-model-

certification-cmmce-program
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CMMCFEERZELZZIRE - FARRBHRNIBERZMFEFHFE (GSA) ~ BEILBAESE (DHS) -
BeiRal (DOE) ~ XZEHE ( NASA ) FE =B AFEFERF -

ERF—HAERAXREZEREADETEIHHERAZRZER - REEER, 5—7HE - TMEEE
EMNERZTENERRF REBRBSHNERAE - BIEGEA -« SMEEWNFESHE - [RERKE
IR R ERR F IRV SRR -

ACSCMMCEH ¥ HEELZ T RBIRE - SHLIFREEEEE - BPFHIBIESERSHIP O (DC3) -
B IEIREZZEE (DCSA) BEIXZEF (NSA) BEEHITH "B TEERHEREZEE
( Defense Industrial Base Cybersecurity Program ) 1 REEEFEEG "B TEREBFSN P Z=ES
I=1% ( DoD-DIB Collaborative Information Sharing Environment, DCISE ) 1 BiPht&H| - tHEE B RE{E
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CMMC compliance contribute to safeguard US DIB

—

Taiwan .
Defense CMMC Taiwan
Suppliers Compliance Defense T U3 D.efense
Applied Indust) Industrial Base
CMMC compliance contribute to safeguard . i
Taiwan Defense Industry and supply chain U.S. & Allies’ Defense Suppliers
3 4N 5 g5 < establishing resource sharing platform
= Awareness vs Compulsory IE}Jnm%ﬂ:‘Z?‘EE}Jx;JE o BT B » 22614 B R
m Complexity of standards — NIST vs ISO 1E¥EHEE
. . =, : AR AT w2 forming a compliance expert support team
= define CUI & its boundary RN ERBENES By o[RBT | ppw & 8 E S IEE
w SSP & continuous monitoring 2L EFTEBEHENE p— ) )
. prioritizing potential compliance partners
w Cost & learning curve B8 i A 4R BEBAHERS  TEIRMUERHRERE

u cost effective Approaches for Life-cycle ZEHHFE ] _ _ _
formulating subsidy & incentive measures

m Cloud + Enclaves ElRZZ 2Rt EIE RSB REE () BIEE
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https:/fwww.informationsecurity.com.tw/article/article_detail.aspx ?aid=9772
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Tariff War E S {REF EZHBIHE
Integrated DIB vs Buy America 2 & {4 [ §i % 5k B & (2 5%

Friend-shoring vs on-shoring supply K EIMNBIE R TEFHE
Technical source control & CUI boundary as Supply Chain Boundary EfhE &= {HEFEIER

Capability BE /] Security %=

s ifi Technical W w22t Integrity
B mE Quality m 5 {5 Mutual Trust
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