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ItEPolicy=iB%82kE203.0.113.0/24 IPEELAIMEHE R SRS TETERIF
{

"Version": "2012-10-17",
"Statement”: {

"Effect": "Deny",
|IACti0nll: ll*ll

"Resource”; "*"
"Condition": {
"NotlpAddress": {"aws:Sourcelp": "203.0.113.0/24"}
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BT RERFEEHI(ABAC) PRI E

ItPolicy&3a487£2025/11/11 13:00~14:00 UTC—/)\i% 2 RIS+ I &R TR E
{

"Version": "2012-10-17",
"Statement”:{
"Effect”": "Deny",

"Action"; "*"

"Resource”; "*"

"Condition": {
"DateGreaterThan": {"aws:CurrentTime": "2025-11-11T13:00:00Z"},
"DateLessThan": {"aws:CurrentTime": "2025-11-11T14:00:00Z"}
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Secure by Default & Port Knocking

- Secure by Default: RARREETERETEIARE, HIa0: FEEFRIMFA
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Port Knockingt=#
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. fELambdaz@ zPythonf@f&il:Deploy

. E3ZLambdaZE{FEAYIAM Policy

. #%IAM PolicyFrigZILambdafyFAta
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G2 AWS SG, HEBSSHEELKES;

[Alt+S] L @ B mrmmmsmv WA

@& Resource Groups & TagE... m EC2
(® Failed to connect to your instance

EC2 Instance Connect is unable to connect to your instance. Ensure your instance network settings are configured correctly for EC2 Instance Connect. For more information, see EC2 Instance Connect
Prerequisites at https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-connect-prerequisites.html.
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fELambdai® zPythonfE=f&il:Deploy

import boto3

def lambda_handler(event, context):
security group id = 'sg-05a7e3701fea59cd6" # E{ZAYSecurity Group ID
ec2 = boto3.resource('ec2')
security group = ec2.SecurityGroup(security group id)

security group.authorize ingress(
IpProtocol="tcp’,
FromPort=22,
ToPort=22. « Flo ESt Fnd Vew Go Toos Window pepioy

C i d rl p — . O . 0 . O .O/O . lambda_function x Environment Var

)
return {'statusCode': 200}

EABRE =

B8 Portknocking - / o 2
. lambda_function.py

Environment
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Allows Lambda functions to call AWS services on your behalf.
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fELambdai® zPythonfE=f&il:Deploy

import boto3

def lambda_handler(event, context):
security group id = 'sg-05a7e3701fea59cd6" # E{ZAYSecurity Group ID
ec2 = boto3.resource('ec2')
security group = ec2.SecurityGroup(security group id)

security group.revoke ingress(
IpProtocol="tcp’,
FromPort=22,
ToPort=22. « Flo ESt Fnd Vew Go Toos Window pepioy

C i d rl p — . O . 0 . O .O/O . lambda_function x Environment Var

)
return {'statusCode': 200}

EABRE =

B8 Portknocking - / o 2
. lambda_function.py

Environment
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(® Failed to connect to your instance

EC2 Instance Connect is unable to connect to your instance. Ensure your instance network settings are configured correctly for EC2 Instance Connect. For more information, see EC2 Instance Connect
Prerequisites at https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-connect-prerequisites.html.
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1. Agile / Waterfall / Hybrid
2. DevSecOps (DevOps + Security)
3. Al + Security
4. Cybersecurity
5. Cloud (AWS / Azure / GCP / SaaS)
Email: ray.lin@ifus.tw
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