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Alan Turing proposes
the Turing Test

Dartmouth Conference

ELIZA is created

IBM's Deep Blue defeats
Garry Kasparov at chess

IBM Watson wins on
Jeopardy!/

AlexNet wins the
ImageNet competition

AlphaGo defeats Go
champion Lee Sedol

BERT is introduced

OpenAI launches GPT-3

Muitimodal Al and agent
systems emerge
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1g the action below.

To betller prove you are nol a robol, please

Fress & hold the VWindows Key ® + R

In the venfication window, press Ctrl + V Curity Of you r

Pross Enter on your keyboard to finish.

ou will observe and agree:
','ro the name of 3 prograrm % ; e S i 2

resource, and ‘Window: will

Qpen: powerhellexe -eC bQB2A Type the name of 2 program, folder, document, or Internet
resource, and Windows will open it for you
-
I B "Vernfy you are human - Ray Venficstion 1D: 8450 I

Performance & secunty by Cloydflars

Cancel Browse...
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ML05:2023 Model Theft
Model Theft FRE R B W R 2 LLM10: Model Theft

Adversarial A Smn(| e . MLO1:2023 Input Manipulation Attack
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Common Phishing Email Techniques Al WERT  (LEBENTETE
, o« A3
WERTNE (%) . FHZE
Social Engineering o |& ):'|
Account Spoofing / Compromise ) Q._.R COd € e
o REBIEHIT
QR Code Phishing (Quishing) o LA T FZRYIUE(H

PDF with Malicious Links

| can help you
HTML Attachments
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CrazyHunter

Crazyhunter Team Crazyhunter Team

Victim List

r‘l. UItra-}ast atﬁck approach: “72-hour (h @)
Vulnerability Response Vacuum” - -e

Crazyhunter claims to breach victim security in less than 72 hours,
leveraging:

: — . _ Conclusions: Why Crazyhunter Is a Threat
« Exclusive exploit chains with a survival duration 300% longer |

than MITRE’s average estimates. EERRAF R 7SR to Watch

« Advanced bypass techniques for leading endpoint protection i, MITRE F8{&¥¥{E&K 300%
systems, including: ' Crazyhunter is not just another ransomware group. Unlike other

o CrowdStrike AT #5238 X 57 dn R R0 2 R R E FE B i F % operations that focus solely on file encryption, this group introduces

o SentinelOne additional pressure tactics, including:
o Microsoft Defender XDR

o Symantec EDR « Irreversible data destruction, beyond encryption.

o Trend Micro XDR Al dd fak id ti t .
This suggests that the group exploits zero-day or well-selected N-day ¢ “powere €€plaxe evidence creation 1o compromise

vulnerabilities, in addition to advanced evasion tactics, which may executives. ERA Al £ERARBNE, AELESEETIEEIE
include polymorphic malware and fileless attack techniques. « Blockchain: &

criminal market.
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https://teamt5.org/tw/posts/the-case-study-hospital-crazyhunter-

ransomware-attack/

1896 RIIT +
Q*\’f’
Tyupd

JOHNSON

FITNESS & WELLNESS STORE

E S ik SHA-256 #&(E 2ER/H
a.Ashx Godzilla Web Shell 6bb811e2fbb498f466980al76caefbfb teamt5.org
tunnel.aspx reGeorg Web Tunnel 5c¢c2523816a184fed135f0119756¢337 teamt5.org
bb.exe Shellcode # Az% - EF# A crazyhunter.sys 2¢c975fdb21f6dd20775aa52¢7b3db6866¢50761 | labs.withsecure.
e22338b08ffc7f7748b2acaa com
crazyhunter.exe | f£F8 Prince Ransomware 21828 £ ARSI REFS | 5316060745271723¢9934047155dae95a3920ch | labs.withsecure.
A 6343ca08c93531e1c235861ba com
crazyhunter.sys | Z crazyhunter.exe B9 Shellcode —##ENI1E 2 906e89f6eb39919c6d12a660b68ae81f teamt5.org
go.exe PRt T2 ca257aaalded22ca22086b9e95ch456d teamt5.org
go3.exe £ crazyhunter.exe HHEIRVE) REFS NIZ 28 dal1a93627cec6665ae28baaf23ff27c5 teamt5.org
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Threat name: Trojan/Zamtamper!5tZB3lvU

MD5 File Name Time Stamp
7f05a928¢77¢cb87ffb510168c1b0b11b aa.exe, cc.exe 2025-01-27 17:36:21 UTC 79c31d97d33eTATBE81co651983cdBbBIAdBAI3
e12c5be075c23d1c5f398e46e2ee5d40 av-lm.exe 2025-02-08 11:01:11 UTC Threat name: Trojan/ZapehastivhTnlgup
87b3db166041c61f3a033cf3c94e89c6 av-500kb.exe 2025-02-08 10:49:56 UTC

ca257aaalded22ca22086b9e95cb456d go.exe 1970-01-01 00:00:00 UTC Metascan Multiscan Result =

v

Threats detected
bB6737248f7baed88177658598002df5433155450

dala93627cecb665ae28baaf23ff27¢5 go2.exe 1970-01-01 00:00:00 UTC

Threat name: Trojan/Zapchast!4c9GKy32

£ 7 —#5#7 OLLVM %15 » RiBF RiEZERZMRS - BEF 5% BRI Process /il - S EEUL
ReENENE $#HUTRRGFERETRE - BEINFEATIRITERS

* Trend Micro OfficeScan A% Mstascan Hultiscen Result 2

Threats detected
X Trojan/Win.Generic

* EndpointBasecamp.exe * NisSrv.exe ~ PccNt.exe » PccNTMon.exe ~ TmListen.exe + /21
Ntrtscan.exe ~ NTRTScan.exe ~ TMBMSRV.exe » TmCCSF.exe ~ CNTAoSMgr.exe ENGINES

X TR/Agent.Hevki

X W32.Malware.172C240B

Multiscanning, is an advanced threat detection X Trojan_Win64_Zapchast_of

. Microsoft Defender for End point (MDE) m% and prevention technology that increases

detection rates, decreases outbreak detection X Trojan.WinGo.Rozena

times and provides resiliency to anti-malware

* MsMpEng.exe ~ MsSense.exe ~ SecurityHealthService.exe ~ SenseTVM.exe — - NoThreat Detected

OPSWAT.

Cast your vote on this file: @

Cast your vote on this file: @

Engine

your vote on this file: €@

Engine 3

AhnLab

Avira

Bkav Pro

CMC

IKARUS

Bitdefender

@y 0 Do

J, Export PDF

@ o D o

J, Export PDF

LastUpdate 3

o D o

J, Export PDF

Last Update 3

Feb 11,2025
Feb 10, 2025
Feb 10, 2025
Feb 11, 2025
Feb 10,2025

Feb 10, 2025




kai830{E B S ENAS AYETE

BERPEMRSYE

10x 100x 25k+

o of R EEELfth —RARES

BiR Sandbox & KEIBtE e
BMEES 2

rEZEzaEREINRE

1% R X 88 & Docker Image

BRXBEEENER  REZTBEUANEE
RERELE
H Z1<

| [OPSWAT i =8l 180+

ffr' OP';\I\//.\T A P ém? Supported Wé?%ﬁﬁ*ﬂi@

‘ S— : : file types
MetaScan® 1 { Deep CDR J

\ e et e et e
Adaptive Proactive
Sandbox . DLP =5 1 B3 Bf 2
MetaDefender ﬁ SRR R R RE
File-based CORE TECHNOLOGIES
Vulnerability Threat L 11t0d-: OOtCB Ad‘l -
Assessment Intelligence SupF;?/;:s - Cha:)r;ier nferzggr;iet?o;y
Recognition
SBOM J { 4 v of L
Origin ot —
4 BiISEZEIEEE
External . .
YARA Post Action FREBEMEERFS GHER

Scanner




HEEETLENSREFS

MetaDefender Core

MetaDefender | <Srarwt O & & 1 H
Trust no file. Trust no device. | vmware

aws o225, r
OQOPSWAT. A ~ " Q

JHHNNHEE

—[

«©
Q-
L
\
o —

° o Vv o Vv e Vv
5D ) b

N =
JEAER EESEL i/ 48 AR % 4592 (USB) i B & Ui &1 EERET ETFEMH

OPSWAT.



OPSWAT.

4 7=

mcs mEl




Al EEZPRIEE

EEE BRI Al ERHENRE - BRI LERIIER -
BHEMthz=E LR Al BBiEESERMEEEZEM K -
RECRE R - B EREWAIREARE - olEEREZEFA -
EREAHDN | Al B LREMFESEES -

RMILE (Deepfake ) : AR SR A FHREEIRIGRE
ERRERMRL HRUBERNUEFERFPEA - SHEAREE

OPSWAT.



fhREfa

B{EERLRIE © PRl Al FENEURNER] - (T 0 4REIRE

E A Al TR / Hiila IhEE BRE=
Bl EDR / XDR ( #1 CrowdStrike - BHllRFHEEITS Al WEEZNIE@BZENSEA B
£ Al 2 Microsoft Defender XDR )

=Eae b UEBA (RAZRTRZN) BEDEAERAEXTARETSA Al TERFERETEA
577 HY

”"'%Ji)ﬁ SIEM + SOAR ( # Splunk ~ IBM WSS Rt SE 4 B EnCIE & 5 % MRt 2 Al WEBITH
og =4 QRadar)

o Al AE SRl (9 GPTZero - Wizl Al ERNIXFESHAD BB EHEFEEA Al EX
=V F=WPN DetectGPT)

%5|%B5% + CDR + DLP (40 FABEAEER LSRN SN fEE/EHEBRREEEERE

OPSWAT)

OPSWAT.



Visit Our Website

ERPXHIEmMERIN - XE

OPSWAT. B AKBHE AR

EREARREMBHR

PReE EIK

AR E i 5t

4%

=1

275 IT/0T/Cloud BREEZFE

RETE -

ERR

BRI —

O



OPX 25 GCR

Follow Us on LinkedIn

JEHE Linkedin 2EEHEREA AT EH !

Protecting the World's Critical Infrastructure
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Protecting the world's critical infrastructure
Computer and Network Security - Tampa, Florida - 87K followers - 501-1K employees
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