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[J  APIEndpoint @ Method Sensitive Data ThreatLevel @ APl Category Discovery Source (D Risk Score Schema Status (@
O [apifadjectives POST email @ High Discovered  Inventory Traffic,Code Analysis 90 OpenAPI
location-data
+2 View All
O [apifanimals POST sentence-api-france-social-n.. ® High Discovered  Inventory Traffic,Code Analysis 90 OpenAPI
social-security
+4 View All
O [api/colors GET Iocation-data @ High Discovered | | Shadow. Traffic,Code Analysis 70 Discovered
[ Japifiocations GET location-data ® High Discovered  Inventory Traffic, Code Analysis 0 OpenAPl
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Endpoint Details

AP| Endpoint [rest/basket/Osomereally...
Patt [rest

AP| REST

Risk Score Low 30

Method GET

API Ca Inventory, Discoverd

Vulnerabilities

Query parameter contains sensitiv... ® High

@ High
TTP is supported and Strict-Tran... & Medium
State <‘ e y
Error handling reveals stack trace.. @ Low
Sensitive data in API respon;e ww; ® Low
API parameter contains URL. ® Low

enAP|

tion Authenticated, JWT: Header

Discovery Sou

Traffic, Code
API

mpliar PCI, GDPR, HIPPA

Protection Rule 2) Configured  Edit

(¥) Configured

Configured  Edit

Security Posture

S nge State v

Open

Category

Weak authentication / authorization

Description

A request without Authorization header was sent to an APl endpoint that
requires authentication and response code “200 OK" was returned.
Attackers may call this APl endpoint successfully without authentication
and read or modify application data.

Risk score
Attack impact: 9.0 (Critical)

Authorization bypass may allow read/write (depending on the endpoint).
This leads to loss of confidentiality and integrity

References to requests that lack HSTS header

diation

To mitigate this issue, use the following solutions:

1. Change application code to enforce authorization.

2. Configure Authorization header to be mandatory and specify the
expected authorization scheme.

Expected authorization method and example of a valid request GET /api/

protected-resource HTTP/1.1

Authorization: Bearer <access_token>

Malicious activity

API I 24 #H

EEMERZERET
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HTTP Load Balancer
sentence-api

Metadata

Domains and LB Type
Routes

Web Application Firewall
Bot Protection

API Protection

DoS Protection

Client-Side Defense
Common Security Controls
Other Settings

Virtual Host State

Auto Cert State

Auto Cert Expiry Timestamp
Auto Cert Subject

Auto Cert Issuer

Cancel and Exit

API Protection

API Definition: Enable

API Definition @: demo-app-waap/sentence-api-def

Validation: APl Inventory

APl Inventory

Configured View Configuration >

API Discovery: Enable

Learn From Traffic With Redirect Response: Disable Learning From Redirect Traffic

Sensitive Data Detection

Configured View Configuration >

DoS Protection

L7 DDoS Auto Mitigation: Default

Slow DDoS Mitigation: Default

Client-Side Defense: Disable

Common Security Controls
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. 12t Processor SDK (Python)

- OJZ75 OpenAl APl * Azure OpenAl ~ Anthropic *
Ollama £F 7t LLM ¥ &

Load Balancer -—m Al-POWERED APPLICATION
or Proxy

G — % =

Language

User, App @ g @ Models Vector DB Identification

or Agent
. ‘ Observability
Audit Log
@ H 5 EHM Processor ‘ ‘
H F5 S1EB IR AV Processor

FREFB1TF MY Processor

NGINX Plus  XC Platform  BiG-Ip

Repetition
Detection

Model Routing

@
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Select Workspace

Multi-Cloud App Connect

f5xc-waap-demo
Namasp,

58 Overview

Applications
Performance

Discovered Services

Manage

Load Balancers
Virtual Host

Virtual Sites

Public IP Addresses
Alerts Management

Delegated Domain
Management

Certificate Management

Service Discoveries

Security

Advanced nav options visible

©2025F5

Home Multi-C

HTTP Load Balancer: demo-juiceshop

Dashboard

ud App Connect foxc-waap-demo

API Endpoints Malicious Users

Incidents

waf_sec_event Add Fil

WAF Bot Defense

21 Nov 12:10 - 22 Nov 12:10

Nov 2

Time Country,city

21 Nov 22:20113 CH,Rumlang
21 Nov 22:20:12 CH,Rumlang
21 Nov 22:20112 CH,Rumlang

erview

Security Monitoring

Securit

J#VE NGINX One

Qverview

Dashboard
Security

Events

£ Manage

Instances
Config Sync Groups
Certificates

Data Plane Keys

Settings

Instance Settings

Workspace Info

About

nalytics

You at

\‘ Al Assistant

0 pm

TR
VT
/

I

H

Explain security event ¢15e722b-313e-4793-ac5c-5462313a3719 of event type waf_sec_avent

Home NGINX One
Instance: silentcartographer

- Al Assistant a1 12:10 pm

Manage

Details Configuration

@D srow Recommendations

0 e
[ nginx
[ confd
[} default.cont
[} mime.types

[ nginx.conf

@ NGINX Config Read-only

fete/nginx/conf.d/default.conf

Junl
1]}
|
11

server {

# pass the PHP scripts to FastCGI server Listeni
#

#location ~ \.phps {

reat html;

fastcgi_pass  127.9.0.1:9600;

fasteg dex index.php;

fastegi_param SCRIPT_FILENAME /scripts$fa
include

fastcgi_params;

R

# deny access to .htaccess files, if Apache’s do
# concurs with nginx's one

#

#location ~ /\.ht {

#  deny all;

#}

# enable /api/ location with appropriate access
# to make use of NGINX Plus APT

#
47 #location Japi/{
# - opi-write=on;
# - -allow 127.8.0.1;
# deny-all;
#}
# enable NGINX Plus Dashboard; requires /api/ Lo
# enabled and cppropriate access control for rem
#
#Location = /dashboard.html {
#  root Jusr/share/nginx/html;
#}
¥
No tions found for /etc/nginx/conf.d/default.conf

Edit Configuration

+ Al Assistant

Explain this NGINX configuration snippet:

&

#location /api/ {
# api write=on;
# allow 127.8.0.1;
# deny all;
#r

o Al Assistant a1 04:10 P

Purpose

This NGINX configuration snippet enables the NGINX Plus API for read/write
access, allowing dynamic reconfiguration of the server, such as managing
upstream servers on-the-fly or key-value storage. It also restricts access to
the API to only the localhost address (127.0.0.1) for security purposes.

Guidance

To modify this snippet, consider adjusting the IP addresses allowed to
access the APl based on your specific network requirements. You can add
more IP addresses to the allow directive if needed, and you can remove or
modify the deny all directive if you want to allow access from other
sources as well. However, it is crucial to ensure that only authorized
administrators have access to the NGINX Plus API for security reasons.

Support

Refresh

Help @
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Al MODEL

LLM model

TRAINING
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Training data
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* Web Application Firewall (WAF)

DDoS Mitigation

Bot Defense

API Security

Al/LLM Security
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 WAAP Solutions

* API Security
* New : F5 Al Gateway (Security)
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Endusers  :... - Web front-end e -?' LLM model

o WAF / DDOS Mitigation / Bot Defense |

a API Security
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* Web Application Firewall (WAF)
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API Security

Al/LLM Security
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