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US, EU, South Korea, Singapore, India
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THE WHITE HOUSE e
(vii) providing a purchaser a P
N . Executive Order on Improving the
Software Bill of Materials RS rent st
(S BO M) for eaCh prOd u ct O + BRIEFING ROOM » PRESIDENYIAL ACTIONS
d I rec.tly O r b.y p u b I I Sh I n g It O n a By the authority vested in m‘c as President by the
public website; e
Section L._Policy, The United States faces persistent ilj

and increasingly sophisticated malicious cyber campaigns
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EX B2 - Cyber Resilience Act (CRA)
SBOM Rk A E E R ERMNEETH

CRA enforced

(Dec 2027)
Vulnerability and incident
reporting
(Sep 2026)

EU Journal publication

(Nov. 2024)
EU Parliament approved

(Mar 2024)
EU Parliament Provisional

Agreement (Nov 2023)
CRA proposed by European

Commission (Sep 2022)
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Advisory on Software Bill of Materials

@R LT B4ErSBOM  8E and Real-time Vulnerability Monitoring

for Open-Source Software and Third-
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The Advisory on Software Bill of Materials and Real-time Vulne: bdlyMo itoring for Open- @

Source Software and Third-Party Dopo ndencies provides guida 0 software developers on

how to implement a sustanable and auto ed appr h to vuinerabifity management

This Advisory was jointly developed by the Cyber Security Agency of Singapore and the Open
Woridwide Apphcation Security Progect (OWASP) Foundation
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Technical Guidelines on
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Version 1.0
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Indian Computer Emergency Response Team (CERT-In)
Ministry of Electronics and Information Technology
Government of India
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Progress since 2024
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e Source/Build SBOM
e Analyzed SBOM

Design : Created on early dev stages from design documents

Source : Created from the source code

Build : Created during CI/CD process for separate releasable artifacts

Analyzed: Created from a set of bin/executable files or from installation files or virtual machine
images through analysis of artifacts

Deployed: A set of images/install files which represent the system as a whole

Runtime: SBOM extracted from working system

Ref: https://www.cisa.gov/resources-tools/resources/ty pes-software-bill-materials-sbom
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Review cy Scan Image
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"spdxVersion":
"datalLicense":
"SPDXID":
"name": "etc
"documentMNames
"creationInfo":
“"created": "
“creators":

"licenselListVersion":

“"name"
"SPDXID": "

"downloadLocation":

"licenseConcluded":

"copyrightText"
"filesAnalyzed":
"versionInfo":
"licenseDeclared":
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"datalLicense":

® 0ss ERDEZE cram: e

"documentNamespace": "https://test

“creationInfo
“created":

creators”:
" . tach

A FI%E CVEFT

i

“"packages":

"name" :

"SPDXID":
“downloadLoca
"“licenseConcluded": *
“copyrightText™:
“"filesAnalyzed":

versionInfo™: “
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® Linux i
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Library Vaulnerability Severity | Status Installed Version E Fixed Version
busybox CVE-2023-42363 MEDIUM fiwed 1.36.1-r15 [ 1.36.1-rl7
CVE-2023-42364 1.36.1-r1%
CVE=2023=-42365
CVE=-2023-42366 1.36.1=-rl6
busybox-binsh | CVE-2023-42363 [ 1.36.1-r17
CVE=-2023-42364 1.36.1=-r1%
CVE=-2023-42365
CVE-2023-42366 1.36.1-rl6
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BS54k Release OJgEiz == A CVE ?

CVSS >=x
Release
w/CVE?
0 CVE or CVSS < x
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@ Vulnerability Exploitability
eXchange
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@ =418 : CycloneDX,
CSAF, SPDX 3.0
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VEX il
(Metadata)

A REM (Product
Details)
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[(Vulnerability
Details)
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(Product Status
Details)
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e Not AffECtEd “vulnerabilities": [
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"id": "CVE-2023-0001",

@ Affected "description": "EHIRBMIL : FTAEGIRARIEPET - ",
HITRENF - S OIRERY I ER e

?/i ref": "pkg:generic/exampleproduct@l.e",
. "versions": [
e Fixed {

E%ﬁelzﬂ(}éﬂ%E “version": "1.0",

"status'": "affected",

. Under Investigation "statusNotes": "RIEAHRE 1.1"
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Vendor A Vendor A
Vendor A
Vendor B
Vendor C

Vendor D

Analyzed

=)

Analyzed
Analyzed

Analyzed
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e NDA Z’/fé email

e Vendor Portal

e Distributed Ledger?

e CSAF (Common Security Advisory Framework)
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Oasis CSAF 2.0

HUA, CVRF(Common Vulnerability Reporting Framework)

Vendor , Customer _ Customer , Customer

Produces and Searches websites Affected products? § Customer

publishes a for new and Risk assessment Sort advisories
machine-readable updated (static) => adopt with affected

advisory. advisories. criticality products by
Downloads them. criticality.

Decide actions.

Ref: https://www.csaf.io
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@ Hitachi Energy AR I STA

Ref: https://www.csaf.io
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National Institute of Cyber Security

G0 4 BABREARDZTRAFH O ((’- ) SMREAMHFRE Hiob1

"\“ m/f' Hospital Cybersecurity Information Sharing and Analysis Center Financial Information Sharing and Analysis Center
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