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About

e Decades of IoT development
e LastS years in the pharma industry

e Challenges of sustainable security compliance

Disclaimer
This talk shares personal experience and practical insights from working with threat modeling in regulated environments, and does not
represent regulatory or legal advice in any way. Always align with your organization’s policy and compliance requirements.
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Objectives of Threat Modeling

Average
Cost per
Bug
Xs + —
' Build Secure Products
i Reduce cost:
X4 T :
T Lk 1. Limit security incidents
X, T E I-S | ER IPR
X, cu : o : :
RD | | P 2. Shift security left
; 15% i 20% i 40% i 15% ; 10%I
RD CU I-S ER PR 3. Prioritize effort
Distribution Where 100%

Bugs Are Detected

Source: NIST Economic Impacts of Inadequate Infrastructure for Software Testing CYBERSEC 2025 E#E&Z AT | 5



Objectives of Threat Modeling

A

Optimal Security - 1

Profits

Mandated

Ad-Hoc Risk-based
; >

: lity & Securit :
OWASP Quality ceurtty Exhaustive Controls

Top 10

Derived from: NIST Economic Impacts of Inadequate Infrastructure for Software Testing CYBERSEC 2025 E# R AE | 6



Objectives of Threat Modeling

Optimal Security - 1

Profits

Mandated

Ad-Hoc Risk-based
; >

: lity & Securit :
OWASP Quality ceurtty Exhaustive Controls
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Fragmented Regulated Landscape

EU \ UK GANI\DI\ CHWA | INDIA

AUTQMgﬂ e Scattered Requirements

& Terminology

HEALTHCARE [} | o
e Detailed What, limited How

CRITICAL (1
INFRASTRUCTUIRE
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Fragmented Regulated Landscape: Within the same space

‘ Independent Review
.| NotSaMD P Not SaMD
= € Less Important = | = More Important =»
% Category IV
@ = = =
3 Category lll
S
— — Ry T ™ {Part of
o Category Il Medical
g § Device /
£ 3 ——— — * i Embedded
= ii in Medical
i Device)
z Category |
3 > 1]
i ii
- i
® ]
= -
2 I
Retrieves | Optimizes Informs i Informs [ Drives _T'reatsl Closed Loop
Information ¢ Processes ¢ Serious v Critical 2 v 3 Serious Dlsagnoses = 't i In&gr\é?r;‘tilgar}s
Organizes Informs Drives Treats Drives “€Mous _Treats ini
ata Non-Serious  Non-Serious N%lr?- i prs Critical D'é%'t‘iggfs Intermediary

A 4

Definition Statement

Supporting Software
(GxP)

*Source: FDA SaMD Clinical Evaluation CYBERSEC 2025 E#ERA® | o
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Some References

Industry NIST Standards Industrial Healthcare ‘ [
Standards Standards | |
\ “‘
SSDL.C OWASP SAMM SSDF SP 800-218 ISO/IEC 27034 ISO/IEC 62443-4-1 HSCCIJSP | || |
Microsoft SDL ‘
Risk Mgr. SP 800-30 ISO/IEC 27005 ISO/IEC 62443-3-2 ISO 14971 (Safety) | %
(System) (System) IEC 81001-5-2
(Security) \\\in
Threat OWASP Threat Modeling SP 800-154 (Data
modeling Cheat Sheet centric)
Medical Dewvices
CSA Cloud Threat Cybersecurity
Modeling Guide White Paper 35
Microsoft SDL

Threat Modeling Manifesto

(2020)
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@ SDLC Process Integration
The Risk Team & Activities
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Step 1. Assemble your risk team

Cross-functional experts
o SMEs

Tech Lead

Security

IT/DevOps

Business Analyst

Product owner
Quality Assurance (QA)

O O O O O O o©o
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Step 1. Assemble your risk team

Cross-functional experts
o SMEs

Tech Lead

Security

IT/DevOps

Business Analyst

SME | SECURITY ALY

Product owner
Quality Assurance (QA)

TECH
LEAD

O O O O O O O

Trained on

O  Product requirements, architecture, ..
o  Standards (eg. [SO-14971)
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Step 2. Analysis: The Key Questions

Threat Modeling | Review
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Step 2 AnaIYSiS: The Key Questions Prepare for Effective Brainstormiﬁg |

Threat Modeling | Review
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Step 2. Analysis: Example

Case-study: Minimalist Web-service I

e Web-Server _ _
Failure Mode & Effect Analysis

e Database table (simplified)
-
o) Risk Residual
Item @ Failure Effect  Severity ceure .IS. Control Testing es_l ua
nce Priority Risk
Server @
DB

Discovery Identification Mitigation Reporting

Threat Modeling I CYBERSEC 2025 EMERAR | 1



Step 2. Analysis: Example

Case-study: Minimalist Web-service I

e Web-Server _ _
Failure Mode & Effect Analysis

e Database table (simplified)
——
Occure Risk Residual
Item | Failure @ Effect Severity L. Control Testing )
nce Priority Risk
Data : . Input
Server XSS leaked Medium Low Medium Validation
DB

Discovery Identification Mitigation Reporting
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Step 2. Analysis: Example

Case-study: Minimalist Web-service I

e Web-Server _ _
Failure Mode & Effect Analysis

e Database table (simplified)
O~ .
) .. Occure Risk i Residual
Item | Failure @ Effect Severity L. Control Testing )
nce Priority Risk
Server = XSS Data | progium [N Medium | P!
leaked Validation
SQL Data : . Prepared
DB High L Med
Injection = corrupted 9 o eaim Statement

Discovery Identification Mitigation Reporting
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Step 2. Analysis: Example

Case-study: Minimalist Web-service
e Web-Server

e Database

: .. Occure
Item | Failure @ Effect Severity

nce

Server = XSS Data | predium [N
leaked

L D

DB sal ata High Low

Injection = corrupted

Discovery Identification

Failure Mode & Effect Analysis
table (simplified)

w
Risk Residual
Lo Control Testin .
Priority g Risk
. Input
Medium Validation Pass Low
Medium Plepared Pass Low
Statement

Mitigation

Reporting

Review
I CYBERSEC 2025 E#ERA® | 1



Step 3. Document

Case-study: Minimalist Web-service I
e Web-Server _ _ GDP
Failure Mode & Effect Analysis
e Database table (simplified) Governance
o w - Accountability
ccure is es
Item Failure Effect @ Severit Control Testin e
¥ nce Priority g R) Traceability
Server XSS Data Medium Low Medium I_npu.t Pass Review/Approval
leaked Validation N\
Revision/Histo N
DB saL Data High low " Medium | = FPred | s y
Injection | corrupted Statement

Discovery Identification Mitigation Reporting

Review
I CYBERSEC 2025 E#ERA® | 2



Step 4. Reassessment

Details might not be known at first!

A. Update the design until consensus Refine & iterate!

B. Upon changes (new version)

C. Regular interval

Requirements

To control risk

Design

Created from requirements

Risk Management

Based on design

CYBERSEC 2025 E#ERA® | 2



Step 4. Continuous — Agile Risk Mgr.

Version Release

Risk Mgr
Validation
Reporting

Option 1.
Agile iterations within

a Spiral of validated versions.

CYBERSEC 2025 SR A® | »



Step 4. Continuous — Agile Risk Mgr.

Design

Release Threat Modeling

Reporting

Option 2.

Validate features independently.
Feature V&V

Threat

vav Modeling

Testing

Development

CYBERSEC 2025 B#ERA® | 2



Step 4. Reassessment”

Different risk types = Different processes

Requirements Design

“Safety and security risk management are distinct but connected”

— FDA Cybersecurity in Medical Devices / AAMI TIR96

CYBERSEC 2025 E#ERA® |




Step 4. Reality Check

[Here 1s our risk list! ]>
<( RA: Ok.. 1s it exhaustive? }

_ BUSIN
[Yes our team 1s great! \J> Cii ANALYEg%

<( RA: Well, prove it to an auditor! }

“A device should be designed to mitigate vulnerabilities ...
Rationale for the methodology(ies) selected should be provided

with the threat modeling documentation.’
— FDA Cybersecurity in Medical Devices




Step 4. Reality Check

Here 1is our risk list!

RA: Ok.. is it exhaustive?

Yes our team is great!

RA: Well, prove it to an auditor!

How are we supposed to do that?

“A device should be designed to mitigate vulnerabilities...
Rationale for the methodology(ies) selected should be provided

with the threat modeling documentation.’
— FDA Cybersecurity in Medical Devices




“Threat model supports establishing confidence that a

Ob_] ectives of Threat Modeling software is fit for its intended use.”’
— FDA Cybersecurity in Medical Devices

P e e e o e e m m m e R M e e M M e e e e e

- | Goal: Justify you have done enough!

Optimal Security - 1

\\

=
=
R ¢
Ad-Hoc Risk-based Mandated
: >
' lity & S it '
OWASP Quality eountty Exhaustive Controls
Top 10
CYBERSEC 2025 E#gRA® |
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@ Breaking Down the Problem
Discovery & Identification

e OWASP Threat Modeling Cheat Sheet cheatsheetseries.owasp.org

e Microsoft Learn Create a Threat Model with DFDs learn.microsoft.com
MITRE Playbook for Threat Modeling Medical Devices mitre.org

CYBERSEC 2025 EMERA® | o


https://cheatsheetseries.owasp.org/cheatsheets/Threat_Modeling_Cheat_Sheet.html
https://learn.microsoft.com/en-us/training/modules/tm-create-a-threat-model-using-foundational-data-flow-diagram-elements/
https://www.mitre.org/news-insights/publication/playbook-threat-modeling-medical-devices

Terms

e Asset — Valuable data, or functionality

e Component — Software handling the asset

Component

CYBERSEC 2025 EMERA® | 2



Terms

Asset — Valuable data, or functionality
Component — Software handling the Asset
Weakness — Flaw in the handling of the Asset

*Typically found after release

Weakness Weakness
Component ( s ,
/

CYBERSEC 2025 E#ERA® | 30




Terms

Asset — Valuable data, or functionality
Component — Software handling the Asset
Weakness — Flaw in the handling of the Asset
Control — Prevent Exploitability of a Weakness

*Typically found after release

Weakness
Weakness
AN
B >
Component L
. /
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Terms

Asset — Valuable data, or functionality
Component — Software handling the Asset
Weakness — Flaw in the handling of the Asset
Control — Prevent Exploitability of a Weakness
Vulnerability — Weakness that can be exploited*
Exploitability — Ease of using a Vulnerability

*Typically found after release

Vulnerability
Weakness
Component ( s ,
v
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Terms

Asset — Valuable data, or functionality

Component — Software handling the Asset

Weakness — Flaw in the handling of the Asset

Control — Prevent Exploitability of a Weakness
Vulnerability — Weakness that can be exploited*
Exploitability — Ease of using a Vulnerability

Threat — Event that could cause negative impact
Actor/Agent — Entity causing the Threat

Vector — The pathway to exploit a Vulnerability
Impact — Severity of loss or damage done to an Asset

Risk — The potential (probability & impact) of a Threat

*Typically found after release

Vector

Threat

Actor

System Control

SW Control

Weakness

Vulnerability

Component

CYBERSEC 2025 EMERA® | »
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Discovery — Decomposition [Data-Flow-Diagram]

r-r-r——--"-—~=-"-=—-=-—==-=-=7
I Virtual Machine
|
|
Web Client UL
| Server
|
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Discovery — Decomposition [Data-Flow-Diagram]

r-r-r——--"-—~=-"-=—-=-—==-=-=7
I Virtual Machine

|

: HTTP

Web Client
Server

e  Must be Print-safe (no color dependency)
e Don’t forget implicit behaviors
(e.g. cache/temporary folder)

CYBERSEC 2025 EMERA® | 35



Discovery — Decomposition [Data-Flow-Diagram]

r-r-—~—--~ -~ ~-"" "~ ~--=-°=7 :
I Virtual Machine Supplements:
: ® Sequence
: HTTP

Web Client e State diagrams

Server

e System deployment

e Backup flow

e  Must be Print-safe (no color dependency)
e Don’t forget implicit behaviors
(e.g. cache/temporary folder)

CYBERSEC 2025 ESERAE | 36



Discovery — Decomposition [Components list]

I Virtual Machine : ¢
, l
3
Web Client I HTTP “ I ()
| Server :
: |
- em e e e Em e = o e .
ID Type Criticality | Technology | Behavior
Server Process PlI Elixir Server + Client
UserApp | External Pl Javascript Client
DB DataStore PlI MySQL Server + FileSystem

|
Jih
{

Behavior -> Attack Surfaol
Client/Server/Processor/Schedule w}‘
Asset based criticality
PHI/PII/Credentials/..

Technology used

CYBERSEC 2025 SR AS | »7



Discovery — Decomposition [Components list]

Virtual Machine

Web Client

Machine-Formats:

More complete that tables

Independent from design (& tool)

Better: Integration with CICD pipeline

: Server

Assets:

- id: userData
classification: [PII]
criticality: {C:H,I:M,A:L}

Components: |

- id: server
type: Process
Technologies: Elixir |\
behaviors: :

- type: Inbound
technology: HTTP
cross-boundary: true
relates: userApp
assets: [userData]

- id: userApp

CYBERSEC 2025 E#ERAY | 3




STRIDE Analysis

Spoofing Tampering Repudiation I:if:;:g:ﬂ?: Dseer:’a:lcgf | \
DFD \ CIA | Authentication Integrity Integrity Confidentiality Availability “ |
Data flow v V4 V4
Data store v V4 V4
sotware) |V v v v %
External V4 V4

Limitations 6

CYBERSEC 2025 E#EEA® |



STRIDE Analysis

i . .- Information Denial of
Spoofing Tampering Repudiation disclosure service |
DFD \ CIA | Authentication Integrity Integrity Confidentiality Availability
Data flow v v v
Data store v v v
Process
(Software) 4 4 4 v 4
External V4 v
Limitations

e Not exhaustive
e  Multiple threats per type
e Software components are affected by all

CYBERSEC 2025 EMERA® | 4



Threat Modeling Approaches

Asset-Based
What do we
need to protect?

« ldentify assets
and lifecycle

o Common in privacy,

Threat/Vector-
Based

Who might attack
us, and how?

« MITRE ATT&CK
« Internal, external,

medical, compliance supply chain
Vulnerability- Control/
Based Requirements--
Where could we fail? Oriented
« Focus on weaknesses What do we Qeed to
comply with?

(e.g., CWE)

 Fits DevSecOps,
product teams

« Regulatory or security
controls

OWASP ASVS, NIST 800-53, CM

Identification

Weakness (CWE)

— Development

Vulnerability (CVE)

— After release (System)

Vulnerability perspective for software
e HSCC Joint Security Plan
e FDA Cybersecurity in Medical Devices
e NIST CSF [ID.RA]

CYBERSEC 2025 ESERA® | «



Identification — Justify coverage with Knowledge Bases

Knowledge Bases Scope Attacks Weaknesses Assets Controls Links to

IEC 62443/NIST SP
MITRE ATT&CK System v v Partial ' 800-53/CWE/CVE
MITRE DEFEND System vV ATT&CK
MITRE CAPEC Software/System V4 A
MITRE CWE Software v Partial | CAPEC/CVE/[OWASP/MWASC]
WASC Threat Class =~ Web Software v v ~ ' N\
OWASP Web Software V4 v Partial
OWASP ASVS Web Software v CWE/NIST SP 800-63 \\\
CSACCM Web Software v NIST SP 800-53 & Sta},q&-d\g%g\
NIST SP 800-63 Digital Identity v
NIST SP 800-53 System v
IEC 62443-4-2 Software/System v/ NIST SP 800-53

e Review availability of linkage, scoping details & machine-readable format for your needs.
e Justify your selection using component properties from the DFD (e.g technology)




Identification — Build a threat profile

Weakness/
Vulnerability

L & Testing

<
\\
<

A/

Risk ID Description Component ID Asset ID Weakness Threats Controls
(CAPEC) (ASVS v
Server-79 XSS Server userData CWE-79 63,85,591,592,58 | 1.4.3,5.1.1,5.1.2,5.1.3,5.1.4;
8,209 5.3.3,5.3.4,6.2.1
DB-564 SQL Injection DB userData CWE-564 109 534

Goal: Fuel the risk assessment

CYBERSEC 2025 EMERA® | »



Identification — Build a threat profile

N

Weakness/

Vulnerability

& Testing

=
\\
<

A/

human insight!

Keep space for L

Controls 0
(ASVE/S}\\

Risk ID Description Component ID Asset ID Weakness Threats
(CAPEC)
Server-79 XSS Server userData CWE-79 63,85,591,592,58 | 1.4.3,5.1.1,5.1.2,5.1.3,5.1.4;
8,209 53.3,534,6.2.1
DB-564 SQL Injection DB userData CWE-564 109 534

Goal: Fuel the risk assessment

CYBERSEC 2025 BMERA® | «



Consideration — Threat Actors

- TJIEI Uses known vulnerabilities

. Derives vulnerabilities from common
Professional

weaknesses

Persistent/State Crafts custom vulnerabilities

CYBERSEC 2025 MR AE |



Consideration — Threat Actors

Casual Uses known vulnerabilities You should always fix them

Derives vulnerabilities from common

Professional weaknesses

Persistent/State JRECHERISCUIHEEIITES Defense in depth

For software:
e No control over attacker
e Any weakness can eventually become a vulnerability

CYBERSEC 2025 B#EEA® | 4
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@ Actionable Risk Management
Assessing, Controlling & Scaling Up
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Assessment — Risk = Probability x Impact

e Quantitative ¢
o Numerical input from Statistical data
o  Provide a Cost perspective

o  Easy to justify

CYBERSEC 2025 E#EEAY |



Assessment — Risk = Probability x Impact

Quantitative

o Numerical input from Statistical data
o  Provide a Cost perspective to controls Rol

o  Easy to justify

The Tornado Example
® Probability: Weather statisties (1/50y)
¢ Impact: Cost to rebuild(IMS) |
e Yearly Risk: 1/50%1M$ = 20K$

?&

CYBERSEC 2025 E#ERAY |




Assessment — Risk = Probability x Impact

The Tornado Example

Probability: Weather statisti
Impact: Cost to rebuild(1M$)w
Yearly Risk: 1/50*1M$ = 20KS$

Quantitative
o  Numerical input from Statistical data °
o  Provide a Cost perspective to controls Rol °
o  Easy to justify *
Qualitative
o  Based on fixed classes — To Justify
o A (flexible) matrix to get a risk score — To Justify
O

Subjective determinations — To Justify

mwmv—
Probability.

. RARS

Risk Very LR
Low

Class

Very

Low

Low

Impact

High

Very
High
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Assessment — Risk = Probability x Impact

Quantitative

o  Numerical input from Statistical data

o  Provide a Cost perspective to controls Rol

o  Easy to justify

The Tornado Example
Probability:
Impact: Cost to rebuild(1MS)

Yearly Risk:

Weather statisties(1/50y)
I
w/)

1/50*1MS$S = 20KS

Qualitative

o  Based on fixed classes — To Justify
o A (flexible) matrix to get a risk score — To Justify

o  Subjective determinations — To Justify

Semi-Quantitative

Impact

Method selection should consider:

1.
2.

The acceptance criteria
How control impact the residual risk

Probabili
Risk Lo R
Class
Very
Low

Low

High

Very
High

CYBERSEC 2025 EMERA® | i



Assessment — Methods

Risk
AN B
Probability X Impact ‘ e,:,‘ |ss% 14971
Threatx Vulnerability X Impact ‘ Security Risks
NIST SP800-30 / AAMI TIR57 / OWASP
(ReproducibilityxExploitabilityxDiscoverability) X (DamagexAffected-Users) . DREAD
(Base(Exploitabilityx CIA-Impact)[xThreat]) X Environment(CIA-Value) ‘ CVSS V4.0
Event Fléequency Loss M?gnitude
| ! : : FAIR™
Threat Frequency Vulnel%ability ) Prima;'y Loss Secondary Loss OpenGroup
) 4 & 4 T_,L
Control Strength Threat Capability Asset Loss Threat Factor

CYBERSEC 2025 B#EEAE | =



Threats information might not be available.
Assessment — Each input needs a justification: The more granular your model, the more work.
Risk
V. ] B
Probability X Impact o e,:.‘ g
Threatx Vulnerability X Impact ‘ Security Risks
NIST SP800-30 / AAMI TIR57 / OWASP
(ReproducibilityxExploitability xDiscoverability) X (DamagexAffected-Users) . DREAD
(Base(Exploitabilityx CIA-Impact)[xThreat]) X Environment(CIA-Value) ‘ CVSS V4.0
Event Frequency Loss Magnitude
i i
| ! : : FAIR™
Threat Frequency Vulne?ability ) Primagy Loss Secondary Loss OpenGroup
! 4 ! ! T_:L
Control Strength Threat Capability Asset Loss Threat Factor

CYBERSEC 2025 ESiE=ZAY | =



Assessment — CVSS v4.0

“CVSS is not a measure of risk.” — NIST CSF
VS

“It is not possible to quantify the likelihood of an incident
— Focus on the ability to exploit vulnerabilities...
Known vulnerabilities should be assessed as foreseeable risks

— Focus on preventing the introduction of defects...” — FDA

CYBERSEC 2025 EMERA® | s



Assessment — CVSS v4.0

“CVSS is not a measure of risk.” — NIST CSF
VS
“It is not possible to quantify the likelihood of an incident
— Focus on the ability to exploit vulnerabilities...
Known vulnerabilities should be assessed as foreseeable risks

— Focus on preventing the introduction of defects...” — FDA

e Tutorial, examples & calculators (first.org/cvss)

e Detailed discussions
o NISTIR 7435 & 8409

o  MITRE applying-cvss-to-medical-devices
o FDA Qualified CVSS based extension

e Compact notation. XSS risk score 6.8

Input Values
Attack Vector Network / Adjacent
<Component> / Local / Physical

Attack Complexity

)

<Weakness/Vector> For@icn
e Attack Requirements
Exploitabilit P t
P Y <Weakness/Vector> Nt%(ne (Frevg
Privileges Required NN
<Weakness/Vector> Nerls / RERRER
User Interaction \ X
None / Passive / Active
<Attack Tree>
C:N /Low /High
Impact on CIA triad onehe " .1g
Impact I: None / Low / High
<Weakness> ;
A: None / Low / High
C: High /Med /L
Value of CIA triad '8 ¢ ow

Environment

<Asset Value>

I: High / Med / Low
A: High / Med / Low

CVSS:4.0/AV:N/AC:L/AT:N/PR:L/UL:P/VC:H/VI:L/VA:N/SC:N/SI:N/SA:N/CR:H/IR:M/AR:L

CYBERSEC 2025 MR A® | 55


https://www.first.org/cvss/
https://www.mitre.org/sites/default/files/2021-11/pr-18-2208-rubric-for-applying-cvss-to-medical-devices.pdf
https://www.fda.gov/media/143131/download?attachment

Assessment — Attack Trees

[ Attacker }

Goal
'
|
v ¥
[ ATT&QK } [ CAPEC } e Build it using knowledge bases linkage
Tactic e
I (or be ready to justify it) \
e Focus to justify assessment input & controls §
; | ! | e (Can be used for later Pen-testing N
ATT&pK ATT&CK CWE fo
. Technique | | Technique | ( ) I R
! ! ! B
ATT&CK ATT&CK ASVS
Mitigation Mitigation Control
| Sequence >
CYBERSEC 2025 EMERAE | s



Mitigation & Validation

1. Create a security requirement for each control
2. Verify the implementation is fulfilled
3. Validate the vulnerability is not exploitable

o Build list of relevant tests

m  Justify from knowledge base

Risk ID CVSSv4 Risk Score Controls Req. ID

AV:N/AC:L/AT:N/PR:L/UIL:P/V 143.5.1.1,5.12.5.1.3,5.14,

Server-79 C:H/VI:L/VA:N/SC:N/SI:N/SA: 6.8 L1L312.513 Sec-Service-1-8 SAST/DAST /Fuzs
N/CR:H/IR:M/AR:L 3.3,53.4,6.2.

CYBERSEC 2025 SR AE | 5



Mitigation & Validation

1. Create a security requirement for each control

2. Verify the implementation is fulfilled

3. Validate the vulnerability is not exploitable

o  Build list of relevant tests

Justify from knowledge base

”Manufacturers should provide details and
evidence of testing that demonstrates effective
risk control measures according to the threat.”

— FDA Cybersecurity in Medical Devices

o  If high risk: Penetration-test following the attack tree

Risk ID CVSSv4 Risk Score Controls Req. ID
AV:N/AC:L/AT:N/PR:L/UIL:P/V AA S 11500513514
Server-79 C:H/VI:L/VA:N/SC:N/SI:N/SA: 6.8 ABSLLAAZ LS4 Sec-Service-1-8 SAST/DAST/Fuzz
N/CR:H/IR:M/AR:L 3.3,0.5.4, 0.2

Some controls are out of scope of your software and must be mitigated at the

system level. — Configuration baseline / User doc.

CYBERSEC 2025 ESERAE | s




Residual Risk — Exploratory Approach

Score the confidence a weakness is not exploitable.

Residual Risk = Risk x (1 — Confidence Score%)

Confidence Score (%) = control coverage (Verification) x test coverage (Validation)

Coverage (%) = #Passed tests|controls / # Guidance tests|controls

XSS Example:

Controls: 6 controls implemented (out of 8 ASVS recommended)

Testing: 3 testing approaches performed (out of 3 recommended)

Confidence Resi&rd\}mk\

Risk ID CVSSv4 Risk Score Verification Validation
AV:N/AC:L/AT:N/PR:L/UIL:P/VC:H
Server-79 IVEL/VA:N/SC:N/SI:N/SA:N/CR:H 6.8 6/8 3/3
/IR:M/AR:L

75% 1.7

CYBERSEC 2025 ESERAE | s



Residual Risk — Exploratory Approach

Score the confidence a weakness is not exploitable.

Residual Risk = Risk x (1 — Confidence Score%)

Confidence Score (%) = control coverage (Verification) x test coverage (Validation)

Coverage (%) = #Passed tests|controls / # Guidance tests|controls

XSS Example:

Controls: 6 controls implemented (out of 8 ASVS recommended)

Testing: 3 testing approaches performed (out of 3 recommended)

Confidence Resi&rd\}mk\\

Risk ID CVSSv4 Risk Score Verification Validation
AV:N/AC:L/AT:N/PR:L/UIL:P/VC:H
Server-79 IVEL/VA:N/SC:N/SI:N/SA:N/CR:H 6.8 6/8 3/3
/IR:M/AR:L

75% 1.7 =

Any detection of the vulnerability would be an automatic failure.
— Control effectiveness confidence = 0%.

CYBERSEC 2025 E#EEA® |



Wrapping up your Security Risk Management File

Following your Good Documentation Practices..

Risk Management Plan

Trees

Traceability Matrix T

I
I
: DED L»| Aftack | —» Assessment
I
I
I

Testing V&V

>

Protocol

Y

Results

Release Package

Documentation

Views / training

Configuration
baseline

Discovery Identification

Analysis

Mitigation

V&V
Testing

Reporting
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Security Risk Layers

c Protect the busine$,‘,,u,“,1,

ISMS

Govern the g
information landscape.

System Securi

e Protect a service
and its assets

SSDLC

Provide Secure '
Environment. \ AN
Software Securi
e Delivery Trustworthy Product
Threats cross roles boundaries,
Reach out to the other teams!
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Automation & Sustainability

e Scale
o  Applications complexity keeps growing
o  Methods keeps improving
e But maintain
o  Defensible decisions (A to Z)
o  Demonstration of tool performance

©  Human oversight & input

Tools impacting quality of a regulated product must be
validated (Demonstrate performance)
— 21 CFR 820.701/ISO 13485

FDA tools Registry: FDA MD Dev Tools

"Organizations can simplify execution, employ
innovative approaches for managing risk, and increase

the level of automation..." — NIST
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https://www.fda.gov/medical-devices/medical-device-development-tools-mddt

Automation & Sustainability

e Scale
o  Applications complexity keeps growing
o  Methods keeps improving
e But maintain
o  Defensible decisions (A to Z)
o  Demonstration of tool performance

©  Human oversight & input

Tools impacting quality of a regulated product must be
validated (Demonstrate performance)

— 21 CFR 820.701/ISO 13485

FDA tools Registry: FDA MD Dev Tools

"Organizations can simplify execution, employ
innovative approaches for managing risk, and increase

the level of automation..." — NIST

| « Great for supporting human in:
|

i e Navigating sources of information
I . © Documentation streamlining
I e Draft assessment & Check consistency

! Still challenging to defend performance
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https://www.fda.gov/medical-devices/medical-device-development-tools-mddt
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Power Your Team!

v/ Make it repeatable & efficient

V. DFD & CVSS — proven & practical
v Use knowledge bases (e.g. MITRE)
v/ Automate — but ensure defensibility!

v/ No “one-size-fits-all” approach..
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Call to Action
knowledge bases!
Let’s Connect!

@ mm___“__.mmm...

Q&A
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linkedin.com/in/sauvainr


https://www.linkedin.com/in/sauvainr/
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