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Power, Oil & Gas EV Charging Station Transportation Ambulance
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40%

Un-patchable
Windows

40% of ICS were
hacked in Q1, 2018
3 out of 4 sites run a
Window version no
longer supported by

Microsoft
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The OTA Myth

Authentication Production

2 out of 3 industrial
sites are now
connected to Internet,

there will be more

Default passwords in 31 days to identify
operation, no and recover from
password encryption, cyber attack or
no network access instruction, from
control massive logs or even
no logs

MIPS, Ml #8is, A Firewall, & Fll B 5 43
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Poor Computing Miscellaneous Lack of Patch

Resources vendors management

Long life spans, Inability to detect New Cyber Threats

hard to update security vulnerability from Internet

Myth: Someone else will fix the cybersecurity problems !
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Proscend leads the CT ways
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@ Dedication to CT networks &
IT/OT threat intelligence

Evﬁ Hands-On Approach

\ 4
'O‘ Pioneering Research

I Exclusive CT Database
I Il + Trend Micro IT/OT Database
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Smart City

Smart Mining
Smart Transport
Mobile Edge Al
Smart Wind Farm
Smart Energy

Smart Harbor

Smart Manufacturing
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https://www.counterpointresearch.com/research_portal/global-cellular-iot-connections-tracker-and-forecast-2018-2030/
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2023 5 174.6 2=t - 85Tt
2024 £33 2030 FFHNFEESIER
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Source: Edge Al Market: Global Industry Analysis and Forecast (2024-2030)
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https://www.counterpointresearch.com/research_portal/global-cellular-iot-connections-tracker-and-forecast-2018-2030/
https://www.maximizemarketresearch.com/market-report/edge-ai-market/190417/?utm_source=chatgpt.com
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Cellular IoT Vulnerabilities: Another

Door to Cellular Networks
Released on 2024 Oct. by CTOne TR2 Research Team
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| THREAT RESEARCH

Cellular loT Vulnerabilities:
Another Door to Cellular Networks

Securing Cellular 1oT(CloT) Devices



https://www.trendmicro.com/vinfo/ph/security/news/internet-of-things/cellular-iot-vulnerabilities-another-door-to-cellular-networks
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® Router 91.7%
® Gateway 4.9%

HomeHub 2.9%
® |Pcam 0.5%

Cellular Routers EimAHERFE—RY
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® Command Injection
e Buffer Overflow
XSS
Path Traversal
Null Pointer Dereference
® Hidden Fuctionality
® [nformation Leakage
CSRF
® Hardcoded Credentials

® File Deletion

Command Injection 2& % RIFEE
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44.3%

15.4%
14.8%
5.9%
4.1%
4.1%
3.0%
3.0%
2.4%
2.4%
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72% MR T ER AL

® Pre-Authentication 72.4%
® Post-Authentication 27.6%
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peplink
iRZ
Edimax
Avtech
Hongdian
E-lins
WAVLINK
Cudy
Racom
AGFEQ
GreenPacket
Qualcomm
JioFi
China
NETGEAR
Teldat
Korenix,
Four-Faith
NetModule
KZTech/JatonTec/Neotel
Netcomm
Hytec
Relish
Buffalo
Airspan
Yifan
Siretta
Robustel

Foxconn
Ruckus
Slerra
Delta
Teltonika
Telesquare
Connected
PHOENIX
Seowon
Cradlepoint
DGIOT

ZTE
TP-Link
GL.iNet
D-Link
Movistar
TOTOLINK
PROSCEND
ASUS
Milesignt
BlackVue
USR
Tenda

Tecno
InHand
DLink
MOXA
Verizon
DrayTek
Ricon
Zyxel
Nokia
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e Secure by Design .o Network Access Control List (ACL) ¢ Device cybersecurity risk management
e |oT Cybersecurity Certification (2 Stars) ® Prevent network intrusion e Inspect device cybersecurity incidents
e Built-in CTOne edge agent ¢ Stop malware downloading e Filter and block abnormal device traffic
e Remote device control * Web Threat blocking & URL filtering e Management capacity up to 2000 sites
e MQTT protocol communication ¢ Application control e Customizable visualization dashboards
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loT Device Management System
Cellular 10T Gateway Public Mobile Network Security Solution
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Looking forward to seeing you

Enabling Infinite Future
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