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1. RECONNAISSANCE '{ﬁ E : °
The attacker acquires information about -

I—— the target, locating any security gaps and
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6. COMMAND AND CONTROL >
The attacker uses the command
sole to remote Iy ute B

commd n the ttkd mpt

to maintain and develop the attack 7. ACTIONS ON OBIJECTIVES .EEE{IEE’JEE: %%\ ’Jug\ ;isﬂyﬁﬁwm*%g’ %ﬂo

The attacker pursues the objectives of an attack

R £ZKR . https://seqred.pl/en/cyber-kill-chain-what-is-it-and-how-to-use-it-to-stop-advanced-methods-of-attack/
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* Firewall Rule Scan

 MS Patch Compliance Scan
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Select when Quality Updates are received Properties

Setting Explain Precedence
o T

Not Configured

Enabled

ormat yyyy-mm-dd example: 2016-10-30)

=
Supported on: At least Windows Server 2016 or Windows 10

Previous Setting Next Setting

OK

£H Patch B¥f

Update ring settings Edit

Update settings
Microsoft product updates
Windows drivers

Quality update deferral period (days)

Feature update deferral period (days)

Upgrade Windows 10 devices to Latest
Windows 11 release

No

Set feature update uninstall period (2 - 60 30

General Availability channel

days)

Servicing channel

User experience settings

Automatic update behavior

Option to pause Windows updates
Option to check for Windows updates
Change notification update level

Use deadline settings

Deadline for feature updates

Deadline for quality updates

Grace period

Auto reboot before deadline
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CREM with high CVE device

CVE event risk score(i)

Windows 11 10.0 (Build 226... 172.31.80.1
Windows 11 10.0 (Build 226... 10.1.1
Windows 11 10.0 (Build 226... 10.1.1
Windows 10 10.0 (Build 190... 192.1
Windows 11 10.0 (Build 226... 1921
Windows 11 10.0 (Build 226... 169.25¢
XDR AP] Schedule task 3-party patch process
—.I Top So_devices ‘ Runﬁing Runs on the Firsf, Second, Fourth .Mcnday, Tues_day, Wednesda

(5 Shavlik - patch files retention Disabled At 10:00 PM every Sunday of every week, starting 8/24/2018

P ) (5 Shavlik - update patch group after new definition Ready At 3:30 AM every Monday of every week, starting 8/24/2018
Flle Ed 't FO rmat B _1 result rescan Running Runs on the Third, Fourth Thursday, Friday, each January, Febr

- = starting 10/4
rtw - 1 1inec ® S rosult rescan Properties (Local Computer) X e

- General Tri Acti Conditi Setti Hist >
tw rayn rnggers ions onamions Ings Istory

MEA-A-F Name: | G |

SG-JUNF ot

DESKTOF Description: | Push patch to thell] API result (Top 50 Risk devices list)
tw-frec

IN-SRIL

TW-EDG!

TH-Helg
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Cisco 1I0S XE web Ul vulnerabllity - CVE-2023-20198

Multiple Vulnerabilities in Cisco I0S XE Software Web Ul Feature

Advisory ID: vesc-j22SaAdz VE-2023-20198
First Published: 202 ber 16 15:00 GMT
Last Updated: 2023 November 1 15:44 GMT
Version 2.6:
Workarounds: No workarounds available
Cisco Bug IDs:
CVSS Score:
+ Download CSAF

Emai

Summary

Cisco is providing an update for the ongoing investigation into observed exploitation of the web
Ul feature in Cisco 10S XE Software. We are updating the list of fixed releases and adding the
Software Checker.

Fix information can be found in the Fixed Software section of this advisory.
Our investigation has determined that the actors exploited two previously unknown issues.
The attacker first exploited CVE-2023-20198 to gain initial access and issued a privilege 15

command to create a local user and password combination. This allowed the user to log in with
normal user access.

The attacker then exploited another component of the web Ul feature, leveraging the new local
user to elevate privilege to root and write the implant to the file system. Cisco has assigned
CVE-2023-20273 to this issue.

« CVE-2023-20198 has been assigned a CVSS Score of 10.0.
*» CVE-2023-20273 has been assigned a CVSS Score of 7.2.

Cisco Security
Vulnerability Policy

To learn about Cisco security
vulnerability disclosure
policies and publications, see
the Security Vulnerability
Policy. This document also
contains instructions for
obtaining fixed software and
receiving security
vulnerability information from
Cisco.

Subscribe to Cisco
Security Notifications

Related to This Advisory

Your Rating:

Average Rating:

5 star

4 star

3 star

Recommendations

Cisco strongly recommends that customers disable the HTTP Server feature on all internet-
facing systems Qr restri ses. To disable the HTTP Server

feature, use thejno ip http serverpino ip http secure-servercommand in global configuration

mode. If both the HTTP server and HTTPS server are in use, both commands are required to
disable the HTTP Server feature.

The following decision tree can be used to help determine how to triage an environment and
deploy protections:

e Are you running I0S XE?

* No. The system is not vulnerable. No further action is necessary.
elYes. Is ip http server or ip http secure-server configured?

e No. The vulnerabilities are not exploitable. No further action is necessary.

* Yes. Do you run services that require HTTP/HTTPS communication (for
example, eWLC)?

¢ No. Disable the HTTP Server feature.
e Yes. If possible, restrict access to those services to trusted networks.
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Exposure Overview - Vulnerability '

Risk Overview @ Exposure Overview @ Attack Overview @ Security Configuration DEVICE L|ST {43) @
EXPOSURE INDEX | 4" What is the Exposure Index? Assets marked with ¥ are highly critical to your organization's operations. Assets marked with @ are the
o ure in 100 —— "
e ‘ Q Device name or last user | ‘ Y Add filter (1)
Contributing factors: 80
- Vulnerabilities 60 (Deuic_e category and type: Switch x) X Reset
- System configuration
- Activity and behaviors 40
. Device name Asset risk sc... ¥ Device type Device category
0 10. Switch IT
10-12 10-14 10-16 10-18 10=20
10. Switch IT
10." Switch IT
Vulnerabilities System Configuration

Switch IT

Switch IT

Internal Assets  Internet-facing Assets

Switch IT

SECURITY ALERT: Atlassian Confluence Data Center and Server Improper Authorization Vulnerability (CVE-2023-22518)

Switch IT

SECURITY ALERT: Multiple Vulnerabilities in Cisco 10S XE Software Web Ul Feature (CVE-2023-20198, CVE-2023-20273)

Switch 1

A patch or new software version is available that can mitigate this zero-day vulnerability. This alert will disappear in 6 days. (2023-11-16).

Switch IT

SECURITY ALERT: Elevation of privilege in print spooler service11 (CVE-2021-27065Test, CVE-2021-26855T, CVE-2020-26855T)

Switch IT

SECURITY ALERT: Elevation of privilege in print spooler service (CVE-2021-34527, CVE-2020-7346)

* % * * * * * * * * *»

Switch IT
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B r:iggg:sowersm" o un map 7)2 please give me a bash script sample
51 With 0 Eont=sius) prampes use the nmap to do the IP
Hello! How can I assist you today? 1) ping sweep and list the up IP address and
S 2) use the result to do the OS scan version and list

3) count the num of result ex win10 =10 : win11=5; win7

if my windows had installed nmap, how to use powershell to run the nmap script to scan a IP range
10.240.40.0/24 this IP range's machine OS version and list how many devices in this IP range = 4

Bash

To use PowerShell to run an Nmap script to scan an IP range and determine the operating system
versions of the devices within that range, you can follow the steps below. This example will show you
how to scan the IP range [IPAddress]/24 and list the number of devices detected.

#!/bin/bash

# Target network or IP range
1. Open PowerShell: First, open PowerShell with administrative privileges. TARGET="192.168.1.0/24" # Replace with your target
# Temporary files

UP_HOSTS_FILE=$(mktemp)

OS_SCAN_FILE=$(mktemp)

2. Run Nmap Command: Use the nmap command to scan the IP range. The -0 optionin Nmap
enables OS detection, and the -oG option outputs the results in a greppable format, which makes it
easier to parse the results in PowerShell.

# 1. Ping sweep and list up IP addresses
echo "Performing ping sweep..."

Here is a detailed script to accomplish this task: starting Ping Sweep... nmap -sn $TARGET | grep "Host is up" | awk ‘{print $53%' > $UP_HOSTS_FILE
' Host is up: 10.211.55.1
HoSt 1S up: 10.211.55.2

3. Parse the Output: Use PowerShell to parse the output and count the number of devices detected.

. Host is up: 10.211.55.3 if [ ! -s "$UP_HOSTS_FILE" ]; then

# Define the IP range to scan Ping Sweep Complete. Found 3 live hosts. echo “No hosts found up. Exiting."

$ipRange = "[IPAddress]/24 2‘;:,’;§1:g Sl LR rm "$UP_HOSTS_FILE" “$0S_SCAN_FILE"
No os information found for 10.211.55.1. exit 1

# Define the path to the Nmap executable Scanning 10.211.55.2... £1 ‘EJF‘(

$nmapPath = "C:\Program Files (x86)\Nmap\nmap.exe" No 0s information found for 10.211.55.2. .

— — — Scanning 10.211.55.3. ..

Nmap Scan Complete.

# Run the Nmap scan with 0S detection and output in greppable format 0S Scan Summary:

$nmap0utput & $nmapPath -0 -oG - $1pRange 0S details: Microsoft windows 10 1607 - 11 23H2 2l

— — Running: Microsoft windows 10 * 1

R , Nmap scan report for windows-11. shared (10.211.55.3) * 1
# Initialize a counter for the number of devices 0S CPE: cpe:/o:microsoft:windows_10 cpe:/o:microsoft:windows_11 * 1

$deviceCount = 0 Script Finished. —

PS C:\Program Files (x86)\Nmap>
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CREM - devie list

DEVICE LIST (22754)

Assets marked with ¥ are highly critical to your organization's operations. Assets marked with @ are the assets that can be connected to from the internet.

‘ Q pevice name or last user ‘ ‘ Y% Add filter
Device name Assetrisk sc... ¥ Device type Device category Operating system IP address
ME 79  Desktop IT Windows 11 10.0 (Build 22631) 1017
TW- " 79  Desktop IT Windows 11 10.0 (Build 22631) 10.2
MY 79  Desktop IT Windows 10 10.0 (Build 19044) 19:
107 °° 78 - - - 10. )
™ _ 75 Desktop 1 Windows 11 10.0 (Build 22631) 16¢ .
10. /5 - - - 10.

10 F i
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Zero day?

5
¢/ Trend Vision One™  rwcutive Dashi @ 202308102151 A @ BB Trend Micro Inc. v

0 Risk Overview Ex iy ttack ‘ s

¥ Credit usage ‘5 Q Data sources Manage Reports v Aoy SiTackir coubd nete 4 specaly rehed Mucsoft OFor ducument that eralivs them 10 perfcem (et code et On in e e of the v
RISK INDEX 08-07 ( Medium i wdcaE 000 | Aepked a
__,," ‘0 @ Trend Micro Inc
6 1 Medium risk A =
/> \ —=a _/\ - o\ — =) . 777;7
i Exposure Index: Medium > g z z —
a Attack Index; Medium > Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Microsoft\Internet
® Security Configuration Index Medium )
| ) Explorer\Main\FeatureContro\FEATURE_BLOCK_CROSS_PROTOCOL_FILE_NA
e Risk Event Overview
@ Trend Micro Inc & Compare with other orgs VIGATION
S ‘ . T Applications to Add:
Devices ‘ A unts agg Cloud Ap -
Risk level: Medium al: Medium Risk level: Medium LR Risk levet Medium Ty
-~ e Excel.exe
Risk Summary e Graph.exe
rﬁ Risk Factors:
e MSAccess.exe
| . 133 Devices affected by zero-day wwinerability: Office and Windows HTML Remote Code Execution Vuiner.., >

e MSPub.exe
A zero-day vulnerability (TMVA1017) published on 2023-08-02 detected

e Powerpnt.exe
Remediation: Take the : tigation act against the vulnerability.

e Visio.exe

e WinProj.exe
Office and Windows HTML Remote Code Execution Vulnerability

" e WinWord.exe
2023-08-02T00:00:00
CVE-2023-36884
TMVA1017

e Wordpad.exe

Please ensure that each application name is added as a value of type
REG_DWORD with a data value of 1.

An attacker could create a specially crafted Microsoft Office document that enables them to perform remote code execution in the context of the victim.

v AFFECTED DEVICES :\:\-_GPO

4P alC ﬂo\.ﬁ\o‘g\’ ‘\(\\la\
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https://www.action1l.com/how-to-mitigate-office-and-windows-html-remote-code-execution-vulnerability-cve-2023-36884/
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e Certs NEWS: US cert/ HK cert/ TW cert / lthome

B Al Cloud - KET BET B%R- FHE- HE-

e |Internet resource:

www.shodan.Io

Www.Virustotal.com

global.sitesafety.trendmicro.com

owasp.org

RTRE T8 ARTEE (TEE W8
HE FIH2RE ®WERE DDoS

[FRiEER]
1230~0103 » BRiESIENY
Al BOMAE 202555746
85 > TiABEIETRRE 258
EhEF R HiSREEEE

RAZBH A8 AZER THE 858
NE FHERE REHED EXREEERE

[(ERiBik]
1223~1227 » FERB S
el SIEEETEPEAPT
158 3t 2 S RS R

EIRFERE—EBNERNE - FEAPT
RREERAFRASNEEETEES
AELE S ATED RS LB R EIRE EAPE

RAZHEE AT—B AT/ THE NS
g FHERE RERD AR

[(BERiBER]
1216~1220 » EEEHIE
MRS 2 ATP-Link4d
IRERME - EERRPERZE
KENERAEQuad7E

 CyberSecurity NEWS:

https://www.trendmicro.com/vinfo/us/security/news

* Trend Mirco

FE R EIEE ST

https://asrm.twbu.trendmicro.com/ASRM)/3-3-E i-workload-protection
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