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• Sheng-Hao Ma (@aaaddress1) is a team lead of TXOne Networks PSIRT and threat research team, 
responsible for coordinating product security and threat research. With over 15 years of expertise in 
reverse engineering, symbolic execution, malware analysis, and machine-learning, he is also part of 
CHROOT, a cybersecurity community in Taiwan.

• As a frequent speaker, trainer, and instructor, Sheng-Hao has contributed to numerous international 
conferences and organizations, including Black Hat USA, DEFCON, CODE BLUE, S4, SECTOR, HITB, 
VXCON, HITCON, and ROOTCON, as well as the Ministry of National Defense and the Ministry of 
Education. He is the author of "Windows APT Warfare: The Definitive Guide for Malware 
Researchers," a well-regarded cybersecurity book about reverse engineering of Windows.
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The weakness of N-Gram and the other NLP based techniques on raw-binary detection

Background

Yann LeCun, and Facebook AI Research team proof the possibility of using convolutional neural 
network as Transformer to use, e.g. Seq2Seq and Convolutional neural network language models.

NLP Solution via Convolutional Approach 

2 AAAI papers provide the concept to use file raw-data as input for malware detection. Also, 
proposed a new additive attention technique, GCC, based on gated CNN for large-file detection

Use CNN for Binary Detection without Feature Engineering
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Hand-written rules is expensive.

• Annual reports from Security vendors

• VirusTotal in 2022 – Daily receive 2,000,000 new unknown binaries 

• Kaspersky in 2023 – Cybercriminals release 411,000 new malware

• Impossible to rule them all by traditional rule engines 

• Human experts might be tired, but machine won’t.

• Rule? Can we use N-Gram to judge the probability/Similarity of 
unknown binaries from byte-sequence its keep 
as known malware artifacts?

• As traditional NLP challenge.
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Co-occurrence by Markov Assumption

• N-Gram and the Markov assumption @ Stanford - Speech and Language Processing
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Background
• University of Maryland @ Journal of Computer Virology and Hacking Techniques

2016  “An investigation of byte n-gram features for malware classification”

• N-Gram length > 12 tokens (n >= 12)

• Hard to modeling due to performance issues of commercial products in Markov assumption, 
when > 200,000 signatures; The fact led to most commercial engines ONLY USE 4-gram or 6-
gram with feature filtering methods on PE content, as the idea of PE-miner.

• Still overfit, even if best performance via 45-gram 

• Even if variants of the same family, which in practice might don’t have the co-occurrence sub-
slices.

• Raff, Edward, Jared Sylvester, and Charles Nicholas. "Learning the pe header, malware 
detection with minimal domain knowledge." Proceedings of the 10th ACM Workshop on 
Artificial Intelligence and Security. 2017.

➢ N-Gram → LSTM & Attention
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Background

• Convolutional Neural Networks for Text (lena-voita.github.io/nlp_course)

• “…Then there are some words and phrases which could be very informative 
"clues" (e.g. it's been great, bored to death, absolutely amazing, the best ever, 
etc), and others which are not important at all. We don't care much where in a 
text we saw bored to death to understand the sentiment, right?”

• Zhang, Xiang, Junbo Zhao, and Yann LeCun. "Character-level 
convolutional networks for text classification." Advances in neural 
information processing systems 28 (2015).

• 5. Discussion - Character-level ConvNet is an effective method. The most 
important conclusion from our experiments is that character-level ConvNets 
could work for text classification without the need for words. This is a strong 
indication that language could also be thought of as a signal no different from 
any other kind. 

• Pham, Ngoc-Quan, German Kruszewski, and Gemma Boleda. 
"Convolutional neural network language models." Proceedings of the 
2016 conference on empirical methods in natural language processing. 
2016.

• (Facebook AI Research) Gehring, Jonas, et al. "Convolutional sequence to 
sequence learning." International conference on machine learning. PMLR, 
2017.
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MalConv 1:
Detection without Manual Feature Engineering
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Detection without Manual Feature Engineering

• AAAI Workshop’18 - Malware Detection by Eating a Whole EXE

• 美國物理科學實驗室、 NVIDIA、馬里蘭大學 聯合發表研究

• Learning the pe header raw data, malware detection with minimal domain knowledge

• Filter or PE-Miner is bad, feature selection led to the possibility to detect evasion

• “Rather than perform convolutions on the raw byte values (i.e., using a scaled version of a byte’s 
value from 0 to 255), we use an embedding layer to map each byte to a fixed length (but learned) 
feature vector. We avoid the raw byte value as it implies an interpretation that certain byte values 
are intrinsically “closer” to each-other than other byte values, which we know a priori to be false, as 
byte value meaning is dependent on context. … Prior work using byte n-grams lack this quality, as 

they are de pendent on exact byte matches (Kolter and Maloof 2006; Raff et al. 2016).”

Zhang, Xiang, Junbo Zhao, and Yann LeCun. "Character-level convolutional networks for text 
classification." Advances in neural information processing systems 28 (2015).
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Gated convolutional networks with max-pooling

• Average-pooling vs. Temporal max-pooling

• GLU (Gated Linear Units)  + Max Pooling
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Experiment and Results

• Dataset  A

• Benign – “ONLY” Windows native clean software and programs 
(21,854)

• Malicious – Sample from  Virus Share (43,967)

• 模型學會作弊，看到 Binary 資料中帶有 Microsoft 字樣就判定為良性XD

• Dataset  B

• Small dataset

• Benign and Malicious – Sample from anti-virus partners (200, 000  for each) 

• Malicious samples from das-malwerk.herokuapp.com

• Large dataset

• Benign and Malicious (1,011,766), total 2,011,786 samples.

• 四百萬樣本的 AUC 雙盲測試分數

• 表現優異 ~98.5% 輾壓傳統 n-gram 方法的 93.4 ~ 97% 偵測率

• 若只看 PE Headers 的情況下偵測率 ~92%

• 為何只看 PE Headers（前 4096 bytes）偵測率較低？

• 有近四成重要特徵不在檔頭而在 section data 中。
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Detection without
Manual Feature Engineering 2.0?
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Problem of the MalConv

• 原始的 NVIDIA 顯卡軍火商林北有錢的撒錢模型太浪費記憶體了

• 128GB 的 GPU 顯卡只能夠最多偵測 ~2MB 大小的 EXE 程式

• 也過分了吧，逼大家做解決方案都去買顯卡喔QQ

• MalConv2: 可於極為有限的 GPU 下偵測高達 16GB 的程序

• (AAAI 2021) “Classifying Sequences of Extreme Length with Constant 
Memory Applied to Malware Detection”

• VRAM  ≦ 2GB for 2,0000,0000 time steps ≈ 16GB 大小的程序 

• 更長的視野窗口、不僅止於 PE 程序分類問題
（落地商用時不必侷限於前 4096 bytes 的 headers） → 通用型文件分類問題！

• 美國物理科學實驗室、馬里蘭大學、美軍、微軟、Elastic 聯合發表

• 夢幻連動… 全明星大亂鬥

• https://arxiv.org/abs/2012.09390

• https://github.com/FutureComputing4AI/MalConv2

https://arxiv.org/abs/2012.09390
https://github.com/FutureComputing4AI/MalConv2
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Challenge of chunk strategy

• AAAI’21 - Classifying Sequences of Extreme Length with Constant Memory Applied to Malware Detection

• 唉唷這不就工程問題嗎？記憶體不夠

• 那就切 Chunk 批次掃描不行嗎？我一次掃不完、勤奮點多掃幾次不行？

1. (Problem 1.) AAAI Workshop’18 - Malware Detection by Eating a Whole EXE
• 2.1 Relate Work & 4.1 On Failed Architectures “In addition to the difficulties in dealing with the unusually long sequences that we confront, we must also contend witha lack of information flow. When 

making a benign/malicious classification of a binary we obtain only one error signal,which must be used to inform decisions regarding all 2 million time steps.“

2. (Problem 3.) Appendix C - Windowing Artifacts

3. (Problem 2.) 碎片化的語義無法組合成全局視野感知 – 切片後的上下文各塊資訊整合的交叉語義

1. Ransomware: File Encryption + Enumerate Files + Delete Shadow Copy

2. Shellcode Runner:  asm_payload @ .data + __asm call rax @ .text

3. Packers: Memory Decryption + PE Loader
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Challenge of chunk strategy

•

•

•

1.
•

2.

3. (Problem 2.) 碎片化的語義無法組合成全局視野感知 – 切片後的上下文各塊資訊整合的交叉語義

1. Ransomware: File Encryption + Enumerate Files + Delete Shadow Copy

2. Shellcode Runner:  asm_payload @ .data + __asm call rax @ .text

3. Packers: Memory Decryption + PE Loader

Is not you need
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New Additive Attention for Convolutional Network

• 贏家 Chunk 學習策略 – Global Channel Gating (GCC)

• To endow our network with the ability to learn such relationships while retaining 
computational tractability, we develop a new attention inspired gating approach we call 
global channel gating (GCG). 

• The idea is that given a long time sequence with C channels, 𝑋 = {𝑋1, 𝑋2, … , 𝑋𝑡} where 
𝑋𝑡 ∈ 𝑅𝐶, we want to globally suppress certain time steps based on the content of all 
channels. We approach this in a style similar to the gated linear unit and the additive 
attention (Dzmitry Bahdana et al. 2015), using a learned context g ∈ 𝑅𝐶  as shown in 
Equation 1: 
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Gated Convolutional Networks
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大力出奇蹟、數大便是美

• Ember2018 資料集 ~ train/test samples = 600,000 / 200,000

• In Table 2 we show the classification performance of all three models, and two 
state of the art compression based methods LZJD and BWMD using 9-nearest 
neighbor classification… As noted previously, parsing all of the input file is also 
beneficial for thwarting the trivial attack of moving all malicious code to the end of 
an executable.

• We prefer evaluation on the Ember 2018 corpus because it is both large and 
challenging. Our evaluations on the PDF corpus are done to show that our 
improvements transfer toother file types as well. On our PDF corpus we obtain an
Accuracy of 99.16% and an AUC of 99.76%. MalConv withGCG improves this to 
99.42% and 99.80%. Because PDF file are easier to processes, the baseline 
MalConv is already nearing maximal performance.
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Large-scale Threat Payload Hunting e.g. Phishing & Exploits

• Phishing PDFs

“These jump links can be abused so that when hovering 
the mouse over the link, the destination website might 
look legitimate, tricking the user into thinking the last 
website is also legitimate.”

1. www.broadcastingcable.com/common/jumplink.php?t
arget=URL_HERE

2. www.creatiblogs.es/index.php?obj=front&action=redir
ect&step=1&url=URL_HERE

3. c2n.me/43zBtcZ

• MalConv with GCG Advantages

• Able to identify and process information across 
multiple file formats

• Example: Activation detected on a JPEG zip-encoded 
within a PDF file

• Reduces the complexity of feature engineering needed 
for handling varied format interactions.
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Takeaway

• The dilemma of the Markov assumption on practical detection use

• N-Gram/Seq2Seq is great, but Attention is expensive on binary detection

• Yann LeCun proofed the possibility of NLP transformed into CNN solution.

• Facebook AI Research also adopted the concept to use CNN on Transformer use.

• Faster, Cheaper, better on semantics detection of large-context raw data problem.

• Universal File Classification via Convolutional Approach

• Without manual feature engineering, raw-bytes in/out simple design is better to 
capture the subtle changes on the complex file structure of exploits/phishing 
usages. And given a reasonable detected payloads as evident, , e.g. PDF, DOC
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