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arXiv:1710.09435 (stat)

[Submitted on 25 Oct 2017]

Malware Detection by Eating a Whole EXE

Edward Raff, Jon Barker, Jared Sylvester, Robert Brandon, Bryan Catanzaro, Charles Nicholas

In this work we introduce malware detection from raw byte sequences as a fruitful research
area to the larger machine leaming community. Building a neural network for such a problem
presents a number of interesting challenges that have not occurred in tasks such as image
processing or NLF. In particular, we note that detection from raw bytes presents a sequence

x @ Cornell University Q =

Statistics > Machine Leaming

arXiv:2012.09390 (stat)

[Submitted on 17 Dec 2020]

Classifying Sequences of Extreme Length with
Constant Memory Applied to Malware Detection
Edward Raff, William Fleshman, Richard Zak, Hyrum 5. Anderson, Bobby Filar, Mark McLean
Recent works within machine leamning have been tackling inputs of ever-increasing size,
with cybersecurity presenting sequence classification problems of particularly extreme
lengths. In the case of Windows executable malware detection, inputs may exceed 100
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Hand-written rules is expensive.

Annual reports from Security vendors
VirusTotal in 2022 — Daily receive 2,000,000 new unknown binaries
rule upx E

Kaspersky in 2023 — Cybercriminals release 411,000 new malware eta-

description = "UPX packed file"
block = false

guarantine = false

Impossible to rule them all by traditional rule engines ®

Human experts might be tired, but machine won’t. strings:
: . T $mz = "MZ"
Rule? Can we use N-Gram to judge the probability/Similarity of $ﬂ;x1 - [55505830000000}

unknown binaries from byte-sequence its keep $upx2 = {55505831000000}
. 3 $upx_sig = "UPX!™
as known malware artifacts-

condition:

As traditional NLP challenge.
$mz at @ and $upxl in (©..1024)

and $upx2 in (0..1024)
and $upx_sig in (8..1024)

P(wy.,) = P(wy) P(ws|wy) Plws|wy.g) . .. Plwy|wy,-1)

= | [ Pwi|wy)
k=1
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Co-occurrence by Markov Assumption

N-Gram and the Markov assumption @ Stanford - Speech and Language Processing

P(wy.,) = P(wy)P(ws|w)P(ws|w.) . .. P(wy|win_1)

= Hp(wk"wl:k—l)
k=1

# Count frequency of co-occurance
for sentence in reuters.sents():
for wl, w2, w3 in trigramEI
sentence, pad right=True, pad_left:‘wuel:
model[ (wl, w2)][w3] += 1

# Let's transform the counts to probabilities
for wl w2 in model:
total count = float(sum(model|[wl w2].values()))
for w3 in model[wl w2]:
model [wl w2][w3] /= total count

Keep the Operation Running

C (Wn, 1 Wn)
ZWC(W”—I W)
We can simplify this equation, since the sum of all bigram counts that start with

a given word w,,_| must be equal to the unigram count for that word w,, | (the reader
should take a moment to be convinced of this):

P(wp|wn—1) = (3.10)

C(anlwn)

3.11
C(Wn_l) ( )

P(Wn|wn—l) =

1 Months the my and issue of year foreign new exchange’s september

were recession exchange new endorsed a acquire to six executives
gram

Last December through the way to preserve the Hudson corporation N.
2 B. E. C. Taylor would seem to complete the major central planners one
gram  point five percent of U. S. E. has already old M. X. corporation of living

on information such as more frequently fishing to keep her

They also point to ninety nine point six billion dollars from two hundred
3 four oh six three percent of the rates of interest stores as Mexico and
gram  Brazil on market conditions

Three sentences randomly generated from three n-gram models computed from
40 million words of the Wall Street Journal, lower-casing all characters and treating punctua-
tion as words. Output was then hand-corrected for capitalization to improve readability.
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Background

University of Maryland @ Journal of Computer Virology and Hacking Techniques
2016 “An investigation of byte n-gram features for malware classification”

N-Gram length > 12 tokens (n >= 12)

Hard to modeling due to performance issues of commercial products in Markov assumption,
when > 200,000 signatures; The fact led to most commercial engines ONLY USE 4-gram or 6-
gram with feature filtering methods on PE content, as the idea of PE-miner.

Still overfit, even if best performance via 45-gram

Even if variants of the same family, which in practice might don’t have the co-occurrence sub-
slices.

Raff, Edward, Jared Sylvester, and Charles Nicholas. "Learning the pe header, malware
detection with minimal domain knowledge." Proceedings of the 10th ACM Workshop on
Artificial Intelligence and Security. 2017.

The output of our attention mechanism is a weighted
average of the hidden states (2.

T
Attention Output = Z a;h; (2)
i=1

Keep the Operation Running
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Attention Mechanism
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Fig. 1. Attention LSTM architecture used. Blue, shaded circles
indicate embedding layers, white circles indicate LSTM layers. A
3-layer LSTM processes each byte in sequence, and the activa-
tions of all time steps are merged into the attention mechanism.
The result from the attention mechanism is then used to make a
classification decision.
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Background

/ Quantization

/

An moviel I watched the premiere with my friends. . ,
If aclueis very informative, Convolutions Max-pooling Conv. and Pool. layers Fully-connected
The movie about cats was . and the cats were cufe. maybe we don’t care much
The movie is about cats running around, and it is _ whereina textit appears? Model AG  Sogou DBP. YelpP. YelpF. Yah.A. Amz. F.  Amz P.
BoW 11.19  7.15 3.39 7.76 42.01 31.11 45.36 9.60
Convolutional Neural Networks for Text (lena-voita.github.io/nlp_course) BoW TFIDF 1036 655 263 634 4014 2896 4474 9.00
. . . ngrams 7.96 2.92 1.37 4.36 43.74 31.53 45.73 7.98
“..Then there are some words and phrases which could be very informative ngrams TFIDF 7.64 281 131 456 4520 3149 47.56 8.46
“clues" (e.g. it's been great, bored to death, absolutely amazing, the best ever, Bag-of-means 1691 1079 955 12.67 4746 3945 55.87 18.39
etc), and others which are not important at all. We don't care much where in a IESTI\/[z a 193-9924 j-fg i-j; igg j(l) ?Z %‘I) ég’ jg-ig 2 ég
. . P14 g. wov Lonv. . 2 d . . a1, . .
text we saw bored to death to understand the sentiment, right: Ser. wav Cony. 1135 451 171 556 4213 3150 42,50 6.00
. Lg. w2v Conv. Th. 9.91 - 1.37 4.63 30.58 31.23 43.75 5.80
Zhang, Xiang, Junbo Zhao, and Yann LeCun. "Character-level Sm wivConv. Th 1088 . 153 536 4100 2986 4250 363

convolutional networks for text classification." Advances in neural
information processing systems 28 (2015).

I like the cat on a red|mat |<eos>

5. Discussion - Character-level ConvNet is an effective method. The most

important conclusion from our experiments is that character-level ConvNets (,on\,rfilut\oLmI!Iélﬂjrewtomtle\fannt to 00 é] é é é] é é é] é é]

could work for text classification without the need for words. This is a strong lose positional information . .

indication that language could also be thought of as a signal no different from O0000O0oo0oooo

any other kind. Jooooooooao -
Pham, Ngoc-Quan, German Kruszewski, and Gemma Boleda. S orevent ir | '
"Convolutional neural network language models." Proceedings of the flow from future tokens '\ H H H H H H D D H H H i;ancvkofft‘fg@
2016 conference on empirical methods in natural language processing. T<pad> <pad> bos> T Tike the caf on a red|mat

2016.

(Facebook Al Research) Gehring, Jonas, et al. "Convolutional sequence to
sequence learning." International conference on machine learning. PMLR,
2017.
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Detection without Manual Feature Engineering




L] L] L] L] f
Detection without Manual Feature Engineering | INPUT: 1-2M raw bytes
| .........................................................
: | Tokenization
. . 78,91.43,39,5.1.85.9. 34,23,1.9.5,0,128 4.1, 9. 128,1.9,0,4.1.9..... ...
AAAI Workshop’18 - Malware Detection by Eating a Whole EXE :
LEYBRNSERE - NVIDIA - BEBAS ¥AEEHR | sprealempedding |
. . . .. . N
Learning the pe header raw data, malware detection with minimal domain knowledge @ ———————————[— -~~~ """~
Filter or PE-Miner is bad, feature selection led to the possibility to detect evasion 1D conv s 1D conv + Sigmoid
128 filters, K=500, 128 filters, K=500,
“Rather than perform convolutions on the raw byte values (i.e., using a scaled version of a byte’s S=500 S=500
value from 0 to 255), we use an embedding layer to map each byte to a fixed length (but learned) 0:0
feature vector. We avoid the raw byte value as it implies an interpretation that certain byte values L |
are intrinsically “closer” to each-other than other byte values, which we know a priori to be false, as
byte value meaning is dependent on context. ... Prior work using byte n-grams lack this quality, as
they are de pendent on exact byte matches (Kolter and Maloof 2006; Raff et al. 2016).” [Temporal max-pooling ]
| <ANVIDIA. ® !
DEVELOPER [ 128D fully connected + ReLU]
A 4
’W‘ Length - Simulation / Modeling / D(fsign - l
£ = . Malware Detection in Executables [ 2D softmax ]
- Using Neural Networks Malware vs benign
Nov 21,2017 ¢y +2 Like = Discuss (4)
By Jon Barker X @ Cornell University Q =
‘ Statistics = Machine Leaming
Convolutions Max-pooling Conv. and Pool. layers Fully-connected arXiv:1710.09435 (stat)
[Submitted on 25 Oct 2017]
Zhang, Xiang, Junbo Zhao, and Yann LeCun. "Character-level convolutional networks for text Malware Detection by Eating a Whole EXE
Classitication_ w Advances in neural information processing Systems 28 (2015) Edward Raff, Jon Barker, Jared Sylvester, Robert Brandon, Bryan Catanzaro, Charles Nicholas
In this woork we infroduce malware detection from raw byte sequences as a fruitful research
area to the larger machine leaming community. Building a neural network for such a problem
R e 23 txOne



Gated convolutional networks with max-pooling INPUT: 1-2M raw bytes

| Tokenization

78,91.43,39,5.1.85.9. 34,23,1.9.5,0,128 4.1, 9. 128,1.9,0,4.1.9..... ...

Average-pooling vs. Temporal max-pooling

GLU (Gated Linear Units) + Max Pooling [ 8D real e ]

The issue of information sparsity is also a factormour  _ _ _ | _ _ _ _ _ _ _ _ _ _
choice to use temporal max-pooling rather than average- ( ) ]
pooling. Beyond providing better interpretability, max- | TD cony Al D il Sigmoid
pooling also provided superior performance relative to : 128 filters, K=500, 128 filters, K=500,

class MalConv(nn.Module): average-pooling. The latter enforces a prior that informative S=500 S S=500
def __init_ (self, embed dim, _, out channels, window_size): features should be widely occurring in the underlying file. | .‘0
super(MalConv, self). init () But many features will occur only once in the file, and so | I P
self.embed = nn.Embedding(257, embed_dim) when combined with average-pooling, that feature’s high re- |
self.dropout = nn.Dropout(®.5) sponse in one region of the binary will be washed-out by the |
self.conv = nn.Convild( remaining majority of the file that produces a low activation. : .
in_channels=embed_dim, Max-pooling avoids this problem, while still allowing us to | [ Temporal max-pooling ]
out_channels=out channels * 2, tackle the variable-length issue. T pumpup—— 4—————————- -
kernel size-window size,
stride=window_size, for E)i(e_path in tgdm(benign files + mal files): [128D fully Connected+ReLU]
) with open{exe_path, "rb") as f:
self.fc = nn.Linear(out_channels, 1) exedata = f.read()[:4096] l
it b"MZ" not in exedata: continue
def forward(self, x): file_ = torch.tensor([ [ 2D SOftmaX, ]
embedding = self.dropout(self.embed(x)) [byte code & @xff for byte code in exedata] Malware vs benign
conv_in = embedding.permute(®, 2, 1) 1)
f—c;n;_a‘t_z_&ﬁ ._ccmv_{cgnv_i_n)__] is malicious = [1.9 if exe path in mal files else 8.0]
| glu out = F.glu(conv_out, dim:l}l dataset.append( (file_, torch.tensor(is_malicious)) )}

(values, = glu out.max(dim=-1) , : : _ :
output = self fc(values).squeeze(1) for inputs, labels in tgdm(dataset, leave=False}:

T R inputs = inputs.to(device)

labels = labels.to(device)
outputs = model (inputs)

loss = criterion{outputs, labels)
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Experiment and Results

Dataset A

Benign - Windows native clean software and programs
(21,854)

Malicious — Sample from Virus Share (43,967)
BRIV E/EE . BEl Binary ERIPH A Microsoft ZHEMAERRMEXD

Dataset B
Small dataset

Benign and Malicious — Sample from anti-virus partners (200, 000 for each)
Malicious samples from das-malwerk.herokuapp.com

Large dataset
Benign and Malicious (1,011,766), total 2,011,786 samples.

MEEEA AUC E5RIE 2
FRIRBE ~98.5% BEEL n-gram F5E89 93.4 ~ 97% EHI=
&R A PE Headers 9150 MMEAIZER ~92%
#1053 F PE Headers ( 5] 4096 bytes ) HRIZR&RIE ?
AR EZREAEEIEME section data & -

Analysis of the sparse-CAM for 224 randomly selected binaries by an expert

I EWETCEIET ENES VR e R o EY el gl alele [N ETe#39-4 2% of it's most important

features located outside of the file headerlllglsElgd(edV]ETRVR-E\WAIglo [{o=1{lo]gE-No )i

both executable code and data containing discriminative features.

Keep the Operation Running
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Malware Detection in Executables
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Nov 21,2017 ) +2 Like = Discuss (4)

By Jon Barker

Train set Test set Our model AUC  Byte n-grams AUC  PE-Header Network
Group B train (small)  Group A 98.5 98.4 97.7

Group B train (small) Group Btest 95.8 97.9 914

Group B train (large)  Group A 98.1 93.4 -

Group B train (large)  Group B test 98.2 97.0 -

Table 1: Performance of malware detection models on Group A and Group B test sets when trained on
both the small (400,000 samples) and large (two million samples) Group B training sets.

Section Total PE-Header  .rsrc text UPX1 CODE .data .rdata .reloc
Malicious 26,232 15,871 3315 2,878 697 615 669 383 214
Benign 19,290 11,183 2653 2414 596 505 423 243 77

Table 2: Important features by file section, as determined by the non-zero regions of the sparse-
CAM mapped to the output of the PE-file.
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Problem of the MalConv

EHE9 NVIDIA BB EEXEMItAENEEE R OEESERT Classifying Sequences of Extreme Length with Constant Memory
. . Applied to Malware Detection
128GB £ GPU Bi-F REESRS 55 ~2MB A/)E) EXE = PP
HBHTIE  BARMBRAEZMESERIEQQ Edward Raff, >3 William Fleshman, * Richard Zak, '3
Hyrum S. Anderson, ° Bobby Filar, © Mark McLean '
Ma ICO nv2: I Laboratory for Physical Sciences, > Booz Allen Hamilton, 3 University of Maryland, Baltimore County

*1.S. Army, * Microsoft, % Elastic
(AAAI 2021) “Classifying Sequences of Extreme Length with Constant

Memory Applied to Malware Detection” R . i
Despite its simplicity, MalConv was the first architecture

VRAM < 2GB for 2,0000,0000 time steps ~ 16GB A/A9#E to demonstrate that neural networks could learn to perform
BRMEHED - MELLR PEERHERAE malware detection from raw bytes and the first to show classi-
( EFiE ARANERNA 4096 bytes B9 headers ) — (BFAZI DGR | fication over time series/sequences of up to 7' = 2, 000, 000

EEYERSERE FSEREALE - =8 - 8 - Elastic BE3E steps. However, only the first 2 MB of the input was pro-
=8 2 AE AR cessed in training MalConv because it required 128 GB of

GPU memory to train on a batch of 256 files up to the 2MB

limit. This is owing to the large memory cost of performing
an embedding and convolution over a time series of 2 million
steps (1 for each byte), and the resulting activations alone re-
quire almost all of the GPU memory. Every subsequent work
we are aware of has processed less than the original 2 MB
cap.

Keep the Operation Running % tExOne
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https://arxiv.org/abs/2012.09390
https://github.com/FutureComputing4AI/MalConv2

Challenge of chunk strategy

AAAI'21 - Classifying Sequences of Extreme Length with Constant Memory Applied to Malware Detection
IZIEE A LIZRERENS ? foisie A3
Y] Chunk #ERIBHARITIE ? H—RIFART - BERZBIFLERAKTT
(Problem 1.) AAAI Workshop’18 - Malware Detection by Eating a Whole EXE

2.1 Relate Work & 4.1 On Failed Architectures “In addition to the difficulties in dealing with the unusually long sequences that we confront, we must also contend witha lack of information flow. When
making a benign/malicious classification of a binary we obtain only one error signal,which must be used to inform decisions regarding all 2 million time steps.“

(Problem 3.) Appendix C - Windowing Artifacts
(Problem 2.) B R{EMEBREZEESHER/REFAAM -t EN L T XIREMNRZSHRIXER

Ransomware: File Encryption + Enumerate Files + Delete Shadow Copy

Shellcode Runner: asm_payload @ .data + __asm call rax @ .text RanByte
Packers: Memory Decryption + PE Loader [ Tl j

To demonstrate why this i1s important in malware detec- Conv Conv Conv
tion, consider that a common feature to learn/extract 1s the

. . . . . . v h 4 A 4
use of encryption libraries, which may indicate, for example, RNN RNN RNN
functionality common in ransomware. However, if the pro-
gram does not access the file system, the use of encryption
becomes less suspicious and less likely to indicate malware.
In its current embodiment, it is impossible for MalConv to *
learn logic like this because the presence/absence of the asso-
ciated information may be in disparate regions ot the input, Figure 3. “Chunk” strategy where the embedding is split into parts.

_ _ and the receptive \fVlIldOW gﬁ the network (512 bytes) is far Dashed lines indicate outputs that were split into parts. Boxes with
SRR Opeation Running smaller than most inputs (2" bytes). gray backgrounds and the same name indicate weight sharing.

(Fully Connected)




Challenge of chunk strategy

Traditional Attention: Attention mechanisms have demonstrated considerable success in capturing long term dependencies
among sequences (Luong, Pham, and Manning|2015; |Vaswani et al.|2017; Lin et al.|2017; Devlin et al.|[2019). Unfortunately,
these global attention mechanisms require a quadratic increase in memory and runtime with sequence length. We explored several
applications of attention including those from document classification (Yang et al. 2016} Zhang, Marshall, and Wallace|2016)
which is the most similar NLP application to our domain. These works were limited to sequences several orders of magnitude
smaller than what we require and took advantage of sub-document structure such as sentences to further reduce complexity.
Current attention mechanisms remain intractable for our use case, with estimated epoch training times of at least 1 century
for every method we have tried. This leads to our proposed GCG method the only viable mechanism for capturing long range
dependencies in extremely long sequences with minimal additional overhead.

(Problem 2.) B R{EMNEREZESHERAH R - R BN E T XSREMB SR NE

Ransomware: File Encryption + Enumerate Files + Delete Shadow Copy

Shellcode Runner: asm_payload @ .data + ___asm call rax @ .text

Packers: Memory Decryption + PE Loader

ARTICLE | & FREE ACCESS
Attention is all you need Is not you need

Authors:. Ashish Vaswani,. Noam Shazeer,. Niki Parmar,
. Jakob Uszkoreit,

NIPS'17: Proceedings of the 31st International Conference on Neural

Information Processing Systems
Keep the Operation Running % txone
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New Additive Attention for Convolutional Network

#Zx Chunk 223 %k - Global Channel Gating (GCC)

To endow our network with the ability to learn such relationships while retaining

computational tractability, we develop a new attention inspired gating approach we call
global channel gating (GCG).

The idea is that given a long time sequence with C channels, X = {X;, X5, ..., X;} where
X; € R¢, we want to globally suppress certain time steps based on the content of all
channels. We approach this in a style similar to the gated linear unit and the additive
attention (Dzmitry Bahdana et al. 2015), using a learned context g € R¢ as shown in

Equation 1:
GCCy (xt,5) = v - o(X; - tanh(WT g))
(Temporal M- Pooting)
v
Raw Byte —{Elnbeddinb :l [Fully Connected i >

Figure 1: Original MalConv architecture (Raff et al.|2018))
with &~ 1M parameters, but required 128 GB of GPU RAM

to train. ® indicates element-wise product, and o the sigmoid
activation.
Keep the Operation Running

4 Global Channel Gating

With an efficient method for handling large input sequences,
we can explore a broader set of neural network architectures.
In particular, we note a weakness in the original design of
MalConv: the use of temporal max-pooling after a single
convolutional layer results in a somewhat myopic model:
learned features are purely local in nature. That is, with the
existing architecture, the model output does not consider
interactions between features that are far apart in time within
an input sequence/file.

Chunk 1
A

IrIIIlIIIIl-III |

> L >

F C Layers
|Y| I I . l I I MaxPool & Softmax
® ::

Figure 2: Diagram of Temporal Max Pooling with fixed mem-
ory. The original input (top) is a 1D sequence with 3 chan-
nels and is broken up into four chunks based on window size
W = 3. Without gradient computation/tracking, the maxi-
mum activation index is found within each chunk. Solid col-
ors show max values kept, “x’” max in chunk but no maxi-
mal. Winning indices are copled to a new shorter sequence
(bottom), which runs with gradient tracking. The result is the
same output and gradient, but fixed memory cost.




Gated Convolutional Networks
GCGyy(t,g) = @t - o(X¢ F tanh(W1G))

def gcg(self, X,|| _)_' G ) ?;.(’
# X.shape = (B, C) -

B, T, C = X.size(0), X.size(l), X.size(2)
oy

Context

# create context vector z = tanh(WTg) /’_)

4 o] - | R T = o O ~
# self.w references a nn.Linear (C, C) I
"
< __layer 1 | Embed

n

4 = — T
¥ g.shape =

1D Conv

Temporal J I
Max-Pool |
I
R
|

[ Connected [ uiy

i
Lo R 1D Conv
1 51 7 e ] S =] (. D11 = neaa = (. I @)
LL L . —_ ' - r A 0d L - 4 d L = F — r - — —

— use as

z = torch.unsqueeze (z, dim=2) Input ————————————————— I T

Connected

N}
J
1
b

)
4
Y

[t
4
D

d

L
1L 11 na I =) O L -.?..f' .
rl_‘;“__L'_’“_E_r_"i’“___*_r_“_r_’i_fi”_?‘_*“’_“_“____
K ) ] "
| ¥_tmp = X.view(l,B+C,-1) I . 1D Conv - Temporal
:# apply a con ith B groups; each batch : . /’_) Ix1 Conv : Max-Pool
gets 1ts own context applied
I — ge ~ 7 YW T i ¥ =3¢ 3 0] 7 ~ I - -
1) Ll - . — T 7 > =
| # This computes r]'” forall t=1..T : . Embed .
lx_tmp = F.convld(x_tmp, 2z, groups=B) I ' G
I i . _ . . - i o " (]
# x tmp has a shape of (1 B T); re—-orden . .
| | o ; LeakyReLU | = "=
| == as (B, 1, T) : . ID Conv N . GCG
| = ~] . .
gates = x_tmp.view(B, &, =ty =~~~ = [ : Feature :

# effectively apply x tanh(WT T'xC __
i —’——'L—'—‘——“——[‘— —El(——l 9)) X eR = {1131,1:2,,..12131“}
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ROLFIE ~ BIKEEE
Ember2018 &£ ~ train/test samples = 600,000 / 200,000

In Table 2 we show the classification performance of all three models, and two
state of the art compression based methods LZJD and BWMD using 9-nearest
neighbor classification... As noted previously, parsing all of the input file is also
beneficial for thwarting the trivial attack of moving all malicious code to the end of
an executable.

We prefer evaluation on the Ember 2018 corpus because it is both large and
challenging. Our evaluations on the PDF corpus are done to show that our
improvements transfer toother file types as well. On our PDF corpus we obtain an
Accuracy of 99.16% and an AUC of 99.76%. MalConv withGCG improves this to
99.42% and 99.80%. Because PDF file are easier to processes, the baseline
MalConv is already nearing maximal performance.

Model Accuracy AUC
MalConv (2MB, Orig) 91.27 97.19
MalConv 91.14 97.29
MalConv w/ GCG 93.29 98.04
LZJD 73.43 84.98
BWMD 81.97 91.12

Keep the Operation Running

Model Time Per Epoch GPU RAM
MalConv (2MB, Orig) 21 hr 29 min 128 GB
MalConv 1 hr 10 min 1.1 GB
MalConv w/ GCG 4 hr 5 min 2.2 GB

5.4 Example of interactions over time with GCG

C2 URLs Internet Connectivity Benign Content

http://booomaahuuoooapl|. [ru/
http://eoufaoeuhoauengil . Jru/
http://maeobnacefhgoajol. Jru/
http:/fashihsijaediaehf].Jru/
http://plpanaifheaighail. Jru/

HutpQuerylnfoA GetModuleFileNameW
InternetOpenUrlA FindClose
FindNextFileW
SetFileAtuributesW
GetVolumeInformationW

InternetOpenA
WININET.dI
URLDownloadToFileW

(14,992 - 15,104)

GCGw(-,g) =

1,226 - 21.244)

(21,722 - 21,794)

0—10

Feature Imp et

Figure 7: The time steps 7' that feature content is found is
shown in parenthesis. g suppressed activations from benign
content, and increased focus on internet functionality/ This
shows GCG can related disconnected portions with no over-
lapping receptive field, learning complex interactions.
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Large-scale Threat Payload Hunting e.g. Phishing & Exploits

Phishing PDFs

“These jump links can be abused so that when hovering
the mouse over the link, the destination website might
look legitimate, tricking the user into thinking the last
website is also legitimate.”

www.broadcastingcable.com/common/jumplink.php?t
arget=URL_HERE

www.creatiblogs.es/index.php?obj=front&action=redir
ect&step=1&url=URL_HERE

c2n.me/43zBtcZ

MalConv with GCG Advantages

Able to identify and process information across
multiple file formats

Example: Activation detected on a JPEG zip-encoded
within a PDF file

Reduces the complexity of feature engineering needed
for handling varied format interactions.

Keep the Operation Running
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Figure 8: Make 800 Euros per day, so easy, even newbies can do it

000a5028b6b95abd90b7cfa9070fd8a26222c0blede27621cebflae5a20b646a: MalConv pointed at the sequence
/MediaBox [0 0 595.280 841.8%0] /TrimBox [0.000 0.000 595.280 841.890] as being malicious.
It’s not certain what exactly in this sequence is malice, but a quick search engine search for this string yielded search results for
new malicious PDFs with the same sequence.

00014d95af10a46fa638a0472ef1495¢28103509cd5868f8ca87ee921f95de00: Was identified by MalConv as being malicious,
and the /OpenAction sequence was identified as a contributing factor. This causes Adobe Acrobat to execute a block of
JavaScript immediately when the document is opened, which is likely the exploit used in this malware sample.

Some PDFs had odd URLs which MalConv identified as being important for the malicious classification. Some of these URLs
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Takeaway

The dilemma of the Markov assumption on practical detection use
N-Gram/Seq2Seq is great, but Attention is expensive on binary detection
Yann LeCun proofed the possibility of NLP transformed into CNN solution.

Facebook Al Research also adopted the concept to use CNN on Transformer use.

Faster, Cheaper, better on semantics detection of large-context raw data problem.

Universal File Classification via Convolutional Approach

Without manual feature engineering, raw-bytes in/out simple design is better to
capture the subtle changes on the complex file structure of exploits/phishing
usages. And given a reasonable detected payloads as evident, , e.g. PDF, DOC

Keep the Operation Running
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