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1 EASY INSTALL 2 LOGIN WEBUI

curl -sO https-/packages
&& bash wazuh

JASON —

3 DEPLOY AGENT
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# wazuh.com

Blog Community Contactus @ In & () @ s G  seac Q

Wa Z U h & Platformv Cloud CTI  Documentation  Servicesv Partnersv  Company v Install Wazuh S Login
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Unified XDR and SIEM protection for endpoints
and cloud workloads. ‘ > s
-~ sy g
Install Wazuh Free Cloud Trial -

": ;'4'.4’.0.'-].: A A S wom ::;“; it ig SERALY = B

@ *$° Telefénica Qappj ebay - éll ls.é'c; '
Endpoint and Cloud Workload Protection

Wazuh unifies historically separate functions into a single agent and platform architecture.

Protection is provided for public clouds, private clouds, and on-premise data centers.
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Endpoints Wazuh central components

N k“ - Server
B T AR . E : . q j W. server cluster

Wazuh agent

5| Master node Wazuh users

: } , E— W. dashboard
Desktop : Analysis engine =

: : API
Wazuh agent -

Nodes communication

master- worker

Laptop

w——  Wazuh agent

5| Worker node j ) W. Indexer

:.—L .’A : | > :,, .i
E load balancer : Analysis engine Filebeat ——1 Wazuh indexer node

kS
Cloud instance )
® 1...n ® 1..n
Wazuh agent ‘ &

Wazuh indexer node

E Worker node

| . : Analysis engine Filebeat
r Virtual Machine : I
‘ Wazuh agent s :

---------------------------------------------------------------------------------------------------
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@ xdrl.jason.tools

= W. Overview

AGENTS SUMMARY

‘ ® Active (27)

Critical severity
® Disconnected (3)

0

Rule level 15 or higher

ENDPOINT SECURITY

ﬁ,} Configuration :_-Q Malware Detection
Assessment Check indicators of
Scan your assets as part compromise triggered by
of a configuration malware infections or
assessment audit. cyberattacks.

==| File Integrity Monitoring

Alerts related to file
changes, including
permissions, content,
ownership, and attributes.

SECURITY OPERATIONS

¢_5 PCIDSS n.ﬂ GDPR
Global security standard General Data Protection
for entities that process, Regulation (GDPR) sets

LAST 24 HOURS ALERTS

High severity Medium severity Low severity

/134 237,852

Rule level 12 to 14 Rule level 7 to 11 Rule level 0 to 6

&

THREAT INTELLIGENCE

Threat Hunting (O Vulnerability Detection
Browse through your Discover what applications
security alerts, identifying in your environment are
issues and threats in your affected by well-known
environment. vulnerabilities.

MITRE ATT&CK

Explore security alerts
mapped to adversary
tactics and techniques for
better threat
understanding.

CLOUD SECURITY

Docker aws Amazon Web Services
—T

Monitor and collect the Security events related to

activity from Docker your Amazon AWS

| ! i . |



# xdrl.jason.tools

B T B4 = W. Endpoints Deploy new agent j @

JASON TOOLS Lm E
uli” Ty Deploy new agent

° Select the package to download and install on your system:

< Linux
o Windows (XP~11/2025)
RPM amdé64 RPM aarch64 o - intel
</ m a C O S (Sierra~) DEB amd64 DEB aarch64
° @ For additional systems and architectures, please check our documentation .
o Solaris (10~11)

° Server address:
s/

This is the address the agent uses to communicate with the server. Enter an IP address or a fully qualified domain name (FQDN).

| H P - U X Assign a server address (7

192.168.1.116

—/ F re e BS D (OPNsense) @ ' Remember server address

e Optional settings:

0 LINUX =% WINDOWS @ macos

Apple silicon

By default, the deployment uses the hostname as the agent name. Optionally, you can use a different agent name in the field below.
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O & r1.jason.tools/ap
= W. Endpoints
STATUS
® Active (30)
@® Disconnected (3)
Pending (0)
@® Never connected (0)
Agents (30)
status=active
D Name IP address Group(s)
001 host-109 192.168.1.109 default
002 host-111 192.168.1.111 default
003 host-107 192.168.1.107 default
004 host-114 192.168.1.114 default
005 host-110 192.168.1.110 default
006 ipam 192.168.1.67 default

DETAILS

Disconnected

30 3 0

Active Pending

Agents coverage

90.91%

Last enrolled agent

win11-pro-1

Most active agent @

maili

@® Deploy new agent

Operating system Cluster node

O Debian GNU/Linux 12 node01
A Debian GNU/Linux 12 node01
O Debian GNU/Linux 12 node01
O Debian GNU/Linux 12 node01
C\ Debian GNU/Linux 12 node01
O Ubuntu 20.04.6 LTS node01

Never connected

C Refresh

Version

v4.8.1

v4.8.1

v4.8.1

v4.8.1

v4.7.3

v4.8.1

EV

30“

20

Count

10

| e

00:00

imestamp per 10

Y Export
WQL
Status
® active
® active
® active
® active
® active

® active



g TEM
JASON TOOLS L

[ G = @ xdrl.jason.tools d )
—A
ﬁ E E = W. Endpoints win10-pro-1 Inventory Data j ®
Software Network Processes (¢) win10-pro-1(029) X [3) Generate report
1 A Cores Memory Arch Operating system CPU Host name Board serial Last scan
\-/ é 8 10239.46 MB x86_64 Microsoft Windows 10 Pro 10.0.19... Common KVM processor WIN10-PRO-1 - Apr 16, 2025 @ 23:32:29.000
nm
|} - - i
‘%\ E% A\ W 4 Network interfaces (5) G Refresh cy Export formatted Network ports (94) C Refresh ch Export formatted
I“ EL-— g Search WQL Search WQL
Name T MAC State MTU T Local port Local IP address Process State Protocol
- N 3 ype p
< ‘é\ =J L E Loopback Pseudo-Interface 1  00:00:00:00:00:00 up 2147483647 80 > System listening tcpb
I‘\ Dy AR 2 06:7a:bd:6f:82:b8 up 1500 ethernet 80 0.0.0.0 System listening tcp
KM 3 00:09:0f:fe:00:01 down 1500 ethernet 123 - svchost.exe udp6
+
E | XM TERE O 2 5e:59:p1:8a:6f:00 up 1500 ethernet 123 0.0.0.0 svchost.exe udp
/ \ ,‘\ / ) EiEiEEs 00:ff:70:07:b7:08 down 1500 135 - svchost.exe listening tcpb
135 0.0.0.0 svchost.exe listening tcp
3 Rows per page: 10 v G s D
H I ’ ' H 137 192.168.1.208 System udp
N [ —|
<« & A \ 2 137 192.168.1.177 System udp
138 192.168.1.208 System udp
E EE %D ,% 138 192.168.1.177 System udp
E Rows per page: 10 v ¢G94 2 8 4.5 10 >

e —————————————————————
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# xdrl.jason.tools

= W Endpoints win10-pro-1
Software Network Processes
Cores Memory Arch
8 10239.46 MB x86_64

Processes (181)

Search

Name T PID
AggregatorHost.exe 1520

ApplicationFrameH

516
ost.exe
Copilot.exe 376
FCDBLog.exe 3196
FileCoAuth.exe 3720
FortiSSLVPNdaemo 5800
n.exe

FortiSettings.exe 5796

FortiTray.exe 3444

Greenshot.exe 9716

Inventory Data

Operating system

Microsoft Windows 10 Pro 10.0.19...

Parent PID VM size
3392 13000704
948 59375616
3584 297246720
2608 34746368
948 27168768
2608 14635008
2608 14213120
2608 35094528
3584 97595392

CPU

Common KVM processor

Priority

8

10

NLWP

26

23

95

() win10-pro-1(029) X [Z] Generate report

Board serial Last scan

WIN10-PRO-1 = Apr 16, 2025 @ 23:32:29.000

Host name

C Refresh iy Export formatted

WQL

Command
C:\Windows\System32\AggregatorHost.exe

C:\Windows\System32\ApplicationFrameHost
.exe

C:\Program
Files\WindowsApps\Microsoft.Copilot_1.2503
2.167.0_x64__8wekyb3d8bbwe\Copilot.exe

C:\Program
Files\Fortinet\FortiClient\FCDBLog.exe

C:\Program Files\Microsoft
OneDrive\25.051.0317.0003\FileCoAuth.exe

C:\Program
Files\Fortinet\FortiClient\FortiSSLVPNdaemon
.exe

C:\Program
Files\Fortinet\FortiClient\FortiSettings.exe

C:\Program
Files\Fortinet\FortiClient\FortiTray.exe

C:\Program Files\Greenshot\Greenshot.exe

S ————————————————



@ xdrl.jason.tools

Eig THME

= W. Endpoints win10-pro-1 Inventory Data j @
JASON TDODOLS _—
A LL —p <
\ ﬁ Software Network  Processes (¢) win10-pro-1(029) X [2) Generate report
i R==
Cores Memory Arch Operating system CPU Host name Board serial Last scan
8 10239.46 MB x86_64 Microsoft Windows 10 Pro 10.0.19... Common KVM processor WIN10-PRO-1 - Apr 16, 2025 @ 23:32:29.000
)\ A
Windows updates (146) C Refresh chy Export formatted

O HRERE | -

Update code T

A é)-l_ I_\_I KB2267602
O HEEZTE

KB2478063
- -
o/
ZJN N " KB2544514
KB2600211
7
o REtwmEE |
KB2693643
KB4023057
E 1
- I E % KB4052623
Rows per page: 10 ¢ 1 23 4 5 15 >

e ———————————————————————




@ xdrl.jason.tools

Eig THME

\ —_A ? = W. Endpoints win10-pro-1 Inventory Data j @]
ﬁﬁ..“ﬁ H =
Rows per page: 10 v ¢ % 2 B3 4 5 15
) A
| | é Packages (97) C Refresh iy Export formatted
=~ J
Search WQL
\ - -
Z‘%\ E% AW A i% Name T Architecture  Version Vendor
&/ ] 1\ L § 3D Builder x86_64 20.0.4.0 Microsoft Corporation
7-Zip 21.07 (x64) x86_64 21.07 Igor Paviov
) =J1L r==
- — BIG-IP Edge Client Components (All Users) 686 72.2022.0412.1126 FS Networks, Inc.
1 =)74
! CPUID CPU-Z 2.09 x86_64 2.09 CPUID, Inc.
z “ CalDavSynchronizer 1686 43.0 Gerhard Zehetbauer
Check_MK Agent 1.2.6b5 1686
= ZINm E 7
Cortana x86_64 4.2308.1005.0 Microsoft Corporation
l—\—l H:t I_' E CrystalDiskMark 8.0.4a x86_64 8.0.4a Crystal Dew World
)
A" 4 Q & A F‘ Duplicati 2 x86_64 2.0.6.3 Duplicati Team
FileZilla 3.67.1 1686 3.67.1 Tim Kosse
| ,én EE %3 ’% Rows per page: 10 v ¢G:3 2 8 4 S 10 >

| )




%t # xdril.jason.tools

Eig THME

= W. Threat Hunting j ©)

/ Dashboard Events () Explore agent [3) Generate report

[3) Search DQL v Last 24 hours Show dates C Refresh l

manager.name:edrl | (5 (P Add filter

JIT1
244 948 10 £ 74,238
T I—& $E - Total - - Level 12 or above alerts - - Authentication failure - - Authentication success -
=
5

Top 10 Alert level evolution Top 10 MITRE ATT&CKS
L § L} 10,000 @3 Valid Accounts
— — e )
— — 5 P\ ‘.“% " *» Sudo and Sudo Cac...
— — o\ >
e/ DI AAN n ‘ 8,000 4 | ® Stored Data Manipu...
4 I N 7 : @ Modify Registry

6,000 ' » 10 AR Remote Services

\ . 4 ] , ®o ‘,‘1-' 3 Email Collection

— :ﬁ 4.000 ® 12 ) I". Brute Force
u — \ \ — D 6 ) - Data Destruction

' \
DIL’ DAL 2,000 @ File Deletion
\ ® Network Denial of S...
‘ I I I 00:00 03:00 06:00 09:00 12:00 15:00 18:00
\_ timestamp per 30 minutes
ﬁ I “ Top 5 agents

Alerts evolution - Top 5 agents

Count

® dci 8,000 @ dei
— @ maill I ® mail

— & mii> K560 = ® mail2
<’/ W i i
\ AN

| it-ts

it-ts

Count
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File Integrity M... win10-pro-1 j @

BT | = w.
1=

Dashboard Inventory Events (9) win10-pro-1(029) X [3) Generate report

‘ FI q 5] Search DQL =R Last 3 days Show dates G Refresh
\ |

manager.name: edr1 | rule.groups: syscheck  agent.id: 029 ’53 (—I—) Add filter
IO/~ H =7 @ «

Most active users Actions Events
? z *n # 400 ® modified
ZIN ’ 1\ E > 4 I ~ E (4.02%) ted (1.1%) 7N / \ ,_,.// @ deleted

‘ Ty T — 300 P N 8 o
_ "; e A’:» ‘_2‘||L;<._ T?}:;\ N N @ added
i (17.59%) - e - ~ v
N a3 ?‘/}’ \,,,.\'
/ — ' 200

\\l’
; =
~ [ |
I
N N =
= L
Count
=
o

‘- .-_\_'-- ‘/,-’: .\/ \\':;-\_'.-\.‘.—‘ ﬁl_.\/.:‘,',_l
\ o e —— :.\_,.,‘- SYSTEN’ \‘:"-:f;,;j._.::-\\:', o
2 =3 0
Y modified 2025-04-13 12:00 2025-04-14 12:00
é; — timestamp per hour
nJu A
Files added Files modified Files deleted
@ HKEY_LOCAL_MAC... @ HKEY_LOCAL_MAC... @ HKEY_LOCAL_MAC...
E I -\ @ HKEY_LOCAL_MAC... @ HKEY_LOCAL_MAC... e @ HKEY_LOCAL_MAC...
/N @ HKEY_LOCAL_MAC... N HKEY_LOCAL_MAC...
\\\' o
@ HKEY_LOCAL_MAC... L
"1 |‘I
HKEY_LOCAL_MAC-... i
/ —— NS
{ ‘4
A
& /‘ I.'/"
] 4




W' Wazuh - Wazuh

EETEf O [£4 https://edri.jason.tools/app/file-integrity-monitoring#/o gy v Q#Es
§Q ’|\¢ = W. File Integrity Mo... win10-pro-1 j ®
X

c:\users\jason.jason\appdata\local\microsoft\edge\user
data\default\cache\cache_data\data_1

o - I\\H V' Details
— @ Last analysis @ Last modified ® User
\\/ Vi
! Sep 19, 2024 @ 12:33:57.000 Sep 19, 2024 @ 12:29:11.000 &

1\\\
ser 1Ze
® UserID ] Si
= 10.76 MB
e/ /EIE 1 s MDs5 s SHA1
0d58b360061386d07ec201a1b32dal48 49bee78c52308819bi6157823fc872035414a8d

% \/ SHA256
- R 9bebed61bc1c0288448620d8f1e5810b83899f2bb9004437519d7¢41130bfe8
@] Permissions

Vv Recent events 222 hits
Search DQL v Last 24 hours Show dates C Refresh
+ Add filter

Time Action Description Level RulelD

T ————————————
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@ xdrl.jason.tools

= W. File Integrity M... mail1

Jetc/crontab
v Details

@ Last analysis

User ID
0

(O

[:] Size

1009 Bytes

SHAI1

@ Permissions
rw-r--r--

Search

& @ Add filter

Time

Apr 15, 2025 @
20:48:03.845

Rows per page: 20 ~

S ————————

Apr 15, 2025 @ 20:48:03.000

3775c2bf4eSfdalb10d1764a5c6dbbc7e679¢9dd

v Recent events (]

@ Last modified ® User
Apr 15, 2025 @ 16:09:02.000 = root

(ng Group (ng Group ID

=" root o

C‘Q Inode w MDS
131958 059d0fSb206284e89deccdb817af3d0b
o SHA256

05ad226fece67cal4eB8bB8c366152ec338879e50ca826803702feflbecb91d2c9

DQL v Last 2 days Show dates C Refresh

1 hit
Apr 13, 2025 @ 21:43:46.544 - Apr 15, 2025 @ 21:43:46.544

Action Description Level Rule ID

. Integrity checksum
modified 7 550
changed.
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# xdrl.jason.tools

W Wazuh

= W. Vulnerability Detection j ®

Dashboard Inventory Events (¢) Explore agent

[5] Search DQL C Refresh

wazuh.cluster.name: edrl Evaluated Under evaluation @- (_—B Add filter

Critical - Severity

478

Low - Severity

7,923

Medium - Severity

3,063

High - Severity Pending - Evaluation

Top 5 vulnerabili... ¥~ Count - Top50S v Count Top 5 agents ~ Count Top 5 packages ~ Count -
CVE-2022-27943 96 Ubuntu 20.04.6 LTS (Focal Fossa) 6,947 maill 3,109 linux-image-5.4.0-21 2,782
CVE-2022-3219 92 Ubuntu 22.04.5 LTS (Jammy Jellyfish) 3,956 mail2 2,990 linux-image-5.4.0-21 2,776
CVE-2023-7008 79 Debian GNU/Linux 11 (bullseye) 1,046 mon5S 1,799 linux-image-5.15.0-1 1,385
CVE-2023-4039 72 Debian GNU/Linux 12 (bookworm) 1,014 push4 1,622 linux-image-5.15.0-1 1,026
CVE-2025-1217 03 macOS Sequoia 891 erpl 871 macOS Sequoia 360

Most common vulnerability score Most vulnerable OS families Vulnerabilities by year of publication

ubuntu i
o - [ 2,000 @ High
o "
g 7E — 800 ® Medium
< ]
2 . o = @ Critical
acos
® 43 - T 40
~
Q
£ 47 N 20
3
> 53 - windows I a
a a
59
2
- o o c o - o o
8 S S S S S S S
- o o % 0 @ LS 0500 10C0 1500
Count Count vulnerability.published_at per year

T ————————————
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il i) 32 55

CVE ZEEIRIZHE 1

Vulnerability details

t

package.name

package.path

FortiClient VPN

C:\Program Files\Fortinet\FortiClient)

package.size %)

package.type win

package.version 7.9.8.8427

vulnerability.category Packages

vulnerability.classification CVSS

vulnerability.description An exposure of sensitive information to an u
nauthorized actor vulnerability [CWE-280] i
n FortiClient for Windows 7.2.8, 7.8 all ver
sions, 6.4 all versions, 6.2 all versions, L
inux 7.2.9, 7.8 all versions, 6.4 all versio
ns, 6.2 all versions and Mac 7.2.8 through
721 70 all vereinne A 4 all vereinne

vulnerability.detected_at Apr 15, 20825 @ 22:17:57.279

vulnerability.enumeration CVE

vulnerability

vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.
vulnerability.

vulnerability.

on

wazuh.cluster.

.id CVE-20823-37939

vulnerability.

published_at Oct 11, 2023 @ 61:15:12.000

reference https://fortiguard.com/psirt/FG-IR-22-235 (/

scanner.source National Vulnerability Database

scanner.vendor Wazuh

score.base 3.3
score.version 3.1
severity Low
under_evaluati false

name edr

wazuh.schema.version 1.98.8



@ xdrl.jason.tools

R

, = W. NIST 800-53 i @
B TE

/\_ *ﬁ, % 7‘;& Dashboard Controls Events () Explore agent @ Generate report

Search DQL v Last 24 hours Show dates C Refresh ]

manager.name: edr1 || rule.nist_800_53: exists | (5) (P Add filter

\-/ P ( I D S S Most active agents Top 10 requirements over time ooo Requirements distribution by agent

@ mail AU14 120,000
® mail2 5,000 ;. ® AC.7
® mg! | ® ACH 100,000 |
1
‘ ® dc 4000 {1 ® si.7
\/ : 1 Stenate 80,000 |
@ host-111 | Loid Lo minA cacssinesterngey o | Sl.4
host-109 = 3000 | | SA11 E |
./.“ g JODJ | v ‘ g GI:X,COO ‘
4 ‘ ® host-110 S ® AUSB o

‘\/ @ host-108 2,000 | | ® aco 40,000
\_/ @ host-107 :

@® win10-pro-1 1000 |\ : A 20,000

o A Y 0
0 - e ¢ - 32) <t
03:00 06:00 09:00 12:00 15:00 18:00 21:00 S o ¢ S o
U — timestamp per 30 minutes Agent

Alerts volume by agent Stats Top 10 requirements

AU14 | 0 - 5,000 AU.14
Y/ AC [ 5,000 - 10,000 ® AC.7

018

002
010

1

~J

ACS 10,000 - 15,000 179,703 ® AC6
S1.7 15,000 - 20,000 Total alerts ® si7
~NW, ,fi-.\
ey 20,000 - 25,000 R Si.4
SAN .

S — 25,000 - 30,000 " SA11

\/j E% 1% AUS W =

/198 7R e 30,000 - 35,000 S ® AU
., 35,000 - 40,000 - AC.9

S ++ i
@ng $ "\Ei i ® 40,000 - 45,000 12 Si.3
== NwoerNsoosoan~mpn o @ 45000-50000 Max rule level detected AU.5
S c5cc°cs588383ca88c°c0b8 3
| — / =4 = Agent
{ BERRES g
_/_\E X = /3

S —————————————
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@ xdrl.jason.tools

, BET RS

ABDO M [-X-3% 1

Threat hunting report

Browse through your security alerts, identifying issues and threatsi

@ 2025-04-15T723:39:50 to 2025-04-16T723:39:50
Q manager.name: edr1

Top 10 Alert level evolution

03:00 06:00 09:00 12:00 15:00
timestamp per 30 minutes

Alerts evolution - Top 5 agents

Count

03:00 06 09:00 12:00 15:00 18:00

timestamp per 30 minutes

21

Jason Tools Co., Ltd

# xdri.jason.tools

service@jason.tools
HETRHE https://www.jason.tools

ARD COoOLs

Inventory data report

ID  Name |P address Version Manager = Operating system Registration date

014 host-111 192.168.1.111 Wazuhv411.1 edr] Debian GNU/Linux 12 Mar 29, 2025 @
15:11:09.000

Last keep alive
Apr 16,2025 @
23:40:58.000

Hardware information

* 16 cores
¢ ntel(R) Xeon(R) D-21411 CPU @ 2.20GHz
e 125.46GB RAM

Operating system information

e Linux
#1 SMP PREEMPT_DYNAMIC PMX 6.8.12-4 (2024-11-06T15:042)
x86_64
6.8.12-4-pve
Debian GNU/Linux 12 (boockworm)

Packages

Name Architecture Version Vendor

defusedxml 071

Description

Im-sensors 1:3.6.0-71 Aurelien Jarno
<aurel32@debian.org>

utilities to read
temperature/voltage/fan
SENSOrs

libglusterdD amade4d 10.3- Patrick Matthal
<pmatthaei@debian.org>

GlusterFS glusterd
shared library

python3-singledispatch all 2 Debian Python Team
<team+python@tracker.debian

org>

single-dispatch generic
functions for Python

thin-provisloning-toois ) Debian LVM Team
<team+lvm@tracker.debian.org

Tools for handling thinly
provisioned device-
mapper meta-data

libragmO 0.7.0-41 00mmQO D0 @nhel B
Mahmoudy)
<aelmahmoudy@users.sourcefo

rge.net>

Library for complex text
layout

ksm-control-daemon I 1 Proxmox Support Team
<support@proxmaox.com>

Kernel Samepage
Merging (KSM) Tuning
Daemon

libradosstriperi Ceph Malntainers <ceph
maintainers@ceph.io>

RADOS striping interface

Jason Tools Co., Ltd

Page 1 of 46







Eig THME

JASON TOOLS

=
Ry

e

e Fh FE
o Defender
o ClamAV

Document Detalls

=

data.

data.

me

data.

data.

de

data.

data.

me

data.

data.

data.

data.

data.

data.

data.

data.

data.

data

View View single
surrounding document 2
documents

win.eventdata.source ID 4

win.

win.

win.

win.

.eventdata.threat Ng Trojan:Script/Wacatac.H!ml

win.

win

win

win.

win.

win.

win

win.

win.

win.

win

eventdata.source Na Downloads and attachments

eventdata.state 1

eventdata.status Co 1

eventdata.threat ID 2147814524

eventdata.type ID 8

system.

system.

system.

.system.

system.
system.

system.

cvetTem .

.eventdata.type Name FastPath

channel Microsoft-Windows-Windows Defende
r/Operational

computer winl1@-pro-1.jason.tools

eventID 1116

eventRecordl 58595

keywords OxB80600600000000000

level 3

message "Microsoft Defender Antivirus ha
s detected malware or other pote
ntially unwanted software.
For more information please see
the following:

https://go.microsoft.com/fwlin
kK/21inkid=2742ARname=Trnian 'Srri

oncode %)



. Vi Vi ingl
Document DetailS  swrounding  document

documents

Eig THME

ALl Eljj BTJ_ .l.-lE 3I- Table  JSON
'lﬁ Inn DR t _index wazuh-alerts-4,.x-2025.84.16
E t agent.id 831
192.168.1.142

t agent.ip

e o Defender

t data.extra_data Win.Dropper.Upatre-74920834-0
@B - ( la l I IAV t data.id 2a49e153eb3e6046c73328c2e3c75¢c3c

t data.url fopt/xilLqgAec6.zip

t decoder.name clamd

t decoder.parent clamd

t full_log Apr 16 ©4:27:15 oxidized2 clamd[24

70820): /opt/xiLqAec6.zip: Win.Dro
pper.Upatre-74920834-8(2a49e153eb3e
6046c73328c2e3¢c75¢3¢:39719) FOUND

t id 1744777635.125619152
t dinput.type log

t location journald

t manager.name edr

t predecoder.hostname oxidized?2

t predecoder.program_name clamd

t predecoder.timestamp Apr 16 84:27:15

t rule.description ClamAV: Virus detected




Eig THME

JASON TOOLS

=
(Rs

e

B X A

<~ OPNsense

@ xdrl.jason.tools

Count

W. Threat Hunting

A0 1K

06:30 07:00

Export Formatted
J» timestamp v
Apr 16, 2025 @ 12:20:18.101
Apr 16, 2025 @ 12:20:18.101
Apr 16, 2025 @ 12:18:52.615
Apr 16, 2025 @ 12:18:21.00:
Apr 16, 2025 @ 12:18:04.19¢
Apr 16, 2025 @ 12:14:21.379
Apr 16, 2025 @ 12:04:38.811
Apr 16, 2025 @ 12:04:38.811
Apr 16, 2025 @ 12:02:42.07
Apr 16, 2025 @ 12:02:42.069
Apr 16, 2025 @ 12:01:35.685
Apr 16, 2025 @ 11:51:01.131
Apr 16, 2025 @ 11:40:46.253
Apr 16, 2025 @ 11:40:46.253

Apr 16, 2025 @ 11:40:16.139

? 1107 available fields &

router-005.jason.tools

07:30 08:00

J @
110 III d | III
30

08:30 09:00 09:30 10:00 10 11:00 1130 12:00

timestamp per S minutes

41 hits

Apr 16, 2025 @ 06:00:12.289 - Apr 16, 2025 @ 12:35:30.093

agent.name

router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools
router-005.jason.tools

router-005.jason.tools

‘= Columns Density

T 1fields sorted Full screen

v rule.description v rule.level v rule.id v
syslog: User authentication failure. 5 2501
syslog: User authentication failure. 5 2501
syslog: User authentication failure. 5 2501
Multiple OPNSense firewall blocks events fro... 10 87702
Wazuh agent started. 3 503
Wazuh agent stopped. 3 506
syslog: User authentication failure. 5 2501
syslog: User authentication failure. > 2501
syslog: User authentication failure. 5 2501
syslog: User authentication failure. S 2501
Wazuh agent started. 3 503
Wazuh agent stopped. 3 506
syslog: User authentication failure. 5 2501
syslog: User authentication failure. 5 2501
Multiple OPNSense firewall blocks events fro... 10 87702




W. Discover wazuh-alerts-4.x-2025.04.16#-sxDPZYBo2fMODdu09pE j

t predecoder.timestamp Apr 16 14:22:55

t previous_output

Eig THME

‘\ /, ZEIZEI Apr 16 14:22:54 router-885.jason.tools filterlog[2965@8]: 76, ,,badf9fd7b835
[::] 23686df3cda925091a44, pppoed, match, block, out,4,0x8, , 63, 58873,08, none, 1, icmp,
84,220.132.181.91,142.2508.196.195, datalength=64

Apr 16 14:22:53 router-985.jason.tools filterlog[29856]: 76,,,badf9fd7b835

E 23686df3cda925091a44, pppoed,match, block, out,4,0x8, ,63,48376,0,none, 1,1icmp,
84,220.132.181.91,142.250.196.195, datalength=64

| O P N | Apr 16 14:22:52 router-9065.jason.tools filterlog[29856]: 76,,,badf9fd7b835

1’—1: - S e n S e 23686df3cda925091a44, pppoed,match, block, out,4,0x8, ,63,44539,6, none, 1,1icmp,
84,220.132.181.91,142.2508.196.195, datalength=64

Apr 16 14:22:51 router-885.jason.tools filterlog[29850]: 76,,,badf9fd7b@35

Count

A
A 23686df3cda925091a44, pppoed,match, block,out,4,0x9, ,63,52384,0, none, 1, 1icmp,
| 84,220.132.181.91,142.250.196.195, datalength=64

@B & Apr 16 14:22:50 router-885.jason.tools filterlog[290858]: 76,,,badf9fd7b835
3 23686df3cda925091a44, pppoed, match, block, out,4,0x9, ,63,48211,8,none, 1, icmp,
Q 44,220.132.181.91,1.1.1.1, datalength=24
B Apr 16 14:22:50 router-965.jason.tools filterlog[29658]: 76,,,badf9fd7be35
3 23686df3cda925091a44, pppoed,match, block, out,4,0x8, ,63,14476,8, none, 1, icmp,
@ 84,220.132.181.91,142.250.196.195, datalength=64
) Apr 16 14:22:49 router-885.jason.tools filterlog[2965@]: 76,,,badf9fd7b835
& 23686df3cda925691a44, pppoed, match, block,out,4,0x8, ,63,28476,08,none, 1, icmp,

84,220.132.181.91,142.2508.196.195, datalength=64
@ Apr 16 14:22:48 router-985.jason.tools filterlog[296858]: 76,,,badf9fd7b835
23686df3cda925691a44, pppoed,match, block, out,4,0x0, ,63,60030,08,none, 1, icmp,
84,220.132.181.91,142.250.196.195, datalength=64
[Q Apr 16 14:22:47 router-885.jason.tools filterlog[2965@8]: 76,,,badf9fd7b@35
23686df3cda9250891a44, pppoeld,match, block,out,4,0x8, ,63,46179,08, none, 1, 1icmp,

Q 1368,220.132.181.91,17.253.117.2081,datalength=1348

[ Apr 16 14:22:47 router-9085.jason.tools filterlog[2985@6]: 76,,,badf9fd7b835
) 23686df3cda925091a44, pppoed,match, block, out,4,0x8,,63,56153,8,none, 1,1icmp,

84,220.132.181.91,142.250.196.195, datalength=64

Q] Apr 16 14:22:46 router-9065.jason.tools filterlog[29856]: 76,,,badf9fd7b835
& 23686df3cda925091a44, pppoed,match, block, out,4,0x8,,63,47113,8, none, 1,1icmp,
= 1368,220.132.181.91,17.253.117.2081,datalength=1348

QY

‘ t rule.description Multiple OPNSense firewall blocks events from same source.

£ rule.firedtimes 1




Eig THME

JASON TOOLS

=
Ry

e

IDS/IPS

o Suricata
(OPNsense

@ xdrl.jason.tools

= W. Threat Hunting router-005.jason.tools j @

=

2

o

h I II

R i i N T sl e s = e I i i I
06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30 11:00 11:30 12:00 12:30
timestamp per S minutes
237 hits
Apr 16, 2025 @ 06:00:12.989 - Apr 16, 2025 @ 12:37:12.208
(" Export Formatted @ 1107 available fields @ = Columns Density ¢ 1fields sorted Full screen
@ timesta... v agent... - rule.description v rule.level v rule.id
[y Apr16,2025... router-005 Suricata: Alert - OPN_Social_Media - Facebook - Related TLS SNI (facebook.com) 3 86601
[\ Apr16,2025... router-005 Suricata: Alert - OPN_Mail - Gmail - DNS request for gmail.com 3 86601
[6y Apr16,2025... router-005 Suricata: Alert - ET POLICY External IP Lookup Domain (ifconfig .me) 3 86601
[0 Apr16,2025... router-005 Suricata: Alert - OPN_Social_Media - Facebook - Related TLS SNI (facebook.com) 3 86601
[, Apr16,2025... router-005 Suricata: Alert - OPN_Social_Media - Facebook - DNS request for facebook.com 3 86601
[y Apr16,2025... router-005. Suricata: Alert - OPN_Social_Media - Facebook - DNS request for facebook.com 3 86601
[cy Apr16,2025... router-005. Suricata: Alert - OPN_Social_Media - Facebook - Related TLS SNI (facebook.com) 3 86601
[0 Apr16,2025... router-005. Suricata: Alert - ET DNS Query for .to TLD 3 86601
(6 Apr16,2025... router-005 Suricata: Alert - ET DNS Query for .to TLD 3 86601
[@. Apr16,2025.. router-005 Suricata: Alert - ET DNS Query for .to TLD 3 86601
[0 Apr16,2025... router-005. Suricata: Alert - ET INFO DYNAMIC_DNS Query to ath .cx Domain 3 86601
[0 Apr16,2025... router-005. Suricata: Alert - ET POLICY External IP Lookup Domain (ifconfig .me) 3 86601
[, Apr16,2025... router-005. Suricata: Alert - OPN_Social_Media - Facebook - Related TLS SNI (facebook.com) 3 86601
[ci Apr16,2025... router-005. Suricata: Alert - OPN_Social_Media - Facebook - Related TLS SNI (facebook.com) 3 86601
[cy Apr16,2025... router-005. Suricata: Alert - OPN_Social_Media - Facebook - DNS request for facebook.com 3 86601
& Naosic o oo oo < £ Z - (a ] s ] A 1L ~ )




Eig THME

JASON TOOLS

=
Ry

e

IDS/IPS

o Suricata
(OPNsense)

Count

"y Export Form

@ timests
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20
Apr 16, 20

Apr 16, 20

e

W.

data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.
data.

data.

Anat

Disc...

alert.

alert.

alert.

alert.

alert.

alert.

alert.

alert.

alert.

alert.

alert.

alert.

alert.

alert.

alert.

alert.

alert.

action
category
gid
metadata.
metadata.
metadata.
metadata.
metadata.
metadata.
metadata.
metadata.
metadata.
metadata.
metadata.
rev

severity

signature

wazuh-alerts-4.x-2025.04.164#38xQPZYBo2fMO...

attack_target
confidence
created_at
deployment
mitre_tactic_id
mitre_tactic_name
mitre_technique_id
mitre_technique_name
performance_impact
signature_severity

updated_at

alert.signature_id

app_proto

dest_ip

dest_port

direction

dns.query.id

dns.query

dns.query.

Anec e

.opcode

rrname

mrtunn

allowed

Potentially Bad Traffic
1

Client_and_Server
High

2022_11_21
Perimeter

TABB11
Command_And_Control
T1568
Dynamic_Resolution
Low

Informational

2824 _12_01

2

2

ET INFO DYNAMIC_DNS Query to ath .cx Domain

20839814
dns
8.8.8.8
53
to_server
62,761

%

ilan-ns1.ath.cx

A

* rule.id

86601

86601

86601

86601

86601

86601

86601

86601

86601

86601

86601

86601

86601

86601

86601

AV

= -



@ xdrl.jason.tools

Eig THME

JASON TOOLS

V P N N\ 2? = W. Threat Hunting router-004.jason.tools j @
n/

Dashboard Events (¢) router-004.jason.tools (008) X

E Search DQL ~  Last 24 hours Show dates G Refresh

14: \/ O p e n V P N manager.name: edr1 = agent.id: 008 (’E‘) NOT rule.description: Log file rotated. x '.'3:{) Add filter
( O N |
PNsense

e

Count

12:00 15:00 18:00 21:00 00:00 03:00 06:00 09:00

timestamp per 30 minutes

S hits
Apr 15, 2025 @ 11:22:28.811 - Apr 16, 2025 @ 11:22:28.811
M Export Formatted s 1107 available fields @ = Columns Density ¢ 1fields sorted Full screen
Vv timestamp ~ agent.name v rule.description v~ rule.level v rule.id
[, Apr16, 2025 @ 11:21:00.21° router-004.jason.tools OpenVPN: User logged in 3 81801
[ Apr 15,2025 @ 13:27:42.729 router-004.jason.tools OpenVPN: User logged in 3 81801
[(y Apr 15, 2025 @ 13:09:40.260 router-004.jason.tools OpenVPN: Connection Certificate Failed 4 81803
[ Apr 15,2025 @ 13:09:40.218 router-004.jason.tools OpenVPN: Connection Certificate Failed 4 81803
[y Apr 15, 2025 @ 13:08:44.384 router-004.jason.tools OpenVPN: User logged in 3 81801

S ———————————




t Geolocation.country_name Taiwan

@ GeolLocation.location {
kﬁ? "lon": 121,
B[ =| " “ o,
VPN \EZ% = W. } lat”™: 23.5
Ll\‘7 d (008) ¥
Pesnoodi ¢+ _index wazuh-alerts-4.x-2825.084.16
Search_ ; agent.id pe8 Refresh |
\/ O V P N manager.namei
pe n t agent.ip 192.168.1.13
(O P N sSens e) ’ ¢ agent.name router-904. jason. tools
3 t data.srcip 42.79.195.155
° L. ! data.srcport 51087 I
t data.srcuser jason
t decoder.name openvpn
d Export Fo
L timee | decoder.parent openvpn E.
[ Apr16,! . , . 801
full_log Apr 16 11:20:59 router-884.jaso
[ ApriSg n.tools openvpn_server1[87862]: 8%
[ Apr15, 42.79.195.155:51887 [jason] Peer (803
@ Apr15,! Connection Initiated with [AF_IN |s03
@ Apr15,| ET]42.79.195.155:51087 801
t id 1744773660.112856101

‘ t input.type log PJ

t location /var/ossec/logs/opnsense_syslog.




Eig THME

JASON TOOLS

=
(Rs

e

e 5 bR bk

o Nextcloud

Count

(M Export Formatted

W. Threat Hunting
4
2
0 E =
00:C0 03:00

I timestamp ~
Apr 16, 2025 @ 23:03:43.10:
Apr 16, 2025 @ 23:01:52.57(
Apr 16, 2025 @ 23:00:36.173
Apr 16, 2025 @ 21:32:16.612
Apr 16, 2025 @ 21:32:15.277
Apr 16, 2025 @ 21:21:42.84:
Apr 16, 2025 @ 19:20:09.11¢
Apr 16, 2025 @ 18:34:46.016
Apr 16, 2025 @ 18:34:46.008
Apr 16, 2025 @ 18:34:46.006
Apr 16, 2025 @ 18:33:19.581
Apr 16, 2025 @ 18:33:18.177
Apr 16, 2025 @ 16:20:01.150

Apr 16, 2025 @ 13:41:13.717

filel

3 1135 available fields @

@ xdrl.jason.tools

06:00 09:00 12:00 15:00 18:00
timestamp per 30 minutes

45 hits
Apr 15, 2025 @ 23:03:53.720 - Apr 16, 2025 @ 23:03:53.720

l ll I
21:00

‘= Columns Density ¢ 1fields sorted Full screen
agent.name v rule.description ~  rule.level -
file1 NextCloud authentication failed. 6
file1 NextCloud FATAL message. 8
file1 NextCloud authentication failed. 6
file1 Wazuh agent started. 3
file1 Wazuh agent stopped. 3
file1 NextCloud ERROR message. 7
file1 NextCloud ERROR message. 7
file1 Wazuh agent started. 3
file1 Center for Internet Security Debian Fa... 5
file1 Wazuh agent stopped. 3
file1 Wazuh agent started. 3
file1 Wazuh agent stopped. 3
file1 NextCloud ERROR message. 7
file1 PAM: Login session closed. 3

rule.id

88212

88205

88212

503

506

88206

88206

503

19013

506

503

506

88206

5502




l;"b C L‘

@ xdrl.jason.tools

h +

wazuh-alerts-4.x-2025.04.16#YM4gP5Y...

Eig THE#S

Z AY 2 ﬁ 1 @timestamp Apr 16, 2025 @ 23:03:43.107 [
T

'\\ n Z1S t _index wazuh-alerts-4.x-20825.984.16 I
L

192.168.1.122 j:00

o Nextcloud e e

t data.@source Nextcloud

o

Table JSON

Count

. t agent.id 822

O :
E S t agent.ip

1 4
]

t data.app no app in context
(M Export Formatted
1 t data.data []
I timestamp ;I v rule.id v
3 t data.level 2 4
[@ Apri16,2025 @4 88212
— t data.message Login failed: admin (Remote IP: 192.168.1.260) -
[ Apr16,2025 @4 88205
E t data.method POST -
[ Apr 16,2025 @4 88212
e 1 t data.remoteAddr 192.168.1.200 =
&y Apr 16,2025 @4 503
1 t data.reqld s10chJyFtEaUB8oIprZEQ i
([0 Apr16,2025 @4 q d i 506
1 Lt 2025-04-16T23:03:41+08 : 006 i
@  Apri16,2025@4 ' data.time 88206
@ Apr 16,2025 @1 t data.url /login 88206
@  Apr 16,2025 @1 t data.user e 503
@ Apr 186, 2025 @; t data.userAgent Mozilla/5.8 (Macintosh; Intel Mac 0S X 18_15_7) AppleWebK I 19013
1 it/685.1.15 (KHTML, like Gecko) Version/18.3 Safari/6@5. s
@ Apr16,2025 @1 1.15 206
(&, Apr16,2025 @1 t data.version 30.0.6.2 503
[@  Apr 16,2025 @1 t decoder.name json 506
@ Apr16,2025 @1 ¢ id 1744815823 .243415469 88206
Apr 16, 2025 @ t 1input.type log 5502

location

manager.name

/var /www/nextcloud/data/nextcloud. log

edri




Eig THME

JASON TOOLS

=
(Rs

e

R 1

< Proxmox MG
o Zimbra
Postfix

Count

@ xdril.jason.tools

W. Threat Hunting mg1

100

80

60

40

20

0 . e TR e e . . . . Y —— R — P —— [ —
00:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00
timestamp per 30 minutes
433 hits
Apr 15, 2025 @ 23:21:17.388 - Apr 16, 2025 @ 23:21:17.388
Export Formatted i3 1136 available fields @ = Columns Density ¢ 1fields sorted Full screen

¢ timestamp v agent.name v rule.description ~  rule.level v
Apr 16, 2025 @ 23:08:44.40° mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 23:08:44.403 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 23:08:44.403 mag1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 22:48:43.157 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 22:48:43.153 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 22:48:43.151 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 22:33:46.186 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 22:33:46.186 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 22:33:46.186 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 21:58:44.399 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 21:58:44.399 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 21:58:44.399 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 21:38:45.128 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 21:38:45.122 mg1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

Apr 16, 2025 @ 21:38:45.116 mag1 Postfix: Sender domain is not found (450: Requested mail action not taken). 5

ru

S —



@ xdrl.jason.tools

Discover wazuh-alerts-4.x-2025.04.16#gs41P5YBo2fM0ODduOo07
s Jn — E e = W. !
B TEME = W.
JASON TOOLS Z z b t _index wazuh-alerts-4.x-20825.084.16 L
+ +B t agent.id 818
100
o t agent.ip 192.168.1.124
5 60 t agent.name mg’
O 40
20 t data.id 4586
‘ Q == | — !
{ | e/ t data.srcip .171.134 21:00
t decoder.name postfix-reject
3 t decoder.parent postfix r

®
) 4 Z I l I l b ra t full_log Apr 16 23:08:43 mg1 postfix/smtpd[1052684]: NOQUEUE: reject: RCPT from
@E unknown[ m 71.134]: 4508 4.7.25 Client host reiected: cannot find y

& EXPO”F_" our hostname, [163.22.171.134]; from=<root®mmE~ M .edu.tw> to=<

¢ timd '@jason.tools> proto=ESMTP helo=< m 1. tw> Brule.level v | ru
P f . @ Aprie] t id 1744816124.244278121 s 32
< POSTTIX Jr X |

@ Apr 16, t input.type log 5 33

) Apr16: t location /var/log/mail.log [ 5 3

& Apr16: t manager.name edr1 [ 5 3:

el Apr161 t predecoder.hostname mg1 [ S 33

[ Apr16: t predecoder.program_name postfix/smtpd | 2 33

@ Apr161 t predecoder.timestamp Apr 16 23:088:43 I 1 -

Q Apr161 t rule.description Postfix: Sender domain is not found (458: Requested mail action not tak 1 P -

(@ Apr 186, en). 5 3

A Apr16: # rule.firedtimes 1 I 5 32

& Apr16: t rule.gdpr IvV_35.7.d 1 3:

[ Apr16, t rule.groups syslog, postfix, spam 5 3:

el Apr161 ¢t rule.hipaa 164.312.b | o 3:

@ Apr16: t rule.id 3383 ] - *

R ApriSy # rule.level 5 P *

rule.




.
B4 T R4S

JASON TOOLS

=
(Rs

e

EHEMC

< Proxmox VE

@ xdril.jason.tools

= W. Threat Hunting host-111 j @
8
3
=
3 4
O
2 I
., B = B
00:00 03:00 06:00 09:00 12:00 15:00 18:00 21:00
timestamp per 30 minutes
20 hits
Apr 15, 2025 @ 23:27:46.776 - Apr 16, 2025 @ 23:27:46.776
(M Export Formatted s 1136 available fields @ = Columns Density T 1fields sorted Full screen
\J timestamp ~ agent.name v rule.description v rule.level v rule.id
[@ Apr16, 2025 @ 23:27:32.29° host-111 Proxmox VE authentication failed. 6 87201
(@ Apr 16,2025 @ 23:27:18.274 host-111 Proxmox VE authentication failed. 6 87201
[ Apr 16,2025 @ 21:32:05.426 host-111 Wazuh agent stopped. 3 506
[ Apr 16, 2025 @ 18:34:54.945 host-111 Wazuh agent stopped. 3 506
[@ Apr 16,2025 @ 18:34:13.396 host-111 SCA summary: Center for Internet Security Debian Family Linux Benchmar... 7 19004
(@ Apr16, 2025 @ 18:34:04.843 host-111 Center for Internet Security Debian Family Linux Benchmark v1.0.0: Ensur... 5 19013
(@  Apr 16,2025 @ 18:33:16.903 host-111 Wazuh agent stopped. 3 506
[ Apr 16,2025 @ 11:16:44.408 host-111 File added to the system. 5 554
[@ Apr 16,2025 @ 11:16:44.407 host-111 File added to the system. 5 554
(@ Apr16,2025 @ 11:16:44.406 host-111 File added to the system. 5 554
[ Apr 16,2025 @ 08:01:15.782 host-111 Successful sudo to ROOT executed. 3 5402
(@ Apr 16,2025 @ 08:01:13.772 host-111 Successful sudo to ROOT executed. 3 5402
[@ Apr 16,2025 @ 08:01:11.762 host-111 Successful sudo to ROOT executed. 3 5402

e ——



@ xdrl.jason.tools G C

wazuh-alerts-4.x-2025.04.164#Bs42P5YBo2f...

Eig THME

}ﬁ };% ,( |: i  Table JSON
fH @timestamp Apr 16, 2025 @ 23:27:32.293
E 6 t _index wazuh-alerts-4.x-2825.084.16
5 4 t agent.id 914
O
1’—1: - rOX l I I OX : 0 ¢ agent.ip 192.168.1.111 Il
0 i
el ¢t agent.name host-111
t decoder.name pvedaemon
@E 1 t decoder.parent pvedaemon |
t full_log Apr 16 23:27:31 host-111 pvedaemon[1415547]: authenticati
&-ExXport PR on failure; rhost=::ffff:192.168.1.280 user=jason@AD msg= I
L timestam| no such user ('jason@AD') B ruleid -
[@ Apr 16, 2025 t id 87201
([ Apr 186, 2025~ t 1input.type 1og | 87201
7@ Apr 16, 2025 506
K | Apr 1 t location /var/log/syslog I
[y Apr 16, 2025 506
= t manager.name edri -
[ Apr 16, 2025 19004
| host-111 I
@ Apr16, 2025 t predecoder.hostname 19013
& Ap,16‘2025 t predecoder.program_name pvedaemon | 506
(@ Apr 16, 2025 t predecoder.timestamp ! s ' & 554
[GL Apr 16,2025 t rule.description Proxmox VE authentication failed. =>4
([ Apr 16, 2025 : : po4
s 3 # rule.firedtimes E
[ Apr 16, 2025 5402
E t rule.gdpr IvV_35.7.d, IV_32.2 -
[ Apr 16, 2025 5402
ae 1 ; syslog, proxmox-ve, authentication_failed il
@ Apr 16, 2025 § |rule:groupa b R > - 5402
t rule.hipaa 164.312.b
t rule.id 87281

# rule.level 6




# xdrl.jason.tools

Vavaxlg PN Cam e 1
Eﬂé Iﬁ%ﬁ = W. Docker j ®
JASON TOOLS
Dashboard Events (#) Explore agent [3) Generate report
Search DQL v Last 24 hours Show dates G Refresh
manager.name: edr1 || rule.groups: docker | (5) (¥ Add filter
Top 5 images Top 5 events Events by source over time
@ fOrc3/gokapi:latest exec_start: /bin/sh -... ) container
@ apachefairflow:latest exec_start: curl --fai... 400
@ docker.software-uni... ® exec_start: /bin/sh -... 200
@ ghcr.io/open-webui/... Y @ exec_start: /bin/sh -... g
3 200
00
0
06:00 12:00 18:00
timestamp per 30 minutes
Events
timestamp v~ agent.name ~ data.docker.Ty.. ~ data.docker.ac... ~ rule.description  rule.level v rule.id ~ Count v
23:00 it-ts container exec_start: /bin/sh -¢ Docker: Command 3 87907 105
23:00 it-ts container exec_start: /bin/sh -« Docker: Command 3 87907 35
23:00 it-ts container exec_start: curl --fail Docker: Commandlz 3 87907 35
23:00 dci container exec_start: /bin/sh -« Docker: Commandlz 3 87907 35
23:30 it-ts container exec_start: /bin/sh -« Docker: Commandlz 3 87907 179
23:30 it-ts container exec_start: /bin/sh -« Docker: Commandlz 3 87907 60
23:30 it-ts container exec_start: curl --fail Docker: Commandlz 3 87907 60
23:30 dci container exec_start: /bin/sh -« Docker: Command lé 3 87907 60
00:00 it-ts container exec_start: /bin/sh -« Docker: Commandlz 3 87907 178
00:00 it-ts container exec_start: curl --fail Docker: Commandlz 3 87907 60
C %2 3 4 /5 20 >

e




Eig THME

JASON TOOLS

=
(Rs

e

W.

Discover

@timestamp

_index

agent.id

agent.ip

agent.name

data.

data.

data.

data.

data.

data.

data.

data.

data.

data.

data.

data.

data.

data.

data.

data.

data.

data.

data.

docker

docker

docker

docker

docker

docker

docker

docker

docker

docker

docker

docker

docker

docker

docker

docker

docker

docker

docker

JActor

JActor

.Actor

JActor

JActor

JActor

JActor

JActor

JActor

JActor

.Actor

JActor

JAction

.Type
.from

.1d

.scope

.status

.time

Attributes

Attributes

JAttributes

Attributes

Attributes

Attributes

Attributes

Attributes

Attributes.

Attributes.

Attributes.

D

.org

.org

.org

.org

.org

exec

imag

name

.org.

.org.

.org.

O

ID

e

.opencontainers.
.opencontainers.

.opencontaliners.

opencontainers.
opencontainers.

opencontainers.

.opencontainers.

.opencontainers.

image

image

image.
image.
image.

image.

image

image

@ xdrl.jason.tools

.created

.description

licenses

revision

source

title

url

.version

wazuh-alerts-4.x-2025.04.16#mc40P5YB0o2fM0ODdumZC2 i

Apr 16, 2025 @ 23:12:25.594
wazuh-alerts-4.x-2025.84.16
825

192.168.1.89

it-ts

exec_start: /bin/sh -c¢ curl --silent --fail http://localhost:

S{PORT:-88808}/health | jg -ne 'input.status == true' || exit
]

c159eb235a%aebcaed136a2f56186a6ab9fchd75db4d367c6bB849aa1808bch
fos

ghcr.io/open-webui/open-webui:latest

open-webui

2025-01-23T21:48:084.047Z

User-friendly AI Interface (Supports Ollama, OpenAI API, ...)
BSD-3-Clause

b721506c881955721a63ae7f4ealb9ea293816fc1
https://github.com/open-webui/open-webui

open-webui

https://github.com/open-webui/open-webui

main

ecBfBaf75ed15b83872c76d4a95e4f613d9df406dfBa795e4a083237575aaa
bec7

container
ghcr.io/open-webui/open-webui:latest

ecBfBaf75ed15b83872c76d4a95e4f613d9df406dfBa795e4a83237575aaa
be7

local

exec_start: /bin/sh -c¢ curl --silent --fail http://localhost:
S{PORT:-808808}/health | jg -ne 'input.status == true' || exit
1

1744816345




& edrl.jason.tools

Eig THME

D ﬁ Pﬁ R‘I MY = WAQZUN. » Modules VirusTotal ®
\ \ 3 E + \ t 'l:::a’uv:;stotal source . . . . . . . . . . . . . . . . .
, b , U\ / \ fle ' ) 2022-09-03 00:00 2022-09-07 00:00 2022-09-11 00:00 2022-09-15 00:00 2022-08-19 00:00 2022-09-23 00:00

(=}
(]

Available fields timestamp per 12 hours
i Agentid Time « agent.name data.virustotal.source.file data.virustotal.permalink data.virustotal.malicious data.virustotal,
t agentip
w Sep 26, 2022 @ ©99:33:50.816 host-186 /etc/apt/apt.conf.d/76pvepr - a -

-

data.integration OoxXy

o
data.virustotal. o
\—/ V I r | l S I O l a descrintion = Expanded document View surrou

t data.virustotal.error
Table JSON

-

t data.virustotal.found
t _index wazuh-alerts-4.x-2822.09.26

/S N t data.virustotal.source.
alert_id
A A \ t agent.id 815
\/ \ t data.virustotal.source.
7REE / = .
~ t agent.ip 192.168.1.86

t data.virustotal.source.

shal
t agent.name host-186
t decodername
o i t data.integration virustotal
t input.type t data.virustotal.found %)
t location .
t data.virustotal.malicious (%)

t manager.name

¢ rule.description t data.virustotal.source.alert_id 16641560828.128797326

# rule.firedtimes t data.virustotal.source.file /etc/apt/apt.conf.d/76pveproxy
t rule.groups t data.virustotal.source.md5 98d22beb7c284cc552ffce598fc24a2d
t rue.id
= ol lovel t data.virustotal.source.shal 97935868T1b882260185d8b1c3747ea31da5183fd
@ rule.malil t decoder.name json
Seste t id 1664156030 .128853347
t input.type log
Fﬁ EE = :/j %%: ) t location virustotal
O E_\_ E /X‘ ’% E t manager.name edril
Vi ru STOta I A PI R @ 3 t rule.description VirusTotal: Alert - No records in VirusTotal database
# rule.firedtimes 1
ulzm I]BEJ ulzq ulzm t rule.groups virustotal
t rule.id 87183

| TR : . .




) @ @ () wazuhjruleset at main - waz. X +

g TR y *ﬁ’ E .
JASON TOOLS | C m 2% github.com/wazuh/wazuh/tree/main/ruleset

N\

[ Files wazuh [ ruleset / A Top

E i EI P main v | [ | K README.md S =
o/ /N Q Go to file t

'fﬁl: > B github Wazuh Ruleset

+ i
| > [ apis
4 | k - - .| - -
e 71\ > [ architecture i oo Wil oo

@B > [ docker Wazuh ruleset is used to detect attacks, intrusions, software misuse, configuration

> BB docs problems, application errors, malware, rootkits, system anomalies or security policy
| ) violations.
e/ > BB etc

s BB extensions The ruleset includes compliance mapping with PCI DSS v3.1 and CIS.

> B framework

Directory structure
> [ integrations
> [ packages
— wazuh/ruleset =
I v B3 ruleset | — decoders # Wazuh decoders created/updated by Wazuh
—— | |— rules # Wazuh rules created/updated by Wazuh
> M decoders | — rootcheck # Wazuh rootchecks created/updated by Wazuh
> B lists | — sca # Security Configuration Assessment created/upd:
| |— lists # CDB lists created/updated by Wazuh
> B mitre |
s @ rooteheckidb |I |— testing # Ruleset test scripts
> @ rules | — README.md
> BB sca

> [ testing .




) @ @ O socfortress/Wazuh-Rules: Ac X +

Eig THME

C M % github.com/socfort.. % Yt

S LSRR A S

o Sysmon o AbuselPDB Advanced Wazuh Detection
o Sophos o Auditd Rulesez=mm
@ Suricata < Maltrail S sousrcnty s g gt thoms nounia mighat.
~ Falco © Open Audit e —
o Modsecurity © OPNsense Sl s

< F-Secure < Trend Micro -

< Snyk o Powershell el WGZUh
o Sigcheck o Office365 | ’
o Crowdstrike o Os query Advanced Wazuh Detection Rules

. Have Wazuh deployed and ingesting your logs but looking for some better
e A l | e n V a U l t & Ya ra detection rules? Look no further. The objective for this repo is to provide
the Wazuh community with rulesets that are more accurate, descriptive,
and enriched from various sources and integrations.
Worlds First Open Source Cloud SOC »

https://github.com/socfortress/Wazuh-Rules







$ #!/binfbash Untitied-11 @

Eig THME

JASON TOOLS z% E ﬁ
Zz \ E I I BLOCKLIST _URL="https://raw.githubusercontent.com/firehol/blocklist-ipsets/master/1iblockiist c
l’l ,‘\4”"“,\; e ) B e e e
t
ip"

TMP_FILE="/var/ossec/etc/lists/tmp_1ips.tx
CDB_FILE="/var/ossec/etc/lists/malicious-

BE AR > S o |
:E”‘é:: ~ ~ |
v 9 Pl H"ITMEN]D r .. - o < .
Zz / / l \ / . EChO IN} Ui bown ‘_Ur’)‘_l_'_ﬂl__.v al

touch "/var/ossec/etc/lists/malicious~ip"

curl -s "$BLOCKLIST_URL" PO o6 0 @ xdr1jason.tools i C (0 C
@ \ + chown wazuh:wazuh "$CDB_FILE" BHERLL CDB Lists j @
1& v ‘ Ei II\ if [$?7 ~ne @] || [ ! -5 "$T —
IGA echo " [ERROR] Failed to do ¢ malicious-ip etc/lists ™ Export formatted ® Add new entry ]
exit 1 '
+ S n n f1 Q1 Search...
\ * .
N/ , \ /ﬁ echo " [INFO] Converting to Key Value Actions
A Y ‘ . 1.11.225.36 1 2 ©l
——— ‘
m— \ Ff "$TMP_FILE" S
e/ n N\ 1.12.246.6 1 2 ¥
n ~ 1.13.168.164 1 2 T
if [ =x /var/ossec/bin/wazuh-
echo "[INFO] Building CDB 1.14.31.135 1 7 ¥
V /var/ossec/bin/wazuh-cdb | A A 3 o &
fi
1.20.93.245 1 2 ¥
echo "[INFO] Malicious IP
1.20.102.56 1 2
1.22.228.191 1 2 ¥
1.24.16.3 1 2 ¥
Rows per page: 10 C 14 2 3 4 5 1247 >

https://github.com/jasoncheng7115/it-scripts/blob/master/wazuh/update-malicious-ip.sh




W. Threat Hunting host-108 j

Eig THME

HASON TOOLS zz E ﬁ manager.name: edrl | agent.id:012 () (1 Add filter
2] I
ILN TN

0 | | | | | | | | | | | | | | | | | | | | | | | | |I| |||
20:25:00

(
\—\
/
S
,—
o~
T
R

20:05:00 20:10:00 20:15:00 20:20:00 20:30:00
timestamp per 30 seconds
L .
e I l I u X 107 hits
Apr 16, 2025 @ 20:01:03.500 - Apr 16, 2025 @ 20:31:03.500
( f i r e W a l l d r O p ) (M Export Formatted i 1107 available fields @ = Columns Density ¢ 1fields sorted [ Full screen
L timestamp v agent.name ~ rule.description v rule.level -~ rule.id
[ Apr 16, 2025 @ 20:25:35.828 host-108 PAM: Login session opened. 3 5501
° ([  Apr 16, 2025 @ 20:24:35.550 host-108 PAM: Login session closed. 3 5502
e/ W I l l d O W S (@ Apr 16, 2025 @ 20:24:35.548 host-108 Successful sudo to ROOT executed. 3 5402
[0 Apr 16, 2025 @ 20:24:35.548 host-108 PAM: Login session opened. 3 5501
( n e tS h ) [ Apr 16,2025 @ 20:23:35.271 host-108 PAM: Login session closed. 3 5502
([ Apr16, 2025 @ 20:23:35.269 host-108 PAM: Login session opened. 3 5501
[ Apr 16, 2025 @ 20:23:35.269 host-108 Successful sudo to ROOT executed. 3 5402

[ Apr16, 2025 @ 20:23:31.318 host-108 Host Blocked by firewall-drop Active Response 651
L 4 O I N S e l I S e [ Apr16, 2025 @ 20:23:31.252 host-108 PAM: Login session opened. 3 5501

(@ Apr16, 2025 @ 20:23:31.24¢ host-108 PAM: Login session opened. 3 5501

( p fCt l ) (@ Apr 16,2025 @ 20:23:31.247 host-108

(@ Apr16, 2025 @ 20:22:34.987 host-108 PAM: Login session closed. 3 5502

100100




= W. Discover wazuh-alerts-4.x-2025.04.16 #AM6NPpYBo2fM0ODduSgAb j

W. Di... wazuh-alerts-4.x-2025.04.16#_c2N...

@ UdiLd.paldiieLel S.diel Lodiiayer rdane cul |

[—_—

—

data.parameters.alert.pre

.'}fé:-_ % . - s - hreat - A LLI \ls

t _index wazuh-alerts-4.x-2025.84.16 | p et aromevsrazalarepre | lﬁ'ﬁ EQEH?U :I:j-%é IP
E ﬁ N == nm AKX} Lk

A 7N I t | I P = N | o | ) data.parameters.alert.pr

EiE TR 1/\//\J J A _L IL‘:\ = agen |

JASON TOOLS — © data.parameters.alert.rule.description

Matched malicious IP from authentication_success logs

| -

t agent.name host-108 © data.parameters.alert.rule.firedtimes 1
t data.dstuser root data.parameters.alert.rule.groups malicious-ip
7 data.parameters.alert.rule.id " 106100
t data.srcip 192.168.1.142
) data.parameters.alert.rule.level ~ 10
t data.srcpor 53340
8 poTt data.parameters.alert.rule.mail false
20:0
t decoder.name sshd » data.parameters.alert.timestamp 2025-04-16T20:23 :31.247+0800
t decoder.parent sshd t data.parameters.extra_args
t data.parameters.program active-response/bin/firewall-drop
t full_log Apr 16 20:23:29 host-1088 sshd[34899682]: Accept
ed password for root from 192.168.1.142 port 5 t data.srcip .108.7.14
3349 ssh2 ted t data.version 1
t id 1744806211.212189871 p t decoder.name ar_log_json
t input.type log @ 20:, t decoder.parent ar_log_json
] t full_log y
¢t location /var/log/auth.log @ 20 |
a 2025/84/16 20:23:31 active-response/bin/firewall-drop:
t manager.name edri @204 {"version”:1,"origin”:{"name" :"node®1", "module"” : "wazuh-
@ 20: execd"}, "command” :"add", "parameters”:{"extra_args":[],"
3 K| alert":{"timestamp"” :"2825-04-16T20:23:31.247+8868", "rul
t predecoder.hostname host-168 1 e":{"level”:10, "description”:"Matched malicious IP from
@ 204 authentication_success logs”, "id":"1688188", "firedtime
t predeCOder'program—name SShd 20 e *1 "mail"falee "nrnine” " I["malicrinne-in”"1} "anent” - {"
@ 20:
, t id 1744806211.212191096
t predecoder.timestamp Apr 16 20:23:29 @ 20
7 1 t input.type log
t rule.description Matched malicious IP from authentication_succe @ 20:
ss logs 4 t location /var/ossec/logs/active-responses.log
_ _ @ 20 t manager.name :
# rule.firedtimes 1
@ 20: t rule.description Host Blocked by firewall-drop Active Response
t rule.groups malicious-1
4 P P @ 20: # rule.firedtimes 1
t rule.id 180160 @ 20! t rule.gdpr Iv_35.7.d
# rule.level 10 - t rule.gpgl3

@ rule.mail false

t rule.id 651

- - - ~




Eig THME

JASON TOOLS

#!/usr/binfenv python3 Untitled-1 @

import csv
import zipfile
import os
(o . import sys
I L URL = "https://bazaar.abuse.ch/e: t/csv/1 W.
WORKDIR = "/tmp/malware hash update"
N\ . J\ ZIPFILE = os.path.join(WORKDIR, "malware.zip")
[ CSVFILE = os.path.join(WORKDIR,
) CDBFILE = “/var/ossec/et
N’ I\
o S (o [
~
~ II\ C D B

CDB Lists
e/

NO_UNZIP

o BT R

'full.csv")

# xdril.jason.tools

Lists/malware_hash

¢ malware_hash
len(sys.argv) > 1

etc/lists
Q) Search...
0s.makedirs (WORKDIR, exist ok=Ti

™y Export formatted
Key

NO_UNZIP:
import urllib.request
print (" [*]

® Add new entry ‘

Value

[5) sa
abfa8e427d3b59d38bd87 1b60dcdc65ee

788527853133bbab6498b7¢737fcbd59

Nn Ta
vown

Actions
Gafgyt 2 ¥
e70cbe73cf82874ef820bd9d89163058d —— popee
ae6d237ad5ff4dcfae06352255¢8136 © ' o
9e01fc8382dded3729c4cd2b8e944ed14 / b =
af3f5a89d346bd4364b49c32b962967 e 7 B
S = (SRR BN c4bf7bfac0eb8a9635¢311dc162bdd4ach _
oaqing € Nalware.zZip Prometei
: . % e 5a51c2d02730e9f70109e9deda9bbde
ib.request.urlretrieve , ZIPFILE)
1bc2a9eebbc630b8eb7418f74d4a09d60
812d3fae525496955893eee7ch3f0db
os.path.exists(ZIPFI
print(7"[-] Error: {ZIPFILE} not found.")
sys.exit(1)
zipfile,Z

ZipFile(ZIPFILE,

[
N

p

SSHdKit
140d659878a7a2712f54018779661¢15f
9551fc4f7cab00d325fb7c6da075e26
'r') as zip_ref:

zip_ref.extractall(WORKDIR)

(‘%
b

[l

Mirai
6e12275e6e97816d64067be52eeb8322
89cb98179a3444214a7ab6be84b91df1

S

h

Prometei
c57b1d31e62a2ed4bchbbe3c203bc58725
41a83ff02e904f90022181a9a00e8895

n/a

S

h

7e955a8¢b51233b3f9cced4d2938ff3dd82
9dcf4b80e9a215135e6df439355¢cbd

A

ul

Xorbot
ba991ce82dc6d5e459eed9f1ec598f1e9
ed40c4adc017ef44300404f587ccfbe

https://github.com/jasoncheng/7115/it-scripts/blob/master/wazuh/update-malware-hash-list.py

Cp

S

p

2 3 4 5

9019(




Eig THME

JASON TOOLS

H

%4
%4

~
C

= =

PRER B ENE R

bazaar.abuse.ch
5 24 NNSFEFH—X
B8 901892 &
sha256/md>5
reporter/signature

|

#!/usr/binfenv python3

jasoncheng > Downloads

3

full.csv X

B full.csv

HARBBHRRBHARUBIHARRGBRRRGRAR R HRE G HR ARG R RAR IR AR RERGHRERBHRRRBRBRHR

# MalwareBazaar full malware samples dump (CSV)

# Last updated: 2025-04-14 98:37:16 UTC

b

# Terms Of Use: https://bazaar.abuse.ch/faqg/#tos
# For questions please contact bazaar [at] abuse.ch

#

% 5 3% %

HHRBRAARBRARBRIHABBRARGH ARG HARBHRRRBHHRB AR BB G A AR R R ARBUH BRBHURRH

big

# "first_seen_utc","she
08:
98:
08:
08:
08:
08:
@8:
08:
08:
98:
08:
08:
08:
98:
08:
08:
08:
98:
Q7:
Q7:
07:
07:
07:
07:
07:
07:
07:
Q7:
07:
07:
07:
07:
07:
07:
07:
Q7:

Q7:
N7

"2025-04-14
"2025-04-14
"2025-04-14
"2025-04-14
"2025-04-14
"2025-04-14
"2025-04-14
"2025-04-14
"2025-04~-14
"2025-084-14
"2025-04-14
"2025-04-14
"2025-04~-14
"2025-04-14
"2025-04-14
"2025-04-14
"2025-04~-14
"2025-084-14
"2025-04-14
"2025-04-14
"2025-04~-14
"2025-084-14
"2025-04-14
"2025-04-14
"2025-04~-14
"2025-04-14
"2025-04-14
"2025-04-14
"2025-04~-14
"2025-084-14
"2025-04-14
"2025-04-14
"2025-04~-14
"2025-04-14
"2025-04-14
"2025-04-14

"2025-04-14
"IAIR-NA-14

37:
37:
32:
27:
27:
22:
22
22
22
22:
17:
17:
14:
12:
12:
08:
28:
00:
57:
54:
54:
53:
52
52:
50:
47:
42:
103",
42:
37:
37:
37:
32:
22:
a7:
06:

06:
A5

42

16",
13",
14",
13
12",
20",
15",
14",
LIS
11",
14",
134,
48",
08",
07",
53",
32",
08",
07",
40",
39",
56",
58",
05",
08",
05",
04",

02",
16",
15",
14",
04",
1",
23",
55",
09",

S L

VAAAAmth kT332 A€ L AR I AT T A A y .
S444821 0023040001 CA0 IO ZL LIS /al4dagociesLlisaD

ish","md5_hash",

repot

~tT40

6498t

.......

ter","file_name","file_type_guess","mime_type",6"s

N Ic
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gray|og Search Streams Alerts Dashboards Enterprise Security ~ System ~ e % z o # =
@ Dashboards » ! Wazuh Dashboard #
4 v From: 7 days ago Until: Now e Not updating ~
q n rule_level :>=7| e 9 Save |B Saveas & Share
X. Wazuh Dashboard ~ + v
Total Events by ¢ 3 [F v Event Trend > L e 1 [@
g 150
100
o Illll llllll : |l||ll|llll Illllll'll
=" e
OA - - - - - — — - —... - - - - - - e - - - .= - - L - - - - - - - - = - - C—_— - -
Apr 10 Aprll Apr12 Aprl3 Apr 14 Apr 15 Apr 16
2025
N3 ' 9 M 10 il 12
N 13 M count()
Global Override: 7 days ago - Now @
Total Endpoi... » & « (1[4 v EndpointTo... » & &« [ [F v Rule Level > L e 1@ v MITRE Techn... » & < [ 4
agent_name countf) rule_mitre_technique count()
winl0-pro-1 729 Brute Force 657
router-005.jason.tools 657 Vulnerability Scanning 96
50.6% ,
revproxyl 168 RS Network Denial of Service 72
mail2 30 Valid Accounts 70
mgl 27 Email Collection, Endpoint Deni 24
al of Service
dc2 22 W W3 10 W12 W13
o +2 [/ +15.38% " BBl Network Sniffing 1
; dcl 21
Global Override: 7 days ago - Now & Global Override: 7 days ago - Now & Global Override: 7 days ago - Now &) Global Override: 7 days ago - Now &)
- ) el = el
Rule Description > L e 1[G v MITRE Tactic P L e 1[G
rule_description countf) rule_mitre_tactic count()
Windows application error event. 735 Credential Access 657
Multiple pfSense firewall blocks events from same source. 652 Reconnaissance 96
Multiple web server 400 error codes from same source ip. 96 Impact 72
High amount of POST requests in a small period of time (likely bot). 72 Defense Evasion, Persistence, Privilege Escalation, Initial Access 70
System user successfully logged to the system. 70 Collection, Impact 24
Postfix: Multiple attempts to send e-mail from invalid/unknown sender domain. 24 Credential Access, Discovery 1
Windows Defender: Antimalware platform detected potentially unwanted software () 13 Defense Evasion 1
Global Override: 7 days ago - Now @ 4 Global Override: 7 days ago - Now \@» A
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— > ~ M Brute Force Vulnerability Scanning == | eaflet | © OpenStreetMap contributors
U ~ = N P D Global Override: 7 days ago - Now &) r Global Override: 7 days ago - Now @ F
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Vulnerability Agent > L el [@G v Vulnerability Agent & Package P Lo l[F v Vulnerability ... » & < [ [4
agent_name data_vulnerability_package_name count{) data_vulnerability_package_name col
ﬁ 16
E ﬁ FEJI # host-107 libjavascriptcoregtk-4.0-18 4 libjavascriptcoregtk-4.0-18
\./ Iu\ /§\ E 7K 1 libjavascriptcoregtk-4.1-0 4 libjavascriptcoregtk-4.1-0
12 libwebkit2gtk-4.0-37 4 libwebkit2gtk-4.0-37
10 libwebkit2gtk-4.1-0 4 libwebkit2gtk-4.1-0
8 mail2 libpopplers7 2 libpopplers7
6
4
2
e host-107 mail2
Global Override: 7 days ago - Now @ 2 Global Override: 7 days ago - Now @ F Global Override: 7 days ago - Now @ ;
Virus > Loe il &
agent_name malware_name FilePath count{)
winl0-pro-1 Trojan:Script/Wacatac.H!mi C:\Users\jason.JASON\Downloads\INVOICE-9837461039847 pdf.zip 2
Trojan:Win32/Wacatac.B!ml C:\Users\jason.JASON\Downloads\FileZilla_3.69.0_win64_sponsored2-setup (4).exe 2
TrojanDownloader:Win32/Upatre C:\Users\jason.JASON\Downloads\paypal_689945454 _18112015.zip 2
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TrojanDownloader:Win32/Upatre!rfn C:\Users\jason.JASON\Downloads\xiLqAec4.zip
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GNU nano 6.2 /var/ossec/etc/ossec.conf

\?ﬁ == <syslog_output>
S E N\ EE\ 2K <level>8</level>
<gserver>192.168.1.127</server>
. . <port>30514</port>
ﬂg E& = KE <format>json</format>

EZ =)74
</syslog_output>

\

\ /2 /A
$—_|- i {lL :I:JJ: <!-~ Choose between "plain”, "json", or "plain, json" for the f¢

<logging>
j:t " &5 Z <log_format>plain</log_format>
= S </logging>
YEE == >
15 T IS I\ crenote>
<connecilon>secure</¢onnectzon>

<port>1514</port>
<protocol>tcp</protocol>
<queue_size>1310872</queue_size>

<Iremote>
Help o] Where Is Ex
Exit M REIEL JL

Write Out
Read File




Extractor configuration

Extractor Grok pattern

Eig THME

JASON TOOLS $§ N\ J_E f% type
— I\ d
S blﬂ WIS Source field message

++
H E ‘ 1 — Named captures only
@a 7 j:ﬁ J S O N % $ Only put the explicitly named captures into the message
1 Grok Pattern
\ *} Eﬁjqj: J S O N * {\[ pattern J . o, {GREEDYDATA:wazuh_json)

Extractor configuration

Extractor JSON
type

Source field wazuh_json

n Flatten structures

Whether to flatten JSON objects into a single message field or to expand into multiple

fields.

List item
separator

Key separator

What string to use to concatenate different keys of a nested JSON object {only used if not

Key/value
separator

tenating key/value pairs of a JSON object (only used if
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| _ | Filter @ How many Events will Filter & Aggregation
=~ / I\ . . . . . create?
Add information to filter the log messages that are relevant for this Event Definition.

Search Query

. o o Filter Preview
I - rule_groups:"syslog, proxmox-ve, authentication_failed
4 1 h query that Messages should match. Y | in th Y
Search query that Messages should match. You can use the same syntax as in the {"level":6,"description":"

Search page, including declaring Query Parameters from Lookup Tables by using the

Proxmox VE
SnewParameter$ syntax. authentication
% s failed.")"id":"87201","fired
o 2 ALrEAmS (Optignal times":18,"mail":false,"gr
n Select... oups":
["syslog"," proxmox-
Select streams the search should include. Searches in all streams if empty. ve""authentication_faile

<

d"],"pci_dss":
++ z Search within the last ["l]O.g.Clll","i;.Z.S"],"gdpr":
N/ | zISN m . > . ["IV_35.7.d""IV_32.2"],"hi

paa":
Use C Scheduli ["164.312.b"],"nist_800_5
© se Lron scnedu |ng n.rn nn nin ",
L I r N M _|_T r m 3":["AU.14""AC.7"],"tsc":
b = S C l C g d Schedule this event with a Quartz cron expression ["CC6.1","CC6.8","CCT.2","
CC7.3"]},"agent":
Execute search every {"id":"014","name":"host-
111'ip":"192.168.1.111"}
5 S minutes ¥ "manager":
{"name":"edr1"},"id":"17
Enable

Should this event definition be executed automatically?

Create Events for Definition if...

S —————————
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https://github.com/juaromu/wazuh-misp

o B4 Sigma Rules 153 5 Bl &E
https://github.com/theflakes/StoW

o EGBHE Al FISBR1T 4 S il]iﬁ@]iﬁ%rl

% > BIRAREI—F Al £V CPU iR GPU B > 2R AT LK...







Eig THME

JASON TOOLS

$) PaIaHE REEE ES% AXSE EREE ATEN BERM € Q

ASON TOOL

IR S

T

B B ELRIRERAS

=fecbo

Free Software

~ TEERERAY

e ALY

BE LRMEAS

www.jason.tools

& blog.jeson.tools

812 LT E%§ Jason Tools

202254 H8H EBRfH

#8855 = ]INoMachine B3 pfSense 82 Graylog Fo# =g
BRI

rrrrrr

Graylog RRBREARITCHNARZ— » BRBARRAMERERS
Hec# B2 RRIY » FGECHZREIZLBHAE -

‘é I E l\‘l_.l A/C

blog.jason.tools



-

Eig THME

ERRITAPRE—EIE |

—{EABYERK

ERERMERINERIEE

& T9l (Kai, HackerCat) #

MRSz

HW
Swoy |

o Y
o HackerCat E&1E

o Wazuh {8353
o Jason #EER ©

B i S S A S N ERR STERR S5 |

L

L EBHET]

EANERENAERST







