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Of fensive
Security[9]

OffSec Certified
Professional (OSCP)

Of fensive Security
Certified Expert (OSCE)
Of fSec Wireless
Professional (OSWP)
OffSec Exploitation Expert
(OSEE)

Of fSec Web Expert (OSWE)
Of fSec Exploit Developer
(OSED)

Of fSec Experienced
Penetration Tester (OSEP)




OffSec Certification Pros and Cons

Security Certification Roadmap

ERZTEERREE (11401242 1F ) I o e £t
Hands-on Practice, Hands-on Exam (O il enlcis el

: ensive Security
Menta' Training Certified Expert (OSCE)

OffSec Wireless
Professional (OSWP)

Of fSec Exploitation Expert
(OSEE)

0ffSec Web Expert (OSWE)
Of fSec Exploit Developer
(OSED)

Of fSec Experienced
Penetration Tester (OSEP)




OffSec Certification Cons
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CyberCore™ Course + Cert Learn E—HTHE> TEE>
Exam Bundle One - .
$899/year $1,749 $2,749/year

llllllllllll y* One-time payment Billed annually*
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OSCP+ OSWP
A =
|y Offsec I offsec

OSMR

I offsec

{SEC-'IOO

— oscc — |

Expires on 01/05/2028 Expires on 10/19/2027 Expires on 12/07/2027

New course ! SJ D_100- Secure Build more securely from the start. Develop skills with hands-on training to

Java Development Essentials sacure software development starts here.

identify and prevent common vulnerabilities in Java. A strong foundation in <€KLL KKK

level 100 x 3
level 200 x 6 + 1
level 300 x4 + 1
level 400 x 1




Course Designation System

. oifﬁfr:ulty Difficulty: OS Designation:
— ‘tr * 100 - Essentials e 0 - Multiple OS
P E N — 2 O O 200 - Foundational * 1- Windows
l L_, 0s » 300 - Advanced * 2-macOS

Sequence « 400 - Expert e 3 - Linux
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Requirement
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https://speakerdeck.com/aifred0729 tw/nian-yi-lai-de-xin-lu-li-cheng
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level 300 x4 + 1
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SEC-100
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Expires on 01/05/2028 Expires on 10/19/2027 Expires on 12/07/2027

level 400 x 1
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New course| SJ D_100. Secure Build more securely from the start. Develop skills with hands-on training to
i . identify and prevent common vulnerabilities in Java. A strong foundation in
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level 100

OSCC SEC-100
- BEEZ R, BERIANME
- ZEITEE RO

KCLP
- #1Z % closed book exam
- BEUEM Kali Linux £ G
- Learn One H 83

OSCC SJD-100
- Secure Java Development Essentials

TOPICS

K

HREEEBRLEERERBE L

K

Congratulations, Jun-Shen! You PASSED!

We are pleased to announce that you have passed the OSCC exam.
You may now generate your Digital Certificate in the OSCC exam tab.

Attempt status

Total number of points
Points score d

Percentage
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New course! SJD-100: Secure
Java Development Essentials

Build more securely from the start. Develop skills with hands-on training to
identify and prevent common vulnerabilities in Java. A strong foundation in < < < < < < < < < < < <

secure software development starts here.
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level 200(Red Team)

OSCP/OSCP+(PEN-200)
. g W@E}E B%

- EERLTEHEZBEE OSWA(WEB-200)

OSWP(PEN-210) . XSS(-C.ros:T:-Site Scripting), lab

. WPS - SQL Injection, 4 types Qf database

. WPA-PSK - XXE(XML ethrnaI Entity) .

. WPA-MGT - SSTI(Server-side Template Injection)

. Learn One 5 Z682% BHAjOJscEE . SSRF(:S.erver -side R?quest Forgery)
EEEE | - REEBEBLZEEFERBEL
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OSCP/OSCP+

Before the OSCP exam(long term)
Before the OSCP exam(short term)
Doing the OSCP exam

After the OSCP exam




Before the OSCP exam(long term)

Penetrstion Testing with Kali | X +

Learning Plan - 12 Week

C [ 23  help.offsec.com/hc/en-us/sections/6970444968596-Penetration-Testing-with-Kali-Linux-PEN-200-

Jump to Week: 1, 2,3,4,5,6,7,8,9,10, 11, 12

OfSec Week 1

OffSec Support Portal > Course Specific Resources for Offsec Students > Penetration Testing with Kali Linux (PEN-200) The first four topics serve as an introduction to the course

material and provide a general approach to the course.

. . . - We al I lore the following Off
Penetration Testing with Kali Linux (PEN-200) o r_ecolmmend, PR B RbeC IS e
communication mediums:

Overview and Study

Approach » OffSec Help and FAQs: https://help.offsec.com/hc/en-us
OffSec PEN-200 Learning Plan - 12 Week ¢ Discord: How may | join the OffSec Community?

OffSec PEN-200 Laarning : Youtube Channel: @OffSecTraining

Twitch Channel: @offsecofficial

Twitter: @OffSecTraining

Topic Hint

1) Penetration Testing with Kali Linux: General Course
Information
2) Introduction To Cybersecurity
Learning Topics 3) Effective Learning Strategies
4) Report Writing for Penetration Testers
5) Information Gathering
6) Vulnerability Scanning

6.2.1. Whois Enumeration

6.2.2. Google Hacking

6.2.3. Netcraft

6.2.4. Open-Source Code

6.3.1. DNS Enumeration

6.3.2. TCP/UDP Port Scanning Theory
6.3.3. Port Scanning with Nmap




Practice

Not for the points, but for making sure you really learned it.

Bonus Points

Topic Exercises + 30 Lab Machines

» |n order to receive ten (10) bonus points, you must submit at least 80% of the correct
solutions for topic exercises in every topic in the PEN-200 course and submit 30

correct proof.txt hashes in the OffSec Learning Platform.

(113
Q

16444¢
\_/

OSCP+ E#££52A Bonus Points



How to do It ?
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https://ithelp.ithome.com.tw/users/20078298/ironman/6091



Before the OSCP exam(short term)

Weaknesses

Booking exam and writing on calendar

OSCP Exam Guide
- Exam process

Passport
Janus WebRTC Extension




|V OffSec

Offsec - Exam Page : OS-

Choose a course

You are viewing this exam calendar in time zone N
Asia/Taipei. 5;\

A time of 0:00 on the scheduling form is the very
beginning of that day, regardless of what order it is
presented in the selection.

Course

Penetration Testing with Kali Linux v

Exam Setting

Dear Student You have scheduled your challenge for

Sat, 04 Nov 2023, 06:00 (Asia/Taipei) .

You may not reschedule your exam within 48 hours of its scheduled
start time.

Please send an email to orders@offensive-security.com with any
further questions.

Sincerely,

The Offsec Team



Doing the OSCP exam

Take a break !
- Body and Time management

Monitors
Screenshot
Do math(solution)

Try Harder
- Persistent
- Creative
- Perceptive

)




After the OSCP exam

Report
- CH5 Report Writing for Penetration Testers
- Exam Report Template
- Offensive Security Exam Report Template in Markdown

Do math(don'’t skip step)




After the OSCP exam

— )~ [ ~/0SCP-Exam-Report-Template-Markdown ]

% ruby osert.rb generate -1 20231105_oscp_coll/0SCP-exam-report-template_0S
_v2.md -0 20231105_oscp_coll

[+] Preparing your final report ...

[+] Choose syntax highlight style [breezedark]:

>
[+] Choose a Certification:

>0

[+] Enter your 0S ID:

DROS=

[+] Generating report ...

[+] PDF generated at

Do you want to preview the report? [Y/n]

]
n
] Generating archive...

] Do you want to add an external lab report? [Y/n]
n

]

|

1

Archive generated at
Calculating MD5 of the archive...
Archive MD5 (upload integrity check):




Time to rest

1L Upload your Exam/Lab report X +

& C {} @& upload.offsec.com r @ B % 0O @%ﬁﬁﬁﬁﬂ) :

OFFENSIVE

SEEIFITY

FILES SUBMITTED

© 2020 Offensive Security | Privacy | Terms of service




level 200(Blue Team)

OSDA(SOC-200)
- ELK
- bottom-up

- B 13 43 Lab, HE ZE LB E

OSTH(TH-200)
- Splunk
- top-down
EEU/\% 1 Zﬂ Lab
- BRIRA 7 [EFE
OSIR(IR 200)
- Splunk
- bottom-up
EEU/\% 1 2ﬂ Lab
° LOg %*&Hﬂaq%%ﬁlx
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OSWE (WEB-300)

I E A
- OWASP Top 10 E7%4E /] —
. BRENRSE 2 B web BRERES
Tors AZ IV BE
- Java/PHP/.NET ,r'
Environment SetupGEL ZEBEEH) é
- Code Review
- Web Program Interruption

- Exploit Script




OSEP (PEN-300)

Lnﬁﬁﬁ EIZ omer
. OSCP E7%, T iEHnI5E ﬂ E I

(Windows Defender Service)

moae 1% /0 AE
- OSCP 52k

Win32 API Layer

- Lateral Movement IRk |- = B e
- Antivirus Evasion(Microsoft) i
. Microsoft Office Fishing o | e T
- Microsoft Defender
- UAC bypass T —

- AMSI bypass

https://learn.microsoft.com/zh-tw/windows/win32/amsi/how-amsi-helps



OSED (EXP-301)

Lnﬁﬁﬁ EI:SIZ
- X86 AHEFES
- Operating System
- Process, Memory E A E{E[RIE

moae 1% /0N R B

;A FH Shellcode EHEERIERE

d) system("/bin/sh")

- WinDbg

- shellcode from zero to one PEhR; || mevrancibins’ || systemeall || worms, s
- ROP(Return-Oriented Programming) xorrdx réx  movrdirsp  mov rax, 0x3b

- DEP bypass

ASLR bypass

https://www.facebook.com/stevenyul13228/
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Try Harder !
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level 400

EXP-401

LIVE Training: Advanced Windows
Exploitation (AWE)

OSEE Certification

NT$369,000 / usbs11,300

£ Aug. 18 - Aug. 22, 2025

64-bit kernel exploitation
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https://x.com/Yunolay/status/1871473981397798944
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https://cybersec.ithome.com.tw/2024/session-page/2898
https://www.facebook.com/10sec.tw




For What !?

Hﬁjz/}_ﬁx%ﬁ
- ABS
-

- BREIR

- PRy SR

- Hands-on Skill
- Mental Training
- ...etc
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Change

From OSCP to OSCP+
- Enhancements Active Directory Exam
- Removal of bonus points

New OffSec Certifications Expire After 3 Years
- OSCP+, OSIR, OSTH, OSCC

Learn Unlimited cooling off periods
- Ex : 1st failed exam: 2 weeks -> 4 weeks

04/09 OffSec Annual Membership live
- CPE program







Try Harder: From Mantra to Mindset

Persistent, Try Again

- When we feel like we've hit a brick wall, stepping away for a moment and taking a
break is usually the best advice.

Creative, Try Differently
- Outside the box.

Perceptive, Try Smarter

- Making time to step back and actively assess a situation is critical to being able to
make good decisions.

https://www.offsec.com/blog/what-it-means-to-try-harder/



Takeaway
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